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1 Reason for Change

To be consistent with DRM 2.1, this CR proposes to incorporate the resolutions for those review comments on the 2.1 REL TS that are also applicable to 2.0. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM group agree this CR.
6 Detailed Change Proposal

5.7.1.2        Element <EncryptedKey>

	Element
	<!ELEMENT xenc:EncryptedKey (xenc:EncryptionMethod, ds:KeyInfo?, xenc:CipherData)>

	Semantics
	The <EncryptedKey> element contains the optional <KeyInfo> element, the <EncryptionMethod> element, and the <CipherData> element.


C.5   Inheritance Scenario
This scenario shows how the inheritance relation works when the Parent RO and the Child RO both have multiple applicable <permission> elements.

The Parent Rights Object has one ‘virtual asset”, identified by its <uid> which is equal to “ParentAssetUID”. There are two permissions applicable to that <asset> element. The first gives 10 <display> or <play> rights, where the <play> is further constrained to the time interval of January 1st, 2006, 00:00:00 UTC to February 1st, 2006, 00:00:00 UTC. The second permission contains 3 <play> rights and a display right both constrained in the time interval February 1st, 2006, 00:00:00 UTC to March 1st, 2006, 00:00:00 UTC.

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.5p">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset id="1">

   <o-ex:context>

    <o-dd:uid>ParentAssetUID</o-dd:uid>

   </o-ex:context>

  </o-ex:asset>

  <o-ex:permission>

   <o-ex:constraint>

     <o-dd:count>10</o-dd:count>

   </o-ex:constraint> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2006-01-01T00:00:00Z</o-dd:start>

      <o-dd:end>2006-02-01T00:00:00Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:play>

   <o-dd:display>

   </o-dd:display>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2006-02-01T00:00:00Z</o-dd:start>

      <o-dd:end>2006-03-01T00:00:00Z</o-dd:end>

     </o-dd:datetime>

   </o-ex:constraint> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:count>3</o-dd:count>

    </o-ex:constraint>

   </o-dd:play>

   <o-dd:display>

   </o-dd:display>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Parent Rights Object (not referencing DRM Content)

The Child Rights Object has two ‘asset’s, that are linked to the DRM Content with ContentID “cid:media123@oma.com”. The asset with ‘id’ equal to 1 inherits from a Parent Rights Object’s asset, identified by “ParentAssetUID”. The asset with ‘id’ equal to 2, does not inherit from a Parent Rights Object.

The Child Rights Object specifies two separate permissions for its asset with ‘id’ equal to 1. The first permission allows ‘play’ between January 15th 2006, 00:00:00 UTC and February 15th 2006, 00:00:00 UTC and ‘print’ between April 15th 2006, 00:00:00 UTC and May 15th 2006, 00:00:00 UTC, but with the total of ‘play’s and ‘print’s constrained to 20. The second permission allows 5 ‘play’s, 8 ‘print’s and 30 ‘display’s in the period between February 15th 2006, 00:00:00 UTC and March 15th 2006, 00:00:00 UTC.

For the asset with ‘id’ equal to 2, it specifies a ‘play’ that is constrained to a total accumulated time of 2 hours.

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.5c">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset id="1">

   <o-ex:context>

    <o-dd:uid>cid:media123@oma.com</o-dd:uid>

   </o-ex:context>

   <o-ex:inherit>

    <o-ex:context>

     <o-dd:uid>ParentAssetUID</o-dd:uid>

    </o-ex:context>

   </o-ex:inherit>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>

     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:asset id="2">

   <o-ex:context>

    <o-dd:uid>cid:media123@oma.com</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>

     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>

   <o-ex:asset idref="1"></o-ex:asset>

   <o-ex:constraint>

     <o-dd:count>20</o-dd:count>

   </o-ex:constraint> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2006-01-15T00:00:00Z</o-dd:start>

      <o-dd:end>2006-02-15T00:00:00Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:play>

   <o-dd:print>

    <o-ex:constraint>

     <o-dd:start>2006-04-15T00:00:00Z</o-dd:start>

     <o-dd:end>2006-05-15T00:00:00Z</o-dd:end>

    </o-ex:constraint>

   </o-dd:print>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:asset idref="1"></o-ex:asset>

   <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2006-02-15T00:00:00Z</o-dd:start>

      <o-dd:end>2006-03-15T00:00:00Z</o-dd:end>

     </o-dd:datetime>

   </o-ex:constraint> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:count>5</o-dd:count>

    </o-ex:constraint>

   </o-dd:play>

   <o-dd:print>

    <o-ex:constraint>

     <o-dd:count>8</o-dd:count>

    </o-ex:constraint>

   </o-dd:print>

   <o-dd:display>

    <o-ex:constraint>

     <o-dd:count>30</o-dd:count>

    </o-ex:constraint>

   </o-dd:display>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:asset idref="2"></o-ex:asset> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:accumulated>P0DT2H0M00S</o-dd:accumulated>

    </o-ex:constraint>

   </o-dd:play>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Object

C.7 Example – Combinations of Constraint Elements
The rights depicted in this example shows combinations of constraints to play DRM Content.
<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"  

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"  

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset o-ex:id="Asset-1">

   <o-ex:context>

    <o-dd:uid>ContentID1</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>
   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>
   <o-ex:constraint>

    <oma-dd:timed-count oma-dd:timer=30>10</oma-dd:timed-count>
    <o-dd:datetime>

      <o-dd:start>2004-01-01T00:00:00Z</o-dd:start>

     <o-dd:end>2004-04-30T23:59:59Z</o-dd:end>

    </o-dd:datetime>

 </o-ex:constraint>
   <o-dd:play>
  <o-ex:constraint>

      <oma-dd:timed-count oma-dd:timer=1800>2</oma-dd:timed-count>
      <o-dd:datetime>
      <o-dd:start>2004-03-01T00:00:00Z</o-dd:start>
      <o-dd:end>2004-06-01T23:59:59Z</o-dd:end>

      </o-dd:datetime>

    </o-ex:constraint>
   </o-dd:play>

  </o-ex:permission>
</o-ex:agreement>

</o-ex:rights>
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