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1 Reason for Change

This CR proposes to complete the SCR table in the SRM technical specification.
This revision includes the following changes:

· Grouping items by function
· SRM grouped into Server – Server is an entity that provides resources to clients in response to requests (in OMA dictionary)
· Item naming update – postfix ‘-M’ or ‘-O’
· Editorial changes
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  Completion of SCR Table
Appendix H. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].
Items in the SCR table are grouped by functions. Group types of SCR items represent functions as followings:
CRT: Cryptographic algorithms

HEL: Device – SRM Hello message

SAC: Mutual authentication/key exchange and secure authenticated channel

CRL: CRL processing
OCSP: OCSP processing
MOV: Rights Move

LRC: Local Rights Consumption

UTIL: Utility messages for Rights Move and Local Rights Consumption
CERT: Functions for RI’s certificates delivery and verification
LOG: Operation log
H.1 SCR for Client
The table below enumerates the client conformance requirements on DRM Agents.
	Item
	Function
	Reference
	Status
	Requirement

	SRM-CRT-C-001-M
	Hash Algorithms: SHA-1 and associated URI
	Section 5.2
	M
	

	SRM-CRT-C-002-M
	MAC Algorithms: HMAC-SHA1 and associated URI
	Section 5.2
	M
	

	SRM-CRT-C-003-M
	Symmetric Encryption Algorithms: AES-128-CBC and associated URI
	Section 5.2
	M
	

	SRM-CRT-C-004-M
	Asymmetric Encryption Algorithms: RSA-OAEP and associated URI
	Section 5.2
	M
	

	SRM-CRT-C-005-M
	Signature Algorithms: RSA-PSS and associated URI
	Section 5.2
	M
	

	SRM-HEL-C-001-M
	Device – SRM Hello
	Section 5.7.1
	M
	

	SRM-SAC-C-001-M
	Mutual Authentication and Key Exchange: MAKE
	Section 5.7.2
	M
	

	SRM-SAC-C-002-M
	Key Derivation Function
	Section 5.7.3.1
	M
	

	SRM-SAC-C-003-M
	MAC Key update
	Section 5.7.3.3
	M
	

	SRM-CRL-C-001-M
	CRL Number Exchange between Device and SRM
	Section 5.7.4.1
	M
	

	SRM-CRL-C-002-M
	CRL Delivery from Device to SRM
	Section 5.7.4.4.
	M
	

	SRM-CRL-C-003-M
	CRL Delivery from SRM to Device
	Section 5.7.4.5.
	M
	

	SRM-CRL-C-004-M
	Certificate revocation status checking using cached CRL
	Section 5.7.4
	M
	

	SRM-OCSP-C-001-O
	OCSP Nonce transfer from SRM to Device
	Section 5.7.4.2
	O
	

	SRM-OCSP-C-002-O
	OCSP Response transfer from Device to SRM
	Section 5.7.4.3
	O
	

	SRM-OCSP-C-003-O
	OCSP Request generation
	Section 5.7.4.2
	O
	

	SRM-MOV-C-001-M
	Device to SRM Move
	Section 5.7.5
	M
	SRM-MOV-C-002-M

	SRM-MOV-C-002-M
	Exception Recovery for Device to SRM Move
	Section 5.7.5.1.3, 5.7.5.2.2, 5.7.5.3.3, 5.7.5.4.2
	M
	SRM-LOG-C-001-M AND SRM-UTIL-C-003-M

	SRM-MOV-C-003-M
	SRM to Device Move
	Section 5.7.6
	M
	SRM-MOV-C-004-M AND SRM-UTIL-C-005-M

	SRM-MOV-C-004-M
	Exception Recovery for SRM to Device Move
	Section 5.7.6.1.3, 5.7.6.2.2, 5.7.6.3.3
	M
	SRM-LOG-C-001–M AND SRM-UTIL-C-004-M AND SRM-UTIL-C-005-M

	SRM-MOV-C-005-M
	Rights derivation from RO Payload
	Section 5.1.1
	M
	

	SRM-MOV-C-006-M
	Move permission support
	Appendix F
	M
	

	SRM-LRC-C-001-M
	REK transfer from SRM to Device
	Section 5.7.7.2
	M
	SRM-LRC-C-002-M

	SRM-LRC-C-002-M
	Exception Recovery for REK Transfer to Device
	Section 5.7.7.2.3
	M
	SRM-LOG-C-001-M AND SRM-UTIL-C-004-M

	SRM-LRC-C-003-M
	State Information Update
	Section 5.7.7.3
	M
	SRM-LRC-C-004-M AND SRM-UTIL-C-004-M

	SRM-LRC-C-004-M
	Exception Recovery for State Information Update
	Section 5.7.7.3.3
	M
	SRM-LOG-C-001-M AND SRM-UTIL-C-004-M

	SRM-UTIL-C-001-M
	Handle List transfer from SRM to Device
	Section 5.7.8.1
	M
	

	SRM-UTIL-C-002-M
	Rights Information Transfer to Device
	Section 5.7.8.2
	M
	

	SRM-UTIL-C-003-M
	Handle Removal from SRM
	Section 5.7.8.3
	M
	

	SRM-UTIL-C-004-M
	Rights Enablement in SRM
	Section 5.7.8.4
	M
	

	SRM-UTIL-C-005-M
	Rights Removal from SRM
	Section 5.7.8.5
	M
	

	SRM-CERT-C-001-O
	RI Certificate Transfer from Device to SRM
	Section 5.7.8.6
	O
	

	SRM-CERT-C-002-O
	RI Certificate Transfer from SRM to Device
	Section 5.7.8.7
	O
	

	SRM-CERT-C-003-O
	RI Certificate Removal from SRM
	Section 5.7.8.8
	O
	

	SRM-CERT-C-004-M
	RI Certificate Chain processing and validation for Move
	Section 5.1.2
	M
	

	SRM-CERT-C-005-O
	RI Certificate Chain processing and validation for Local Rights Consumption
	Section 5.1.2
	O
	

	SRM-REV-C-001-O
	SRM removal detection
	Section 5.5.1
	O
	

	SRM-LOG-C-001-M
	Operation Log
	Section 5.5.2
	M
	


H.2 SCR for Server
The table below enumerates the client conformance requirements on Rights Issuers and SRM Agents.
SCR for RI
	Item
	Function
	Reference
	Status
	Requirement

	SRM-MOV-S-001-M
	Issuing Rights Object with Move permission
	Appendix F
	M
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


SCR for SRM Agent
	Item
	Function
	Reference
	Status
	Requirement

	SRM-CRT-S-001-M
	Hash Algorithms: SHA-1 and associated URI
	Section 5.2
	M
	

	SRM-CRT-S-002-M
	MAC Algorithms: HMAC-SHA1 and associated URI
	Section 5.2
	M
	

	SRM-CRT-S-003-M
	Symmetric Encryption Algorithms: AES-128-CBC and associated URI
	Section 5.2
	M
	

	SRM-CRT-S-004-M
	Asymmetric Encryption Algorithms: RSA-OAEP and associated URI
	Section 5.2
	M
	

	SRM-CRT-S-005-M
	Signature Algorithms: RSA-PSS and associated URI
	Section 5.2
	M
	

	SRM-HEL-S-001-M
	Device – SRM Hello
	Section 5.7.1
	M
	

	SRM-SAC-S-001-M
	Mutual Authentication and Key Exchange: MAKE
	Section 5.7.2
	M
	

	SRM-SAC-S-002-M
	Key Derivation Function
	Section 5.7.3.1
	M
	

	SRM-SAC-S-003-M
	MAC Key update
	Section 5.7.3.3
	M
	

	SRM-CRL-S-001-M
	CRL Number Exchange between Device and SRM
	Section 5.7.4.1
	M
	

	SRM-CRL-S-002-M
	CRL Store
	Section 5.7.4.4.
	M
	

	SRM-CRL-S-003-M
	CRL Query
	Section 5.7.4.5.
	M
	

	SRM-CRL-S-004-M
	Certificate revocation status checking using cached CRL
	Section 5.7.4
	M
	

	SRM-OCSP-S-001-O
	Nonce generation for a secure time stamp using OCSP Response
	Section 5.7.4.2
	O
	

	SRM-OCSP-S-002-O
	OCSP Response processing and validation
	Section 5.7.4.3
	O
	

	SRM-OCSP-S-003-O
	Device revocation status checking using OCSP Response
	Section 5.7.4.3
	O
	

	SRM-OCSP-S-004-O
	CRL issue data validation using OCSP Response
	Section 5.7.4.4
	O
	

	SRM-MOV-S-002-M
	Rights Installation Setup
	Section 5.7.5.1
	M
	

	SRM-MOV-S-003-M
	Rights Installation
	Section 5.7.5.3
	M
	

	SRM-MOV-S-004-M
	Rights Query
	Section 5.7.6.1
	M
	

	SRM-LRC-S-001-M
	REK Query
	Section 5.7.7.2
	M
	

	SRM-LRC-S-002-M
	State Information Update
	Section 5.7.7.3
	M
	SRM-UTIL-S-004-M

	SRM-UTIL-S-001-M
	Handle List Generation
	Section 5.7.8.1
	M
	

	SRM-UTIL-S-002-M
	Rights Information Query
	Section 5.7.8.2
	M
	

	SRM-UTIL-S-003-M
	Handle Removal
	Section 5.7.8.3
	M
	

	SRM-UTIL-S-004-M
	Rights Enablement
	Section 5.7.8.4
	M
	

	SRM-UTIL-S-005-M
	Rights Removal
	Section 5.7.8.5
	M
	

	SRM-CERT-S-001-O
	RI Certificate Store
	Section 5.7.8.6
	O
	

	SRM-CERT-S-002-O
	RI Certificate Query
	Section 5.7.8.7
	O
	

	SRM-CERT-S-003-O
	RI Certificate Removal
	Section 5.7.8.8
	O
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