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1 Reason for Change

Like previous secure removal media devices (e.g. Secure Digital memory cards (SD)) the content protection is invisible to the user providing an excellent consumer experience. 

This I believe is also our goal but I believe only the relevant trust authorities and there various members (manufacturers, service providers, content providers,,,) can decide the actual solution due the possible impacts to the system whether the revocation information is transported via media, OCSP response, new response or some other method. 

Revocation is a necessary process in security; however the implementation details surrounding SRM CRL update schedules and distribution as well as other requirements are dictated by the business concerns of the controlling authority that implements the DRM with SRM system. 

OMA DRM must provide controlling authorities the ability to determine what is and what is not a viable product as it they that must provide the money and risks associated to providing a new product that a consumer may or may not like. It is they that balance the concerns of content provider, service providers, product manufacturers,,,. 
I think defining certain fundamental methods is necessary for interoperability but determining what is fundamental is some times hard. 

Also traditionally specifications attempt to constrain implementation as little (to what is absolutely necessary, minimum,,,) as possible (debatable I know) so as to promote product differentiation and limit size of specification. 
. 
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 5.7.4 as follows:

5.7.4 Revocation Status Checking
The revocation status checking is a necessary procedure. Specification of single procedure is out of scope of this specification as there are several methods for transport but only the relevant trust authorities can decide and specify the actual procedure based upon the applicable business scenarios. However this sections specifies protocols that may be used by relevant authorities to implement revocation checking. 
· 
· 
· 
· 
· 





For the DRM Agent and SRM Agent to replace old CRL with new CRL, this document specifies protocols for the following purposes:

· CRL Information Exchange (Refer to section 5.7.4.1)

The DRM Agent and SRM Agent exchange CRL numbers in order to determine if CRL(s) in Device supersede CRL(s) in SRM or vice versa.

· OCSP Nonce (Refer to section 5.7.4.2)

The DRM Agent requests a nonce from the SRM Agent. The DRM Agent uses the nonce for the OCSP request so that the SRM Agent can be provided with the current DRM time and check the revocation status of the Device.
· OCSP Response Processing (Refer to section 5.7.4.3)

The DRM Agent to pass an OCSP response to the SRM Agent that includes the revocation status of the DRM Agent and the DRM time

· CRL Delivery from Device to SRM (Refer to section 5.7.4.4)

The DRM Agent sends its CRL(s) to the SRM Agent. The SRM Agent replaces the CRL(s) stored in the SRM itself with the received CRL(s).

· CRL Delivery from SRM to Device (Refer to section 5.7.4.5)

The DRM Agent retrieves CRL(s) in SRM, and replaces its stored CRL(s) with the retrieved CRL(s).

· 
· 
· 
· 

· 
· 
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