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 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
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 3: Clerical

	Source:
	Yunsang Oh, Samsung Electronics, yunsang.oh@samsung.com
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1 Reason for Change

To update Abbreviation table and Reference table
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  Reference Table Update in section 2
2. References

2.1 Normative References

	[AES]
	NIST FIPS 197: Advanced Encryption Standard (AES), November 2001, http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

	
	

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, http://www.openmobilealliance.org/

	[OMADRMv2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, http://www.openmobilealliance.org/

	[OMADRMv2.1]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_1, http://www.openmobilealliance.org/

	[PKCS-1]
	“PKCS #1 v2.1: RSA Cryptography Standard”, RSA Laboratories, June 2002, http://www.rsasecurity.com/rsalabs

	[HMAC]
	HMAC: Keyed-Hashing for Message Authentication. H. Krawczyk, M. Bellare, and R. Canetti. Informational, February 1997.  http://www.ietf.org/rfc/rfc2104.txt 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, http://www.ietf.org/rfc/rfc2234.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, R. Fielding, L. Masinter. August 1998. http://www.ietf.org/rfc/rfc2396.txt

	[RFC2630]
	“Cryptographic Message Syntax”, R. Housley, June 1999, http://www.ietf.org/rfc/rfc2630.txt

	[RFC3280]
	"Internet Public Key Infrastructure - Certificate and Certificate Revocation List (CRL) Profile", Housley, R., Polk, W., Ford, W. and D. Solo, April 2002. http://www.ietf.org/rfc/rfc3280.txt

	[SHA1]
	NIST FIPS 180-2: Secure Hash Standard, August 2002, http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf


2.2 Informative References

	[CertProf]
	“Certificate and CRL Profiles”, OMA-Security-CertProf-v1_1, Open Mobile Alliance, http://www.openmobilealliance.org

	[HTTP]
	RFC 2616. Hypertext Transfer Protocol – HTTP/1.1. J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P. Leach, T. Berners-Lee. June 1999. http://www.ietf.org/rfc/rfc2616.txt

	[ISO/IEC13818-1]
	ISO/IEC 13818-1, Information technology - Generic coding of moving pictures and associated audio information - Part 1: Systems, December 2000

	[SRM-AD]
	“OMA Secure Removable Media Architecture”, Open Mobile Alliance(, OMA-AD-SRM-V1_0, http://www.openmobilealliance.org/

	[SRM-RD]
	“OMA Secure Removable Media Requirements”, Open Mobile Alliance(, OMA-RD-SRM-V1_0, http://www.openmobilealliance.org/


Change 2:  Abbreviations Table Update in section 3.3
3.3 Abbreviations

	AES
	Advanced Encryption Standard

	CBC
	Cipher Block Chaining

	CEK
	Content Encryption Key

	CRL
	Certificate Revocation List

	DRM
	Digital Rights Management

	
	

	
	

	HMAC
	Keyed-Hash Message Authentication Code

	HTTP
	Hyper Text Transfer Protocol

	IV
	Initial Vector

	KDF
	Key Derivation Function

	LCID
	List of Content Identifier

	MAC
	Message Authentication Code

	
	

	MAKE
	Mutual Authentication and Key Exchange

	MK
	MAC Key

	OCSP
	Online Certificate Status Protocol

	OMA
	Open Mobile Alliance

	PKCS
	Public Key Cryptography Standards

	REK
	Rights Object Encryption Key

	RI
	Rights Issuer

	ROID
	Rights Object Identifier

	
	

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSA
	Rivest-Shamir-Adelman public key algorithm

	RSA-OAEP
	RSA encryption scheme - Optimal Asymmetric Encryption Padding

	RSA-PSS
	RSA Probabilistic Signature Scheme

	R-UIM
	Removable User Identity Module

	SAC
	Secure Authenticated Channel

	SD
	Secure Digital

	SHA1
	Secure Hash Algorithm

	SK
	Session Key

	S-MMC
	Secure MultiMediaCard

	SIM
	Subscriber Identity Module

	SRM
	Secure Removable Media

	USIM
	UMTS Subscriber Identity Module

	
	


Change 3:  Addition of References in section 5.2
5.2 Security Algorithms

For the MAKE process and Secure Authenticated Channel, the following cryptographic algorithms are used in this specification. The following algorithms and associated URIs MUST be supported by all DRM Agents and SRM Agents.
Hash algorithms:

SHA-1 [SHA1]: http://www.w3.org/2000/09/xmldsig#sha1
MAC algorithms:

HMAC-SHA-1 [HMAC]: http://www.w3.org/2000/09/xmldsig#hmac-sha1
Symmetric encryption algorithms:

AES-128-CBC [AES]: http://www.w3.org/2001/04/xmlenc#aes128-cbc
Asymmetric encryption algorithms:

RSA-OAEP (v2.1) [PKCS-1]: http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1
Signature algorithms:

RSA-PSS (v2.1) [PKCS-1]: http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1
Change 4:  Addition of Reference in Appendix A.1
A.1 Mnemonics (Data Types)
Section 2.2.6 of ISO/IEC 13818-1 [ISO/IEC13818-1] lists several data types supported by that standard. Most are not needed for SRM. The following table lists the mnemonics and data types that are needed for SRM.
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