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1 Reason for Change

The purpose of this CR is to resolve DRM 2.1 CONRR comment B079

	B079
	2007.02.21
	T
	17.3
	Source: Beep Science

Form: OMA-DRM-2007-0067

Comment: (Applies to DRM 2.0)

The last two paragraphs of section 17.3 defines some rules for exporting multi-asset ROs; and for exporting content in the presence of multiple rights objects. It has been discussed on the reflector in the past (see email from Robert Lukassen, Philips, 8 Jun 2006) that these definitions are very ambiguous due to ambiguous definition of the term “Rights Object”.

The REL specification (5.4.1) indicates that an <export> permission is applied to only assets that are explicitly linked to the <export> permission. The text in the DRM specification does not agree with that statement.

Proposed Change:

See OMA-DRM-2007-0068-CR_Clarifying_Export
	Status: OPEN

OMA-DRM-2007-0068, OMA-DRM-2007-0073


There has been considerable discussion within the DRM WG that the Export function in OMA DRM should apply to entire <rights> objects. Export should NOT follow the concepts defined within the REL agreement and permission.  
An <export> permission specified in a <rights> object applies to all <assets> and all <permissions> within that Rights Object irrespective of normal REL association between permissions and assets. 

I also added meter export clarification. 

       In an attempt to close this issue. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DRM SWG to review and agree this document.

6 Detailed Change Proposal

Change 1:  Section 5.3.3 – Element <uid>

5.4.6 Element <uid>

	Element
	<!ELEMENT o-dd:uid (#PCDATA)>

	Semantics
	If its parent <context> element is included in the <rights> element, the <uid> element constitutes the Rights Object’s identifier. The value MUST match the “id” attribute of the <ro> element of type ROPayload (see [DRM-v2], section 5.3.10).

If its parent <context> element is included in the <asset> element, the <uid> element specifies a DCF ContentID (see [DRMCF-v2]), a DCF GroupID (see [DRMCF-v2]), or a “virtual” UID for a parent Rights Object  (see section Error! Reference source not found.). The format of the <uid> MUST conform to Error! Reference source not found.. If the <uid> is a DCF ContentID the value MUST be according to the “cid:” Uniform Resource Locator (URL) scheme (defined in [RFC2392]). If the <uid> is a DCF GroupID the value MUST use the URL format of [RFC2392] except the scheme name must be “gid:”. If the <uid> element identifies a parent Rights Object  the value MUST use the URL format of [RFC2392] except the scheme name must be “pid:”. In the case of Parent ROs the <uid> SHOULD NOT contain the content identifier of an actual DCF, but contain a “virtual” UID denoting, for example, a subscription.

If its parent <context> element is included in the <individual> element, the <uid> element(s) specifies the individual to which the content is constrained. A <uid> element can contain an IMSI related to the end user’s subscription or a WIM identifier, thus effectively binding the consumption of content to the individual.

In the case of IMSI binding, the format of its value MUST be “IMSI:x” (without the quotes) where x is replaced by the IMSI to which content is bound. If content is bound to multiple IMSI values, then multiple <uid> elements MUST be used.

In the case of WIM binding, the format of its value MUST be “WIM:x” (without the quotes) where x is replaced by the PKC_Id of the WIM to which content is bound.

If its parent <context> element is included in the <system> element, the <uid> element specifies the target system to which the logically integral unit of DRM Content and the Rights Object(s) are allowed to be exported / transiently rendered to. Its value MUST be the name of the target system(s) as defined by OMNA.
If the <export> permission is granted to more than one target system, then these are enumerated by using multiple <uid> elements. In this case, the <count> constraint applies to the combined export transactions of all target systems.

The only instances when a <context> element MAY contain more than one <uid> element is when the <context> element is contained in an <individual> element.
If its parent <context> element is included in the <inherit> element, the <uid> element specifies the UID of the <asset> element in the parent Rights Object from where to inherit Permissions and Constraints (see section Error! Reference source not found.).


Change 2:  Section 5.4.1 Element <permission>
Element <permission>

	Element
	<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?)>

	Semantics
	The <permission> element contains an optional onExpiredURL attribute, an optional <constraint> element, zero or more <asset> elements and a set of optional permissions specifying the rights over a piece of Content, such as <play>, <display>, <execute>, <print>, and <export> permission elements.

The <constraint> element is the top-level constraint. As a sibling element to other permission elements such as <play>, <display> it applies to all sibling permission elements inside the same <permission> element. The DRM Agent MUST honor the top level constraint in addition to honoring possible constraints specified as a child element to a permission element, e.g., <play>, when granting access to content according to such a permission. 
.

Note that the DRM Agent MUST respect both, constraints specified as child elements to a permission element and those specified as top-level constraints in the same Rights Object. I.e., the stricter of two constraints of the same type prevails for a given permission element. Of course, Rights Objects with contradictory constraints should not be issued in the first place.

When there is a top-level constraint that is otherwise not allowed as a child constraint to a permission, e.g., <count> and <export mode=”move”>, the child constraint takes precedence over the top-level constraint as applied to this permission. For example, in the move scenario, Content and Rights Object would be moved, and the <count> constraint would accordingly be removed, too.
The <asset> elements specified within the <permission> element enable expression linking allowing its sibling permission elements (e.g. <play>, <display>) in the same <permission> element to apply to DRM Content referenced by <asset> elements contained in an <agreement> element (i.e., outside a <permission> element). The link is established through the use of the “id” and “idref” attributes specified in sections 5.2.2.1 and 5.2.2.2.

A DRM Agent MUST grant access to DRM Content referenced by an <asset> element in the agreement model according to permissions specified inside a <permission> element that is as sibling elements to an <asset> element in the permission model, where the <asset> element referencing the DRM Content and the <asset> element inside the <permission> element are linked by matching “id” and “idref” attributes.

If no <asset> element is present in a <permission> element, then the permission applies to all <asset> sibling elements in the same Rights Object.

The <export> permission is associated with all <asset> elements within the same Rights Object. This implies that there SHOULD only be one <export> element within the Rights Object. Therefore the <permission> element containing an <export> element MUST NOT contain an <asset> element. 


Change 3:  Section 5.4.6 Export Permission
5.4.4 Element <export>

	Element
	<!ELEMENT oma-dd:export (o-ex:constraint)>

	Semantics
	The <export> element grants export rights over DRM Content and corresponding Rights Objects. The <export> element has the semantics of exporting the DRM Content and corresponding Rights Objects to a target system other than the OMA DRM system.  It contains a mandatory <constraint> element. 


The <export> element contains a mandatory <constraint> element, which then contains a mandatory <system> element specifying to which target system(s) the DRM Content and Rights Objects are allowed to be exported. The DRM Agent MUST grant export rights according to the <constraint> child element and the top-level <constraint> element if any.


The semantics of the <export> element are defined as an operation in which the complete Rights Object and DRM Content are exported, either together or separately, to create a logically integral unit. During an Export operation all <permission> elements and <asset> elements within the exported enabled Rights Objects are transcribed to the target DRM system per the mapping established by the appropriate governing bodies that are allowing the export.
If any <asset> element within an <export> enabled Rights Object refer to a DCF Group ID then the export permission applies to all Content Objects in that Group. 

If the <export> element is contained within a Parent RO then all related Child ROs inherit the export permission, allowing all DRM Content referenced by the Child ROs to be exported.  



5.4.4.1 Attribute “mode”

	Attribute
	<!ATTLIST oma-dd:export oma-dd:mode (move | copy) #REQUIRED>

	Semantics
	move:

When the mode attribute is equal to “move”, the <constraint> element within the <export> element MAY have the <datetime> element, MUST NOT have the <interval> element, MUST NOT have the <count> element, MUST NOT have the <accumulated> element, and MUST NOT have <individual> element.
When exporting the Rights Object and the mode attribute is equal to “move”, the DRM agent MUST export the original Rights Object excluding <export> element with state information if it is a stateful Rights Object, and MUST make the original Rights Object including the <export> permission permanently unusable on the original Device, after exporting is conducted.
copy:

When the mode attribute is equal to “copy”, the <constraint> element within the <export> element MAY have the <count> element, MAY have the <datetime> element, MAY have the <interval> element, MUST NOT have the <accumulated> element, and MUST NOT have <individual> element.
Note that if the <count> element is not specified for an <export> permission whose mode attribute is set to “copy”, the corresponding Rights Object would grant unlimited export to other DRM systems without removing the original Rights Object from the exporting Device. If the original Rights Object is a stateful RO, this will result in consuming the content without limit.To avoid the risk, the <constraint> element within the <export> element in a stateful RO should have the <count> element, or the <datetime> element, or the <interval> element.
When the mode attribute is equal to “copy”, the DRM agent MUST export the original Rights Object excluding <export> element without state information if it is a stateful Rights Object, and MUST leave the original Rights Object including the <export> permission unchanged on the original Device, after exporting is conducted. The state of the <export> permission’s constraints MUST be updated on the Device from which it is exported.

Note that state information refers to the state maintained by the Device when consuming rights and not to the value originally defined in the Rights Object.


5.4.6.1 Attribute “transcribe”

	Attribute
	<!ATTLIST oma-dd:export oma-dd:transcribe CDATA  #IMPLIED>

	Semantics
	The transcribe attribute contains a boolean value. If true, it means that the DRM Agent MUST transcribe the <export> permission and its constraint (together with the other permissions/constraints other than <export> permission) into target DRM system. If false, or not specified, it means that the DRM Agent MUST NOT transcribe the <export> permission itself into the target DRM system(s). 
It is RECOMMENDED that Rights Issuers do not include a <count> constraint in an <export> permission if the transcribe attribute is true.


Change 4:  5.6.2 Element <count>

	Element
	<!ELEMENT o-dd:count (#PCDATA)>

	Semantics
	The <count> element specifies the number of times a permission may be granted over an asset. It contains a positive integer value. If its parent <constraint> element is included in the <export> element, the <count> element specifies the number of times an <export> permission may be granted over the DRM Content and the Rights Object itself.

The DRM Agent MUST NOT grant the corresponding permission to the DRM Content more often than specified by the contained value. Similarly, the DRM Agent MUST NOT grant the corresponding permission to the DRM Content if the contained value is non-positive.

When used to constrain the <play> permission, the count MUST be decremented immediately upon play.

When used to constrain the <display> permission, the count MUST be decremented immediately upon display.

When used to constrain the <print> permission, the count MUST be decremented immediately upon commencement of printing.

When used to constrain the <execute> permission, the count MUST be decremented upon commencement of execution.

When used to constrain the <export> permission, the count MUST be decremented upon commencement of an export process. If an <export> permission is granted to more than one target system (multiple <context> elements within the system constraint) then any <count> constraint applies to the combined export transactions of all target systems.
Note that when using a stateful constraint such as <count> in a Rights Object that is bound to a domain of Devices, every Device in the domain will be able to access Content according to the containing Permission as often as specified by the value of the <count> element. Note that this might be considered particularly severe in the case that export rights with the copy mode are granted through a Rights Object bound to a domain.


Change 5:  5.6.8 Element <system>

	Element
	<!ELEMENT oma-dd:system (o-ex:context+)>

	Semantics
	The <system> element MUST only occur as a constraint to an <export>, <play>, or <display> permission.

In the case of <export>, the <system> constraint specifies the target system(s) to which DRM Content and Rights Object(s) can be copied or moved. 

In the case of <play> and <display>, the <system> constraint specifies the target system(s) to which DRM Content may be transiently rendered.

The target system(s) are described in the mandatory <context> element(s). If multiple context elements occur these shall be treated exclusively, thereby allowing export/consumption on any of those systems.


Change 6:  5.10 Order of Rights Object Evaluation
In order to achieve a uniform user experience across different implementations, the DRM Agent MUST apply the following rules when automatically selecting which rights to apply when accessing content, in case there are multiple rights for this content.  This also applies to automatically selecting between multiple applicable Parent Rights Objects if the content is accessed via a Child Rights Object. In this section, the term ‘rights’ is to be understood to refer to a combination of an <asset> element and an associated <permission> element.

1. Only rights valid at the time of requesting content access can be considered, for example, those with a <datetime> constraint whose <begin> date still lies in the future cannot be considered.

2. Any rights with no constraints should be used first.

3. Any rights containing a <datetime> constraint (and potentially other constraints) should be used to grant access to content before using rights that do not contain a <datetime> constraint.

4. If multiple rights exist that contain <datetime> constraints (and potentially other constraints), then these should be used in the order of ascending <end> dates first, i.e., those that expire first should be utilized first.

5. If multiple rights exist that do not contain a <datetime> constraint (and potentially other constraints), then those containing an <interval> constraint should be used to grant access to content before using Rights Objects that do not contain an <interval> constraint.

6. Any rights containing a <timed-count> should be used before rights containing <count>.

7. There is no priority between <accumulated> and <count>. It is up to the agent to consume one prior to the other according to its internal consumption rules.

If the DRM Agent needs to automatically select between two <export> permissions which are equivalent according to the above semantics, then the DRM Agent MUST select <export> permissions with mode of “copy”, before <export> permissions with mode of “move”.

Note that the user MAY be allowed to select rights to apply manually when accessing DRM Content, thus overwriting the DRM Agent's choice.
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