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1 Reason for Contribution

The purpose of this contribution is to provide comments on the OMTP document “Requirements for OMA DRM V2 Enabled Terminals” V1.3 (16 May 2007). These comments may be considered by the DRM WG for inclusion in a joint-feedback towards OMTP on how to improve these requirements in future.

In general, let me state that Beep Science and Qualcomm consider these requirements from OMTP as a very welcome initiative as they provide guidelines for issues that are outside the scope of the OMA DRM specifications. The overall complexity of OMA DRM 2.0 creates a great deal of fragmentation in the market with respect to implementation methods, and these kind of requirements take a good step towards setting the guidelines on how OMA DRM 2.0 should really be implemented in a terminal.

2 Summary of Contribution

The contribution is a list of comments against the above referenced document.

3 Detailed Proposal

	Req ID. / paragraph
	Requirement / Paragraph
	Comment

	Section 1.1, 4th & 5th paragraph
	As such, this document will be prepared with the intent of providing a set of agreed Terminal requirements that will help operators and Terminal manufacturers deploying OMA DRM v2 [1] to achieve consistent and User friendly implementations to support DRM-based content download service which includes peer-to-sharing across Terminals.

The document will cover key areas of functionality expected by OMTP members and the specific requirements needed in Terminals to deliver services based on OMA DRM v2 [1].
	This paragraph implies that the Guidelines have not been written: "this document will be prepared with the intent..." instead of "this document has been prepared with the intent..." or "The document will cover key areas..." instead of "This document covers key areas..."

	Section 2.1.5.1
	Where a User has protected content which he wishes to share with friends, he may forward this via Bluetooth®, IrDA®, messaging or other means, if associated permissions allow forwarding. The recipient will receive the protected content, unless he is missing the rights to render it. When attempting to unlock the content, a browser session will be initiated (after User approval) and the User will be directed to the Rights Issuer Portal from which he can obtain the rights. As soon as these have been delivered successfully, content can be rendered as long as valid rights are in place
	In OMA DRM there are no “permissions” which enable forwarding. By default all OMA DRM 2.0 content may be forwarded, unless it is delivered to the device in OMA DRM 1.0 “DRM Message”. In which case the content should never be forwarded from the device

	Section 2.2.1
	CONTENT STORAGE AND BACK UP

The User shall be able to store and back-up Protected Content – either downloaded or received from another party – on the Terminal or on external memory in the same way as with unprotected content and in line with associated permissions.
	OMA DRM places no restriction on the backup of Content but does place restrictions on the backup of stateful Rights Objects, e.g. a User must not be allowed to buy 10 play counts of a song, back up the original Rights Object, use up the 10 play counts and then restore the original Rights Object and getting 10 more play counts.

	Section 2.3.1
	PROVISIONING OF RIGHTS OBJECT IN THE SIM/USIM CARD

The User can subscribe to a network operator service allowing her to store the Rights Objects for Protected Content within her DRM-enabled

SIM/USIM Card. When acquiring a new mobile Terminal, the User wants to have her existing Rights Objects transferred to the new Terminal along with her account details. After plugging her DRM enabled SIM/USIM into the new Terminal (and in any other Terminal), she is immediately able to consume the protected content for which

she acquired the Rights Objects already.
	To be clear we recommend to refer to:

a) SRM-enabled SIM/USIM

b) SRM enabled Terminal

If the terminal does not support SRM then it will not be possible for the terminal to use any Rights Object stored on the SIM/USIM.

	DRM-0040.3
	Element: Individual as defined in OMA-DRMREL-

V2.0 for binding Rights Objects to the

UICC.
	a) It should be specified that the Individual constraint is bound to the IMSI. 

b) Or does OMTP require terminals to support WIM?

c) What about CDMA devices?

	DRM-0060.1
	OMA Download v1.0 (using CD as specified in OMA DRM v2, section G3.2. [1])
	Please also reference OMA DRM v2 section 11.3.1.3. As this section provides the semantic description of this download method.



	DRM-0110
	The Terminal SHALL clearly indicate to the User during the download process where the DCF can be accessed later on.

For example, the file location (whether on the Terminal or external memory and also the respective folder) could be indicated as part of the progress bar or at the end of the download process. This information SHOULD be such that it is understandable to the User and in line with general related UI used by the Terminal.
	This requirement is not specific to DRM. It is a general comment towards content download user experience. Suggest to clarify that the user experience should be the same for all audio/video/image downloads regardless of whether the content is DRM protected or not.

	DRM-0150
	When the Terminal initiates a ROAP exchange in order to unlock a DCF (by using silent URL,RI URL from DCF or RI URL from RO):

   • if there is no “nextURL” element in the DD delivering the ROAP Trigger and there are no other ongoing downloads, the Terminal SHALL automatically close the browser application (if launched) after this ROAP exchange has been completed.

   • If there is a “nextURL” element in this DD, then the Terminal SHALL navigate to this nextURL.

Whilst unlocking the DCF, the Terminal SHALL present the User with appropriate information. For a recommended prompt, see section 3.1.12, requirement DRM-0730.
	The term “unlock a DCF” is not defined yet in the document. It becomes clear later what unlocking a DCF means (i.e. obtaining rights); perhaps it would be appropriate to add a definition describing this term.

	DRM-0170
	The Terminal SHALL be able to handle DCFs in

parallel to support at least the following cases :

• the User plays a protected audio file in the background whilst viewing a protected image in the foreground

• the player renders a protected audio file whilst already decrypting the next file in the playlist.
	This requirement allows an attacker to easier get the unprotected content. In my opinion, a better requirement would be for the Terminal to be able to decrypt the Content fast enough to render it.
OR

“the player renders a playlist of protected audio files with no noticeable delay between playback of successive files”

	DRM-0190.2
	For media objects with corresponding <interval> constraints, if these are to be installed for automated use (e.g. as a ring tone or screensaver) the start of the interval period SHALL be established at the first usage of the Rights Object, i.e. at the first rendering (either user-initiated or automated), not at reception of the DCF nor at installation for automated use.

For media objects with corresponding <interval> constraints, if these are to be installed for

automated use and rights have expired or not started, the handset SHALL NOT to try get rights and SHALL automatically replace this media with the default content.
	The English in the second paragraph is not clear. What does it mean?

	DRM-200.1
	If there are no remaining rights, the Terminal SHALL provide a notification to the User at an

attempt to render the DCF and with the option to

navigate to the Rights Issuer URL (except if this

URL is on the RI Whitelist).
	As per DRM v2 section 5.1.8 user consent Is always required before navigating to the Rights Issuer URL. The RI Whitelist does NOT avoid this user consent. It is very negative user experience if a user selects to play a song, and suddenly the browser is launched. There should always be user consent before this operation.

	DRM-0210.1
	When a Rendering Software executes a playlist,

and this playlist includes a DCF for which there

exists no valid Rights Object but where this DCF

contains a Silent URL, the Terminal SHALL skip

this DCF and in parallel trigger the Silent URL in

the background with no further User interaction.

The Terminal MAY check the next track's silent

URL ahead of time to acquireRight Objects

before rendering said track commences.

If the request to the Silent URL fails, the

Terminal SHALL NOT notify the User. See also

requirements DRM-0430 and DRM-0440.
	What about Preview URL? 

	DRM-0220
	The User SHALL be able to enquire on the

status of the rights e.g. by pressing a ‘Property’

option menu for the content item. This status

enquiry SHALL NOT modify the rights' state for

Stateful Rights.
	Suggest to specify how the constraint information should be expressed on the device. 

a) In the case of timed-count how to express the timer value. 

b) In the case of count is the “original” count shown

c) How to combine constraints. Some devices show constraints independently, others combine them into a single “rights status string”. What is preferred.

	DRM-0270
	In case of an invalid DCF (e.g. corrupt file,

wrong syntax), the Terminal SHALL provide a

user notification, informing the User and

providing the option to delete the DCF. The

default SHOULD be to not delete the content.

For a recommended prompt, see section 3.1.12,

requirement DRM-0710.
	a) Invalid DCF examples should include invalid DCF Hash.

b) As a suggested resolution the terminal should offer to download a new content from the DCF ContentURL. See DRM DCF V2.0 section 5.2.2.3.

	DRM-0280
	When the User tries to render the content, but

rights have expired or are missing or not

contained in the DCF File, and the SilentURL

and Rights Issuer URL contained in the DCF are

missing or invalid, the Terminal SHALL prompt

the User with an appropriate error message,

recommending to delete the file.

For a recommended prompt, see section 3.1.12,

requirement DRM-0720.
	a) Also include Preview URL please.

b) What does it mean “invalid”? 

c) In the case of Preview URL and SilentURL these can be invalidated through a HTTP404 response code, or a RightsObjectExpired ROAP status code. There are no methods to determine that a RightsIssuerURL is “invalid”.

	DRM-0300
	The Rights Object (unless it is a parent Rights

Object or where the Rights Object contains a

Stateful constraint) SHALL automatically be

inserted in the DCF when the DCF is stored on

removable memory.
	a) This requirement is difficult to achieve on devices supporting USB Mass Storage. During mass storage operation most devices do not have control over content on the file system. A better requirement would be: “The Rights Object (unless …) SHALL automatically be inserted in the DCF when the DCF or Rights Object is received.”
b) Just to be clear, if the DCF contains the corresponding Rights Object on removable memory, that DCF can only be rendered on the Device (Terminal) that put it on the removable memory. A different Device (Terminal) that receives the removable memory may request a new Rights Object for itself (ala super-distribution).

	DRM-0320
	Rights Objects and Rights Objects repository

SHALL not be visible to the User via the file

system of the Terminal.
	Suggest that a terminal SHOULD have a “License Management” application which allows users to view all installed Rights Objects, and then select to delete them. Such an applications might be useful also in customer support scenarios. 

	DRM-370.2
	OMA Download v1.0 [5]

In this case, a “progressiveDownloadFlag”

(defined like the flag introduced in OMA

Download v2.0) will be added in the descriptor

when the Service Provider allows rendering

during download.

If a progressive download is not possible, but

the Download Descriptor contains a

progressiveDownloadFlag element with the

value “true”, then the Terminal SHALL download

the DCF file in the same way as a normal

download. There SHALL be no error message

for this case to the User.
	This is nice, to initiate automated progressive playback during download; but should a terminal also: “If a DCF is downloaded via either HTTP or OMA OTA Download 1.0, and the terminal already has rights for that content, offer the user an option to initiate playback of the DCF progressively during the download”

	DRM-0380.1
	When a User cancels rendering during download, the Terminal SHALL continue the downloading of the DCF in the background.
	If a User cancels the rendering during download, is "one usage right” consumed per DRM-360.1?

	DRM-0450
	The Terminal SHALL support metering as

defined in OMA DRM v2.1 [2]
	If OMA DRM V2.1 metering is required, then all references to OMA DRM V2.0 should be changed to OMA DRM V2.1 as V2.1 is a super set of V2.0.

	DRM-0480.3
	Via USB or serial port
	Isn’t a USB or serial port a “local connection” (DRM-0480.2)?

	DRM-0580
	In order to join a Domain, the Terminal SHALL have a valid RI Context established with the RI

administering the Domain. For the Terminal to become a member of the Domain and install Domain Rights Objects, it MUST then establish

a Domain Context. A Domain Context includes the Domain Key(s), Domain Identifier(s), and a Domain Expiry Time.
	This requirement seems to duplicate requirements of OMA DRM V2.1 (V2.0). Why is it needed?

	DRM-0630.1
	In case where several Rights Objects have been

inserted in a DCF, then the last inserted (i.e. the

latest RO received) in the DCF SHALL become

the first one in the list of Rights Objects to be

used.
	Please clarify this requirement. Is it intended to supplement/replace the Rights Object order of evaluation algorithm specified in the OMA DRM 2.0 REL?

	DRM-630.1
	If the Terminal discovers that all inserted Rights

Objects fail, the Terminal SHALL use the RI

URL of the first Rights Object in the list to

connect to that RI5.
	Does this mean to use the roPayload:riURL even if the DRM Agent is a member of the related domain; but for some reason the RO is invalid? This is incorrect. The roPayload:riURL should only be used to join the domain as specified in DRM-0640. If the device is in the domain and the RO is invalid the RO should be deleted, and the default methods of content activation (e.g. silent, preview, rights issuer URLs) should be used.

	DRM-0640
	When a Terminal receives content bound to a

Domain, which the Terminal does not belong to,

it SHALL conform as defined in section 8.6.2.1

of OMA DRM v2 [1].

In this case, the terminal SHALL send an HTTP

GET to the URL specified in the RI URL attribute

of the roap:ROPayload.
	OK, but what if the DCF has been distributed to a device belonging to a friend. Shouldn’t the user have the option of “Joining a device network, or unlocking the content?”. Once user friendly way to implement this is when the user first selects to unlock the content to re-direct to the ROPayload:riURL; but then the second time to redirect to the DCF Rights Issuer URL.

	DRM-0660 and sub-requirements
	Where operators have selected CMLA as the trust model, the following SHALL apply.
	These seem redundant (and obvious). Why

are they needed? E.g. If an operator has chosen CMLA, why would it allow

Terminals that do not meet the CMLA requirements?

	Section 3.1.12
	Prompting Recommendations
	The messages/strings specified in section 3.1.12, but it far from an exhaustive list. Please also specify other messages. Such as:

a) Rights Issuer registration (including the riURL and riAlias as specified in DRM v2).

b) Failure Messages, including the usage of Error Message and Error Redirect URL.

	DRM-0700
	Relevant Requirement: DRM-0200.1

“<FILE ABC> is locked. Do you want to unlock

it? YES / NO”.

The default SHOULD be “YES”. In the case of

"YES", the DRM agent SHALL launch the

browser.
	a) Is the same message in the case of super distribution, and rights renewal? For example in the case of rights renewal you might expect a message like: “The license for <FILE ABC> is expired. Do you want to unlock it?”

b) What about the case when the rights expire during rendering. What message shall be displayed?

c) What if there is a license, but the license is not valid yet (e.g. it has a dateTime start in the future). Should the message include warning of that? E.g. “<FILE ABC> is locked until <date>”.

	Section 6
	DEFINITION of TERMS
	Whitelist term - Contains a typo "Ris".
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