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1 Reason for Change

The CR introduces the notions of a “User Domain Device” and a “Guest Device”.  A Device associated with a DEA is designated as a “User Domain Device” or a “Guest Device” according to some policy created by a DA.  The designation of a “User Domain Device” or a “Guest Device” implies certain restrictions on what operations the Devices are permitted to perform.  In particular, Guest Devices are not permitted to perform outbound Move operations (i.e., as a Source Device) on Imported-Rights-Objects digitally signed by an LRM corresponding to a DEA with which they are currently registered as Guest Devices.  Because Guest Devices are not permitted to perform outbound Move operations, flow to compliant Devices is effectively restricted.
The CR also introduces the notion of a “pairing” between two Devices.  By using pairing, two Devices registered with a DEA can communicate securely without other Devices registered with that DEA being able to read the communication.

The CR also uses these notions to specify the means by which a DEA corresponding to an LRM manages Move of Imported-Rights-Objects that the LRM creates.  This addresses use cases where Imported-Rights-Objects created by an LRM are to be Moved among Devices registered with a DEA corresponding to the LRM as User Domain Devices or Guest Devices.
Note that R01 makes changes to terminology in order to have the text read in accordance with agreed CR0401. In particular, since CR0401 indicates that “…, there MAY exist multiple DA/DEA entities, where either the DA or DEA functionality in a given DA/DEA MAY be suppressed,” mention is made below relative to DA-signed data and a DEA’s involvement in registering and pairing DRM Agents. Also, per CR0401, “…the same certificate MAY be used to fulfil more than one role,” as we discuss LRM, DEA and other roles below.  
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated
3 Impact on Other Specifications

No impact on other specifications is anticipated
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft
6 Detailed Change Proposal

Change 1:  Section 6.3.1 (Overview of SCE-6-LRMP)
6.3.1.1 Device Registration and Rights Object Import
A Device MAY register with a DEA as either a User Domain Device or as a Guest Device.  An LRM SHALL be required to limit Import of its Rights Objects to Devices that a DEA corresponding to that LRM has registered as User Domain Devices.  This correspondence between a DEA and an LRM MAY be reflexive in that DEA and LRM functionality may be conducted relative to the same certified key pair.   Details of the case of an LRM that is distinct from a DEA are TBD. If DA-signed data is Device-specific (i.e., is not Device-null as described in Section 6.3.1
), a DRM Agent SHALL reject Import if not presented with a currently valid DA-signed data association of the Device to the DEA corresponding to that LRM (where such DA-signed data is presented either as part of the Import or previous to the Import but still valid).  The means of determination by the DRM Agent as to current validity is dependent on whether or not the Device supports DRM Time and is TBD. A Device associated with a DEA SHALL be designated as a “User Domain Device” (i.e., User Domain member DRM Agent) or a “Guest Device” (i.e., guest DRM Agent) according to some policy created by a DA.  An OCSP response relative to the DA MAY be cached by the DEA  or LRM for distribution to Devices that support DRM Time.  Devices SHALL be configured to require verification of DA-signed data as a condition of completing registration as User Domain Devices, and therefore SHALL NOT perform as User Domain Devices relative to inbound Moves (i.e., as Recipient Device) or outbound Moves (i.e., as Source Device) unless such verification is successful.  

A DEA MAY be required according to some policy created by a DA to limit the number of User Domain Device registrations that the DEA issues within a given time period, in which case any subsequent registrations issued during that time period SHALL be for Guest Device registrations only.  A DEA MAY be required to limit the number of Guest Device registrations that it issues within a given time period. Such requirements MAY be hard-coded within the DEA. Alternatively, such requirements MAY be conveyed to the DEA from the DA as part of some policy.

A Device’s registration status as User Domain Device or as Guest Device relative to a particular DEA MAY change over time.  Conditions for such status changes MAY be conveyed to the DEA from the DA as part of some policy.  An LRM May be required to limit the number of times it performs an Import operation on given Import-Ready Data, i.e., the collective number of “copies” of the Rights that it distributes.
Change 2:  Section 5.3.4 (DEA Management for Device Pairings)
Devices registered with a DEA are “paired” with each other by gaining access to a secret shared only between those two Devices and the DEA.  This shared secret MAY be acquired from the DEA directly or from a Device that acquires it from the DEA and MAY be used to establish a fresh confidentiality- and data integrity- enabled Secure Authenticated Channel capability each time the shared secret is used between the two Devices
.   Specifics are TBD.  Pairings SHALL be generated such that a Device can distinguish whether it has been registered with the DEA as a User Domain Device or as a Guest Device.  A Device paired with another Device SHALL be able to distinguish whether the other Device has been registered with the DEA as a User Domain Device or as a Guest Device.
Change 3:  Section 5.3.1 (Import for Devices)
5.3.1.1 Move Operations
Devices MUST be currently paired with each other (as specified in Section 5.3.4
) in order to successfully complete a Move operation relative to Imported-Rights-Objects created by an LRM.  Guest Devices SHALL NOT perform outbound Move operations on Imported-Rights-Objects digitally signed by an LRM corresponding to a DEA with which they are currently registered as Guest Devices.  Because Guest Devices are NOT permitted to perform outbound Move operations of such Rights, flow to compliant Devices is effectively restricted.   User Domain Devices and Guest Devices SHALL accept inbound Moves of LRM-created Imported-Rights-Objects only from User Domain Devices.  Both the Source Device and Recipient Device SHALL Move only those Imported-Rights-Objects that include a Move Permission.  Imported-Rights-Objects MUST be verified as having been created by an LRM corresponding to a DEA with which the Devices are currently registered.  Furthermore, a Rights Object MAY be transferred to a Guest Device accompanied by less information over the Secure Authenticated Channel than if the Rights Object is transferred to a User Domain Device.  This can preclude a Device from successfully Moving the Rights Object to a compliant User Domain Device even if the Device is a User Domain Device at the time at which it acts as Source Device.  Therefore, Rights Objects received by compliant Guest Devices via a Move operation MAY be relatively limited in their usage in that Permissions MAY be further constrained, e.g., usage MAY be “temporary,” where “temporary” is defined within the LRM-signed portion of the Imported-Rights-Object.

Partial Rights Moves SHALL be permitted, i.e., if an Imported-Rights-Object corresponds to Stateful Rights, the Source Device MAY retain part of the remaining Rights Object usage.













� Note that there is no reduction in security if the DEA has the cryptographic capability to read the communications between the two Devices, since such communication involves Rights Objects for which an LRM corresponding to that DEA has handled the Import.  Note, furthermore, that other Devices will not be able to read such communications.
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