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1 Reason for Change

This CR introduces a RI-signed Device and Domain binding to fix one security hole in DRM v2.1.
The security hole consists in changing the Device ID or Domain ID of a Rights Object using a hacked Device, so that this RO is bound to another Device or Domain ID. To achieve this, the user has to hack the device and acquire the MAC key that assures the RO integrity. A similar attack is achieved by transforming a Domain RO to a Device RO and binding it to a new Device. These attacks are possible because both the Device/Domain ID and the domainRO flag are not protected by an RI signature. This CR fixes this by introducing an RI-signed Device/Domain binding.
Moreover, this Device/Domain binding considers the privacy issues related to the Device/Domain identity. This is done by including a hash of the Device/Domain ID instead of the Device/Domain identity itself. This hash is salted with the ROID, so that the hash is different for every RO.
This CR foresees the use of DRM v2.1 for future specifications, such as the SCE enabler.
Background information and discussions related to this CR:

In 289R02 some additions to OMA DRM 2.1 were proposed for the following reason:

“

Using an unknown-hacked device, a pirate IS able to use ROAP to receive deviceRO's for Content from an RI. Lets assume the RI choose to sign the ROAP message and the <rights> element in the roPayload.  Because the pirate has a hacked device, he CAN now modify the deviceRO into a modified-deviceRO for some other Device and securely redistribute the Content as allowed by OMA DRM 10.3.1.3. The mac over the ProtectedRO is insufficient to prevent this, because the hacked device has access to the mac-key and can re-mac his modified-deviceRO. The pirate cannot use ROAP to distribute the modified-deviceRO to his "customers" because he does not have an RI certificate; but he MAY be able to distribute it out-of-band as allowed by OMA DRM 10.3.1.3. - if the out-of-band mechanism does not provide any additional security to prevent this. 

The current text in OMA DRM 10.3.1.3. implies that no additional security for the out-of-band protocol is needed - this is incorrect. Additional security is required. OMA could provide new mechanisms for this in future versions. For 2.1 we propose to make recommendations to mitigate this threat using current mechanisms. 

“

During email discussions since then, some not-so-perfect aspects of the proposed “solution” were pointed out:

Quoted from an email by Mercè:

“

1. Inconsistency between 289R02 and backup

As you state in your email, REQ-MARKT-21 does not reflect that the restoral from ROs is mandatory, as it only refers to DRM content. But have a look at the following requirements: REQ-BCKUP-1
It SHALL be possible for the Device to Backup and Restore DRM Content.
DRM 1.0

REQ-BCKUP-2
It SHALL be possible for the Device to Backup stateless Rights Objects.
DRM 2.0

REQ-BCKUP-3
It SHALL only be possible to Restore Backed up stateless Rights Objects to the Device for which the Rights Object were originally issued.
DRM 2.0

If we forbid the <signature> element in Device ROs, it will not be possible to backup these ROs and restore them again. In the requirements document, it is at least required that is shall be possible to restore backed up stateless ROs to the original Device. That is why it is preferable to adopt a different solution that does not conflict with backup of ROs.

2. Solution against threat "Transforming Device/Domain RO to new Device RO"

We see 2 possible solutions against this threat:

-- Solution A: changes in 289R02 (forbid <signature> element) + inserting DomainRO flag in the <rights> element

-- Solution B: mandate <signature> element in both Device and Domain RO + insert DeviceId / Domain Id in the <rights> element 

Both solutions avoid the threat of transforming a Device RO or a Domain RO into a new Device RO. However, Solution A confilcts with the backup and restoring of ROs. In contrast, Solution B allows the restore of backed up ROs.

3. Behaviour of DRM v2.0 Devices

Both solutions A and B lead to changing the RO format in DRM v2.1. We have to find a way to introduce these fields in the <rights> element, so that the incompatibility with DRM v2.0 is as low as possible. An unclean way to solve this, would be introducing a new permission, which would be ignored by v2.0 Devices.

Which kind of proposal have you foreseen for DRM v2.0? 

@Koen: Can you help us with this compatibility issue?

4. DRM v2.1 ROUpload

If we manage to introduce a DeviceId into a signed part of the RO, the RI could just consult (the DeviceID in the signed part of) the uploaded RO itself in order to know that this RO was originally issued to this Device.

“

This CR proposes a better (but more extensive) solution, which consist on including a DeviceID/DomainID in a <context> element. This <context> element, including this relevant information, will be included in the <agreement> element as a part of the RI-signed <rights> element. In this way, the Device/Domain binding cannot be modified by a hacker if he managed to hack the RO MAC.

2 Impact on Backward Compatibility

OMA DRM v2.0 Devices receiving a DRM v2.1 RO "should" ignore the device binding (see 2.1 REL section 5.9 ODRL Compatibility).
3 Impact on Other Specifications

It must be specified in SCE that an received via a move shall not be rejected based on the Device/Domain binding.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that this is included into the DRM v2.1 REL specification.
6 Detailed Change Proposal

Change 1:  Extent definition of <agreement>, adding a <context> element for inclusion of parties
7.1 Agreement Model

The agreement model expresses the Rights that are granted over an DRM Content. It consists of the <agreement> element connecting a set of Rights with the corresponding DRM Content specified with the <asset> element. The agreement model incorporates the permission model and the security model.

7.1.1 Element <agreement>

	Element
	<!ELEMENT o-ex:agreement (o-ex:context?, o-ex:asset+, o-ex:permission*)>

	Semantics
	The <agreement> element specifies the rights granted over the corresponding DRM Content. It contains zero or one <context> element, one or more <asset> elements and zero or more <permission> elements..



Change 2:  Extend specification of context element

7.2 Context Model

The context model provides Meta information about the rights. It augments the foundation model, the agreement model, and the constraint model by expressing additional information.

The <context> element is used in the <agreement> element, in the <rights> element, in the <asset> element, in the <individual> element, in the <system> element, and in the <inherit> element. As the model’s name already indicates, the semantics of its child elements depend on the context in which it occurs in the rights object.

7.2.1 Element <context>

	Element
	<!ELEMENT o-ex:context (o-dd:version?, o-dd:uid*)>

	Semantics
	The <context> element contains the optional <version>, and <uid> elements. As the name already indicates, it provides context sensitive information for use within the context of its parent element.

The semantics of its child elements depend on the parent element in which the <context> element is used. These are different if the <context> element is a child element of the <agreement>, <rights>, <asset>, <individual>, <system>, or <inherit> element. Please see the corresponding descriptions of the individual child elements.

A <context> element MUST NOT contain more than one <uid> element unless the <context> element is contained in the <individual> element.


7.2.2 Element <version>

	Element
	<!ELEMENT o-dd:version (#PCDATA)>

	Semantics
	The <version> element SHOULD only be used if its parent <context> element is included in the <rights> element or the <system> element.

If its parent <context> element is included in the <rights> element, it then specifies the version of the Rights Object. For this specification its content MUST then be “2.0” (without quotes).

If its parent <context> element is included in the <system> element, it then specifies the version of the other DRM system or content protection scheme to which the DRM Content and the Rights Objects will be exported.


7.2.3 Element <uid>

	Element
	<!ELEMENT o-dd:uid (#PCDATA)>

	Semantics
	If its parent <context> element is included in the <rights> element, the <uid> element constitutes the Rights Object’s identifier.

If its parent <context> element is included in the <asset> element, the <uid> element specifies a DCF ContentID (see [DRMCF-v2]
), a DCF GroupID (see [DRMCF-v2]
), or a “virtual” UID for a parent Rights Object  (see section 5.7
). The format of the <uid> MUST conform to Fehler! Verweisquelle konnte nicht gefunden werden.. If the <uid> is a DCF ContentID the value MUST be according to the “cid:” Uniform Resource Locator (URL) scheme (defined in [RFC2392]). If the <uid> is a DCF GroupID the value MUST use the URL format of [RFC2392] except the scheme name must be “gid:”. If the <uid> element identifies a parent Rights Object  the value MUST use the URL format of [RFC2392] except the scheme name must be “pid:”. In the case of Parent ROs the <uid> SHOULD NOT contain the content identifier of an actual DCF, but contain a “virtual” UID denoting, for example, a subscription.

If its parent <context> element is included in the <individual> element, the <uid> element(s) specifies the individual to which the content is constrained. A <uid> element can contain an IMSI related to the end user’s subscription or a WIM identifier, thus effectively binding the consumption of content to the individual.

In the case of IMSI binding, the format of its value MUST be “IMSI:x” (without the quotes) where x is replaced by the IMSI to which content is bound. If content is bound to multiple IMSI values, then multiple <uid> elements MUST be used.

In the case of WIM binding, the format of its value MUST be “WIM:x” (without the quotes) where x is replaced by the PKC_Id of the WIM to which content is bound.

If its parent <context> element is included in the <system> element, the <uid> element specifies the target system to which the logically integral unit of DRM Content and the Rights Object(s) are allowed to be exported / transiently rendered to. Its value MUST be the name of the target system(s) as defined by OMNA.
If the <export> permission is granted to more than one target system, then these are enumerated by using multiple <context> elements, each containing one <uid> element. In this case, the <count> constraint applies to the combined export transactions of all target systems.

The only instances when a <context> element MAY contain more than one <uid> element is when the <context> element is contained in an <individual> element.
If its parent <context> element is included in the <inherit> element, the <uid> element specifies the UID of the <asset> element in the parent Rights Object from where to inherit Permissions and Constraints (see section Fehler! Verweisquelle konnte nicht gefunden werden.).
If its parent <context> element is included in the <agreement> element, the <uid> element specifies the entity (device or domain) to which the Rights Object is bound.
- If the RO is a Device RO, its value MUST be “device:x” (without the quotes) where x is replaced by the base64 encoded SHA-1 hash over the concatenation of the ROID and the DeviceID (i.e. the SHA-1 hash of the DER-encoded subjectPublicKeyInfo value in its certificate) of the device to which the RO is bound. 
- If the RO is a Domain RO, its value MUST be “domain:x:y” (without the quotes) where x is replaced by the RightsIssuerID of the Rights Issuer that manages the Domain and where y is replaced by the base64 encoded SHA-1 hash over the concatenation of the ROID and the the DomainID to which the RO is bound. 


Change 3:  Correct bugfix: <party> element is not included in the <asset> element, but in the agreement element.

7.3 ODRL and Forward Compatibility

This specification defines a mobile profile of ODRL v1.1 Fehler! Verweisquelle konnte nicht gefunden werden.. This specification takes precedence in case there is any divergence from Fehler! Verweisquelle konnte nicht gefunden werden..

This specification defines mechanisms that enable future versions of OMA DRM to extend the REL in such a way that correct instances of the future extensions validate against the REL XML Schemas defined in this specification, as described in more detail in Appendix I of Fehler! Verweisquelle konnte nicht gefunden werden.. 
The DRM Agent of a Device encountering any elements (e.g. from ODRL Fehler! Verweisquelle konnte nicht gefunden werden., future versions or proprietary extensions) not defined within this specification MUST proceed as follows:

· Unsupported permissions MUST be ignored. Supported permissions MUST still be granted.

· Permissions containing one or more unsupported constraints MUST NOT be granted.

· Rights objects containing unsupported <requirement> elements MUST NOT be granted.

· Rights objects containing <condition> elements MUST NOT be granted.

· Unsupported <rightsholder> elements SHOULD be ignored.

· Unsupported <context> elements SHOULD be ignored.

· Unsupported <offer> elements SHOULD be ignored.

· Unsupported <party> elements within an <agreement> element SHOULD be ignored.
· Unsupported <revoke> elements SHOULD be ignored.
· Unsupported elements of the ODRL security model SHOULD be ignored.
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