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1 Reason for Change

To provide resolution for SRM CONRR comment B273-BS from Beep Science which states:

There two message sequences “Rights Information Query” and “Rights Information List Query” offer nearly identical functionality. The functionality of the Rights Information List Query can be implemented easily by using the “Handle List Query” and with a minor extension to the existing Rights Information Query messages.

With such a solution we can avoid having additional OPTIONAL protocols, which ultimately complicate DRM Agent implementation. Also it is possible to design a solution that still gives the SRM the flexibility of only returning one Rights Information at a time

This CR implements a resolution which is mostly inline with the original proposed change:

Delete the “Rights Information Query” and adjust the “Rights Information List Query”. Suggest the following guidelines:

1) Handle List Query can be used to retrieve all of the relevant handles (let’s reuse this functionality). Therefore the input to the Request message should be a List of Handles”, not a list of Content Ids.

2) TheRights Information element of the RightsInfoQueryResponse SHOULD contain the RightsInformation() for all Handles specified in the Request message. However, if an SRM cannot return all of the requested RightsInformation() in a single response , then the SRM MAY return a RightsInfoQueryResponse with a Status Value of “More Rights Available” and then the response contains only a subset of the requested Rights. In this case the DRM Agent MAY send a subsequent RightsInfoQueryRequest to the SRM to obtain the missing Rights.

3) Add a new status code “More Rights Available” which indicates that not all handles in the Request have been processed.

I think in this way, we do not complicate either DRM Agent or SRM implementation. We allow the flexibility for an SRM to handle only a single RO at a time. Yet, for SRMs that do support multiple RO Info requests it can easily be supported. The DRM Agent implements one algorithm as follows to obtain all the rights for a particular content:

1) Initiate HandleListQueryRequest with Hashed ContentID & GroupID. Handle List received.

2) Send RightsInfoQueryRequest containing the full Handle List.

3) IF RightsInfoQueryResponse does not contain all requested RO Infos THEN send another RightsInfoQueryRequest
4) repeat the step 3 until all Rights Infos are received.

2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.

6 Detailed Change Proposal

Change 1:  Section 5.6.4.1, Table 3 “Message Identifiers”

	Identifier Value
	Description

	0
	Hello

	1
	Authentication

	2
	Key Exchange

	3
	CRL Information Exchange

	4
	OCSP Nonce

	5
	OCSP Process

	6
	CRL Update

	7
	CRL Retrieval

	8
	Installation Setup

	9
	Rights Installation

	10
	Rights Retrieval

	11
	REK Query

	12
	Rights Info List Query

	13
	Handle List Query

	14
	Handle Removal

	15
	Rights Enablement

	16
	Rights Removal

	17
	RI Certificate Store

	18
	RI Certificate Query

	19
	RI Certificate Removal

	20
	Dynamic Code Page Query

	21
	Dynamic Code Page Update

	
	

	22 ~ 63
	Reserved For Future Use


Change 2:  Delete Rights Information Query Message

5.7.8.2 
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5.7.8.2.3 

Change 3:  Adapt the Rights Information List Query Message as follows

5.7.8.3 Rights Information List Query Message

The DRM Agent may request the SRM Agent to generate and return a Rights Information List for a Handle List as illustrated in Figure 2. 
The DRM Agent may need to know the Rights Information before it can determine which Rights should be retrieved. The Rights Information List Query message is used to read one or more Rights Informations from the SRM. 
The Rights Information List Query message can be used in conjunction with the Handle List Query message to retrieve all of the Rights Information for one or more assets.  For example, to obtain the all the Rights Information for one DCF Content Object, the DRM Agent SHALL: 

1) Send HandleListQueryRequest with Hashed ContentID and Hash GroupID (if present). A Handle List is received from the SRM in the HandleListQueryResponse.

2) Send RightsInformationListQueryRequest with the HandleList generated in step 1. Process the RightsInformationList returned in the RightsInformationListQueryResponse.

3) If the RightsInformationListQueryResponse does not the Rights Information for all of the requested Rights (Handles), then the DRM Agent should repeat step 2 with a reduced Handle List until all Rights Informations are retrieved.
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Figure 2: Sequence Diagram – Rights Information List Query

5.7.8.3.1 Message Description

The DRM Agent sends the RightsInfoListQueryRequest to read the Rights Information List for one or more Handles from the SRM. The parameter of the request is defined in Table 4.
Table 4: Parameters of RightsInfoListQueryRequest
	Parameters
	Protection Requirement
	Description

	Handle List
	Integrity
	If specified the Handle List (see section 5.1.3
) identifies the Rights whose Rights Information should be transferred from the SRM to the Device. The Handle List is typically derived from the Handle List in the Handle List Query message (see section 5.7.8
).


	Rights Information List Length
	No
	Maximum Rights Information List length in bytes that the DRM Agent can process. If this value is present, the SRM Agent MUST send a Rights Information List shorter than or equal to the Rights Information List Length value.

If the Rights Information List corresponding to the Handle List is longer than the Rights Information List Length, the SRM Agent MUST divide the Rights Information List into several chunks.



Upon receiving the RightsInfoListQueryRequest, the SRM Agent MUST verify the integrity of the request parameters. If the request is not compromised then:

· If the Handle List is absent in the request, the SRM Agent SHOULD generate a Rights Information List of all Rights in the SRM.
· If the Handle List is present in the request, the SRM Agent SHOULD generate a Rights Information List for all of the Rights identified in the Handle List.
To allow for SRM processing constraints the SRM Agent MAY generate a Rights Information List which contains Rights Information for only a subset of the Rights which are requested in the RightsInformationListQueryRequest message. That is, the SRM Agent is not required to provide the Rights Information for all requested Rights. 

The SRM Agent sends the RightsInfoListQueryResponse to carry the result of the action. The parameters of the response are defined in Table 5. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of the RightsInfoListQueryResponse contains the error cases as defined in Table 6.
Table 5: Parameters of RightsInfoListQueryResponse

	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	This indicates if the RightsInfoListQueryRequest is successfully handled or not. The Status value is specified in Table 6.

	Rights Information List
	Integrity
	This parameter contains a Rights Information List or a chunk of it if the Rights Information List has been divided into several chunks.

	Continuation Flag
	Integrity
	It is assumed that a Rights Information List is divided into several chunks.

‘0’: The Rights Information List in this response is the last chunk of the whole Rights Information List, or the Rights Information List is not divided into chunks (i.e. the Rights Information List is shorter than or equal to the Rights Information List Length in the request, or the Rights Information List Length field is not present in the request). 

‘1’: A Rights Information List has been divided into several chunks. The Rights Information List in this response is a chunk of the whole Rights Information List, and there are subsequent chunks.

	Rights Information List Length
	Integrity
	This is the length in bytes of a chunk, and is present when the length of the chunk is not equal to the Rights Information List Length in the request.


Table 6: Status of Rights Information List Query Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Handle Not Found
	One or more Handles in the Request do not exist in the SRM.

	
	

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of parameters in the response.

If the Continuation Flag contains the value ‘1’ and Status is Success, the DRM Agent SHOULD send the RightsInfoListQueryRequest again in order to read the next chunk. The DRM Agent repeats the RightsInfoListQueryRequest until the response contains the value ‘0’ in the Continuation Flag parameter. If the Continuation Flag contains the value ‘0’ and no errors or exceptions (Status = Success), the Handle List Query Message processing is completed.

If the DRM Agent sends a different message or sends the RightsInfoListQueryRequest with different parameter values than the previous values, then the SRM Agent resets the operation (i.e. the SRM Agent returns the Rights Information List from the first chunk again).

If a Rights Information List is divided into several chunks, a chunk may not maintain the complete data structure in Appendix Error! Reference source not found.. The DRM Agent MUST concatenate all chunks in sequence from the SRM Agent in order to complete the Rights Information List data structure.
5.7.8.3.2 Message Format

The message format (MessageBody) of the RightsInfoListQueryRequest is specified as follows. The messageType is set to’0’ and protectedFlag is set to ‘0’.
MessageBody() {

    handleListPresent
1
bslbf

    rightsInfoListLengthPresent
1
bslbf
    rfu

6
bslbf

    if ( handleListPresent ) {
        HandleList()
        Hmac()




}
    if ( rightsInfoListLengthPresent ) {

        rightsInfoListLength
   
16
uimsbf

    }
}
The fields are defined as follows:

· handleListPresent - if ‘1’, then the list of HandleList is present in this message
· rightsInfoListLengthPresent - if ‘1’, then rightsInfoListLength is present in this message
· 
· HandleList – Handle List as defined in section 5.7.8.1.2
.
· rightsInfoListLength – Rights Information List Length parameter in Table 4
· Hmac – HMAC of HandleList generated with the current MAC Key (MK)

The message format (MessageBody) of theRightsInfoListQueryResponse is specified as follows. The messageType is set to’0’ and protectedFlag is set to ‘1’.
Parameters() {

    status

16
uimsbf

    if ( status == 0 ) {

        rightsInfoListLengthPresent
1
bslbf

        rfu

7
bslbf
        RightsInformationList()

        continuationFlag

8
uimsbf

        if ( rightsInfoListLengthPresent ) {

            rightsInfoListLength
16
uimsbf

        }

    }

}
MessageBody() {

    Parameters()

    Hmac()

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.

· rightsInfoListLengthPresent - if ‘1’, then rightsInfoListLength is present in this message

· RightsInformationList – Rights Information List parameter in Table 5
· continuationFlag – Continuation Flag parameter in Table 5
· rightsInfoListLength – Rights Information List Length parameter in Table 5
· Hmac – HMAC of Parameters generated with the current MAC Key (MK)
5.7.8.3.3 Exception Handling

There may be an unexpected exception during the Rights Information List Query Message processing as specified in section Error! Reference source not found.. If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates the Rights Information List Query Message processing. The user may be informed of the exception.

Change 4:  Modify Rights Information List

B.2.6 Rights Information List

A data structure for Rights Information List is described as follows:

RightsInformationList() {

    numOfRightsInfo
16
uimsbf
    for ( i = 0 ; i < numOfRightsInfo ; i++ ) {
        Handle()
        rightsEnabled        1      bslbf

        rfu                  7
bslbf

        if ( rightsEnabled )

        {
            numOfContentID
16
uimsbf
            for ( j = 0 ; j < numOfContentID; j++ ) {
                HashedContentID()

            }
            RightsInformation()
        }
    }

}












The fields are defined as follows:

· 
· 
· numOfRightsInfo – Number of of RightsInformation in the Rights Information List.
· Handle – The Handle of the Rights to which the following Rights Information is related.
· rightsEnabled – Flag specifying whether  the Rights are enabled or disabled. If the Rights are disabled no Rights Information is included in the Rights Information List.
· NumOfContentId – Number of  HashedContentId. There will be one HashedContentId for every asset in the Rights.
· HashedContentId – H(ContentID). Each ContentID conforms to [RFC2396] and is present in the <uid> element when its parent <context> element is included in the <asset>element of the <ro> element of a Rights Object. The elements (<uid>, <context>, <asset> and <ro>) are defined in [OMADRMv2].
· RightsInformation – Rights Information of a Rights identified by the Handle
Change 5:  Modify SCR tables

B.3 SCR for Client
The table below enumerates the client conformance requirements on DRM Agents.
	Item
	Function
	Reference
	Requirement

	SRM-CRT-C-001-M 
	Hash Algorithms: SHA-1 and associated URI
	Section Error! Reference source not found.
	

	SRM-CRT-C-002-M 
	MAC Algorithms: HMAC-SHA1 and associated URI
	Section Error! Reference source not found.
	

	SRM-CRT-C-003-M 
	Symmetric Encryption Algorithms: AES-128-CBC and associated URI
	Section Error! Reference source not found.
	

	SRM-CRT-C-004-M 
	Asymmetric Encryption Algorithms: RSA-OAEP and associated URI
	Section Error! Reference source not found.
	

	SRM-CRT-C-005-M 
	Signature Algorithms: RSA-PSS and associated URI
	Section Error! Reference source not found.
	

	SRM-HEL-C-001-M 
	Device – SRM Hello
	Section Error! Reference source not found.
	

	SRM-SAC-C-001-M 
	Mutual Authentication and Key Exchange: MAKE
	Section Error! Reference source not found.
	

	SRM-SAC-C-002-M 
	Key Derivation Function
	Section Error! Reference source not found.
	

	SRM-SAC-C-003-M 
	MAC Key update
	Section Error! Reference source not found.
	

	SRM-CRL-C-001-M 
	CRL Number Exchange between Device and SRM
	Section Error! Reference source not found.
	

	SRM-CRL-C-002-M 
	CRL Delivery from Device to SRM
	Section Error! Reference source not found.
	

	SRM-CRL-C-003-M 
	CRL Delivery from SRM to Device
	Section Error! Reference source not found.
	

	SRM-CRL-C-004-M 
	Certificate revocation status checking using cached CRL
	Section Error! Reference source not found.
	

	SRM-OCSP-C-001-O 
	OCSP Nonce transfer from SRM to Device
	Section Error! Reference source not found.
	

	SRM-OCSP-C-002-O 
	OCSP Response transfer from Device to SRM
	Section Error! Reference source not found.
	

	SRM-OCSP-C-003-O 
	OCSP Request generation
	Section Error! Reference source not found.
	

	SRM-MOV-C-001-M 
	Device to SRM Move
	Section Error! Reference source not found.
	SRM-MOV-C-002-M

	SRM-MOV-C-002-M 
	Exception Recovery for Device to SRM Move
	Section Error! Reference source not found., Error! Reference source not found., Error! Reference source not found., Error! Reference source not found.
	SRM-LOG-C-001-M AND SRM-UTIL-C-003-M

	SRM-MOV-C-003-M 
	SRM to Device Move
	Section Error! Reference source not found.
	SRM-MOV-C-004-M AND SRM-UTIL-C-005-M

	SRM-MOV-C-004-M 
	Exception Recovery for SRM to Device Move
	Section Error! Reference source not found., Error! Reference source not found., Error! Reference source not found.
	SRM-LOG-C-001-M AND SRM-UTIL-C-004-M AND SRM-UTIL-C-005-M

	SRM-MOV-C-005-M 
	Rights derivation from RO Payload
	Section Error! Reference source not found.
	

	SRM-MOV-C-006-M 
	Move permission support
	Error! Reference source not found.
	

	SRM-LRC-C-001-M 
	REK transfer from SRM to Device
	Section Error! Reference source not found.
	SRM-LRC-C-002-M

	SRM-LRC-C-002-M 
	Exception Recovery for REK Transfer to Device
	Section Error! Reference source not found.
	SRM-LOG-C-001-M AND SRM-UTIL-C-004-M

	SRM-LRC-C-003-M 
	State Information Update
	Section Error! Reference source not found.
	SRM-LRC-C-004-M AND SRM-UTIL-C-004-M

	SRM-LRC-C-004-M 
	Exception Recovery for State Information Update
	Section Error! Reference source not found.
	SRM-LOG-C-001-M AND SRM-UTIL-C-004-M

	SRM-UTIL-C-001-M 
	Handle List transfer from SRM to Device
	Section Error! Reference source not found.
	

	SRM-UTIL-C-002-M 
	Rights Information List Transfer to Device
	Section 5.7.8.2
	

	SRM-UTIL-C-003-M 
	Handle Removal from SRM
	Section Error! Reference source not found.
	

	SRM-UTIL-C-004-M 
	Rights Enablement in SRM
	Section Error! Reference source not found.
	

	SRM-UTIL-C-005-M 
	Rights Removal from SRM
	Section Error! Reference source not found.
	

	SRM-UTIL-C-006-M 
	Dynamic Code Page Query
	Section Error! Reference source not found.
	

	SRM-UTIL-C-007-O 
	Dynamic Code Page Update
	Section Error! Reference source not found.
	

	SRM-UTIL-C-008-M 
	WBXML Encoding & Decoding
	Section Error! Reference source not found.
	

	SRM-CERT-C-001-O 
	RI Certificate Transfer from Device to SRM
	Section Error! Reference source not found.
	

	SRM-CERT-C-002-O 
	RI Certificate Transfer from SRM to Device
	Section Error! Reference source not found.
	

	SRM-CERT-C-003-O 
	RI Certificate Removal from SRM
	Section Error! Reference source not found.
	

	SRM-CERT-C-004-M 
	RI Certificate Chain processing and validation for Move
	Section Error! Reference source not found.
	

	SRM-CERT-C-005-O 
	RI Certificate Chain processing and validation for Local Rights Consumption
	Section Error! Reference source not found.
	

	SRM-REV-C-001-O 
	SRM removal detection
	Section Error! Reference source not found.
	

	SRM-LOG-C-001-M 
	Operation Log
	Section Error! Reference source not found.
	


B.4 SCR for Server
The table below enumerates the client conformance requirements on Rights Issuers and SRM Agents.
B.4.6 SCR for RI

	Item
	Function
	Reference
	Requirement

	SRM-MOV-S-001-M 
	Issuing Rights Object with Move permission
	Error! Reference source not found.
	


B.4.7 SCR for SRM Agent

	Item
	Function
	Reference
	Requirement

	SRM-CRT-S-001-M 
	Hash Algorithms: SHA-1 and associated URI
	Section Error! Reference source not found.
	

	SRM-CRT-S-002-M 
	MAC Algorithms: HMAC-SHA1 and associated URI
	Section Error! Reference source not found.
	

	SRM-CRT-S-003-M 
	Symmetric Encryption Algorithms: AES-128-CBC and associated URI
	Section Error! Reference source not found.
	

	SRM-CRT-S-004-M 
	Asymmetric Encryption Algorithms: RSA-OAEP and associated URI
	Section Error! Reference source not found.
	

	SRM-CRT-S-005-M 
	Signature Algorithms: RSA-PSS and associated URI
	Section Error! Reference source not found.
	

	SRM-HEL-S-001-M 
	Device – SRM Hello
	Section Error! Reference source not found.
	

	SRM-SAC-S-001-M 
	Mutual Authentication and Key Exchange: MAKE
	Section Error! Reference source not found.
	

	SRM-SAC-S-002-M 
	Key Derivation Function
	Section Error! Reference source not found.
	

	SRM-SAC-S-003-M 
	MAC Key update
	Section Error! Reference source not found.
	

	SRM-CRL-S-001-M 
	CRL Number Exchange between Device and SRM
	Section Error! Reference source not found.
	

	SRM-CRL-S-002-M 
	CRL Store
	Section Error! Reference source not found.
	

	SRM-CRL-S-003-M 
	CRL Query
	Section Error! Reference source not found.
	

	SRM-CRL-S-004-M 
	Certificate revocation status checking using cached CRL
	Section Error! Reference source not found.
	

	SRM-OCSP-S-001-O 
	Nonce generation for a secure time stamp using OCSP Response
	Section Error! Reference source not found.
	

	SRM-OCSP-S-002-O 
	OCSP Response processing and validation
	Section Error! Reference source not found.
	

	SRM-OCSP-S-003-O 
	Device revocation status checking using OCSP Response
	Section Error! Reference source not found.
	

	SRM-OCSP-S-004-O 
	CRL issue data validation using OCSP Response
	Section Error! Reference source not found.
	

	SRM-MOV-S-002-M 
	Rights Installation Setup
	Section Error! Reference source not found.
	

	SRM-MOV-S-003-M 
	Rights Installation
	Section Error! Reference source not found.
	

	SRM-MOV-S-004-M 
	Rights Query
	Section Error! Reference source not found.
	

	SRM-LRC-S-001-M 
	REK Query
	Section Error! Reference source not found.
	

	SRM-LRC-S-002-M 
	State Information Update
	Section Error! Reference source not found.
	SRM-UTIL-S-004-M

	SRM-UTIL-S-001-M 
	Handle List Generation
	Section Error! Reference source not found.
	

	SRM-UTIL-S-002-M 
	Rights Information List Query
	Section 5.7.8.2
	

	SRM-UTIL-S-003-M 
	Handle Removal
	Section Error! Reference source not found.
	

	SRM-UTIL-S-004-M 
	Rights Enablement
	Section Error! Reference source not found.
	

	SRM-UTIL-S-005-M 
	Rights Removal
	Section Error! Reference source not found.
	

	SRM-UTIL-S-006-O 
	Dynamic Code Page Query
	Section Error! Reference source not found.
	

	SRM-UTIL-S-007-O 
	Dynamic Code Page Update
	Section Error! Reference source not found.
	

	SRM-CERT-S-001-O 
	RI Certificate Store
	Section Error! Reference source not found.
	

	SRM-CERT-S-002-O 
	RI Certificate Query
	Section Error! Reference source not found.
	

	SRM-CERT-S-003-O 
	RI Certificate Removal
	Section Error! Reference source not found.
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