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1 Reason for Change

In current SRM TS, DRMA MUST canonicalize when decoding WBXML to XML. But it is not needed, if DRMA canonicalize contents of the <rights> element of Rights Object Container when creating SRM RO. In addition, canonicalization before verifying RI-signature is not needed for XML format. Therefore we think that it is better to canonicalize contents of the <rights> element of RO Container when DRMA creates SRM RO.
Also, we collected a few typos.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt the proposed text for inclusion in the SRM Technical Specification.
6 Detailed Change Proposal

Change1: section 2.1 as follows:

2.1 Normative References
	[WBXML]
	“Binary XML Content Format Specification”. WAP Forum(. WAP-192-WBXML. http://www.openmobilealliance.org/

	[XC14N]
	Exclusive XML Canonicalization: Version 1.0, John Boyer, Donald E. Eastlake 3rd and Joseph

Reagle, W3C Recommendation 18 July 2002. This document is http://www.w3.org/TR/xml-exc-c14n/.


Change2: section 5.1.1.2 as follows:

5.1.1.2 Rights Object Container

A Rights Object is a collection of Permissions and other attributes which are linked to DRM Content(s). The Rights Object is stored in an SRM in the format of the Rights Object Container. The SRM Agent treats the Rights Object Container as an opaque object.

In case a DRM 2.0 or 2.1 Rights Object is stored in the SRM, the Rights Object Container consists of the <rights> element and the <signature> element in the RO payload (i.e. <ro> element of the <protectedRO> element in the RO Response of ROAP). The contents of the <rights> element of the Rights Object Container MUST be canonicalized as Exclusive Canonical XML format, as specified in [XC14N]. The RI-signature (i.e. <signature> element in the RO payload) MUST be present in the Rights Object Container. The RI-signature is created by a Rights Issuer that is identified by the <riID> element in the RO payload. The SRM Agent doesn’t verify the RI-signature.

DRM Agents MAY compact the Rights Object Container using WBXML (as defined in section エラー! 参照元が見つかりません。) before transferring Rights from the Device to the SRM.
It is RECOMMENDED that the Rights Issuer not generate a Rights Object (in XML format) larger than 4096 bytes if the Rights Object may be installed in an SRM. Appendix エラー! 参照元が見つかりません。 specifies the data structure of the Rights Object Container.

Note: The SRM version 1.0 doesn’t support domain Rights Objects. (i.e. Domain Rights Objects SHALL NOT be stored in the SRM.)
Change3: section 7.6 as follows:
7.6 Normal Processing and Transcoding
After a DRM Agent receives a WBXML encoded <roContainer> from an SRM, that DRM Agent MUST decode the message into XML format before any other processing is applied. Before a DRM Agent Moves a Rights Object Container to an SRM, the DRM Agent MUST canonicalize contents of the <rights> element of XML using Exclusive Canonicalization without comments, and MAY encode the <roContainer> element using WBXML. The criterion by which a DRM Agent determines whether it should WBXML encode an <roContainer> is outside the scope of this specification. It is anticipated that individual SRM form factors will have different recommendations. In general it is RECOMMENDED that DRM Agents SHOULD WBXML encode all <roContainer> elements larger than 2kB.

If the SRM does not support storage of dynamic code pages then the DRM Agent MUST use only the fixed code pages. If the <roContainer> contains any additional tags, attributes or attribute values, these SHOULD be encoded using the WBXML LITERALtoken.

The WBXML SWITCH token SHALL be used to switch between the fixed code pages and dynamic code pages.

The normal process for a DRM Agent to encode a Rights Object Container is:

· Construct the <roContainer> as XML
· DRM Agent MUST canonicalize contents of the <rights> element of XML using Exclusive Canonicalization without comments.
· Encode the <roContainer> using as WBXML:

· Initially attempt to use only the fixed attribute code page and fixed tag code page.

· If the SRM Agent indicated support for dynamic code pages in the HelloResponse message then:

· If during the encoding any unknown attributes, attribute values or tags are found, then DRM Agents SHOULD retrieve the dynamic code pages from the SRM, before continuing processing.

· Continue the encoding making use of the additional attributes, attribute values, and tags that are specified in the dynamic code pages.

· If the dynamic code pages do not contain the necessary attributes, then the DRM Agent SHOULD add new attributes codes, attribute values and tags as required to the relevant dynamic tag code page.

· If updates were made to a dynamic code table then the DRM Agent MUST store the updated code table on the SRM. If the update to the dynamic code pages on the SRM fails for any reason, the DRM Agent SHOULD discard the WBXML encoded <roContainer>. The DRM Agent MAY re-start the processing as if the SRM Agent does not support dynamic code pages; or it MAY use plain XML to represent the <roContainer>.

· If the SRM Agent does not support dynamic code pages:

· Continue the encoding making use of the WBXML LITERAL token to encode unknown attributes and tags.

The normal process for a DRM Agent to decode a WBXML encoded <roContainer> is:

· Attempt to decode the WBXML encoded <roContainer> to XML:

· Initially attempt to decode using only the fixed attribute code page and fixed tag code page.

· If during the decoding any unknown application tokens are discovered, then if the SRM indicated support for dynamic code pages in the HelloResponse message then retrieve the dynamic code pages from the SRM.

· Continue the decoding by making use of the additional application tokens that are specified in the dynamic code pages.

· If an application token is not specified in either the fixed code pages or dynamic code pages, then a critical error has occurred. The DRM Agent SHOULD delete the Rights Object from the SRM.

· Process the re-constructed XML <roContainer> as normal.
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