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1 Reason for Change

Installation procedure for User Domains – currenty addressing only Shared-Key management. 

This CR does not address the following identified issues:

[TBD: Other mechansm for expiration based on number of RO’s creates instead of time]

[TODO: Add cert-chain to User Domain Token]

[TBD do we need a mac? When?]

[TBD How to deal with (backed-up) “old-but-once-valid” ROs from currently revoked RI’s/LRMs]

The CR is not intended to exclude any possible resolution of these issues (or any other issues) that may be addressed in subsequent CR’s.  

2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Add chapter to spec

8. User Domain RO Processing 

To render the protected media objects inside a DCF the DRM Agent MUST execute the following procedure:

1. Install the associated User Domain RO, as specified in section 8.2.

2. Consume the User Domain RO, as specified in section xxx.

8.1 User Domain RO format

A User Domain RO is formatted as a <protectedRO> element as specified in [OMA DRM 2.1] and more specifically as a domainRO. This means that the <ro> element in the <protectedRO> element SHALL contain the <encKey> element, which SHALL have a child <ds:KeyInfo> element, which SHALL have a child <roap:domainID> element. Also the “domainRO”-attribute SHALL be present and set to “true”. 

The RI/LRM MUST set the value of this <roap:domainID> element equal to the value of the <dom:domID> element of the <udomID> element that is received from the DA/DEA as part of the rdpUseDomain protocol (see section xxx).

RI/LRM MUST include a <dom:udomInfo> element into the <ro> element of the <protectedRO>. The contents of this element MUST equal the <udomInfo> received from the DA/DEA in the rdpUseDomain Protocol.

The RI/LRM MUST include a <party> element into the <agreement> element of the <protectedRO>. The value of the <uid> element in the <context> element of the <party> element, SHALL specify the domain to which the Rights Object is bound.  The format of this value MUST be “udom:x:y” (without the quotes) where x is replaced by the DomainAuthorityID of the Domain Authority that manages the User Domain and where y is replaced by the domainID of the domain to which content is bound.
8.2 Installing a User Domain RO

To install a User Domain RO the DRM Agents MUST execute the following procedure:

1. The DRM Agent MUST ensure that it is a valid member of the User Domain to which the User Domain RO is bound, as specified in 8.2.1
2. The DRM Agent MUST ensure that the User Domain RO is valid, as specified in xxx

3. The DRM Agent SHOULD perform the post-processing as specified in xxx. 

8.2.1 Ensuring User Domain membership

To ensure that the DRM Agent is a member of the User Domain to which the User Domain RO is bound, it MUST determine if it has a valid DA Context with the DA that manages the User Domain, by comparing the value of the User Domains ROs  <daID> element (child of <udomInfo> element) with the DA Identifiers in all valid DA Contexts stored in the DRM Agent. If the value of the <daID> element does not match that of a DA Identifier in a valid DA Context, the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY keep the User Domain RO and MAY send an HTTP GET to the URL specified in the <daURL> element in the <udomInfo>. An HTTP GET on this URL SHOULD return either a dmpJoinDomain Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a dmpJoinDomain Trigger. It should be noted that in the event that a JoinDomain Trigger is returned and the DRM Agent does not have a valid DA context then the DRM Agent MUST automatically register with the DA/DEA (as specified in section Error! Reference source not found.) prior to sending a dmpJoinDomainRequest message. 

Next, the DRM Agent MUST compare the <domID> element (child of <udomInfo>) within the User Domain RO with the User Domain identifiers for any valid User Domain Contexts already established with the DA that issued the User Domain RO, as identified by the <daID> element. There are three possible outcomes of this comparison:

1. The <domID> element matches a User Domain identifier in a valid User Domain Context already established with the DA. The DRM Agent MAY install the User Domain RO.

2. The User Domain baseID of the <domID> element matches the User Domain baseID of a stored User Domain identifier in a valid User Domain Context already established with the DA/DEA, but the User Domain Generation of the RO is greater than the Generation of the stored domain ID. The DRM Agent MAY attempt to upgrade the User Domain by sending a dmpJoinDomainRequest message to the daURL in the DA Context associated with the User Domain Context.  If the User Domain upgrade is successful, the DRM Agent MAY install the User Domain RO. Otherwise the DRM Agent SHALL NOT install the User Domain RO. 

3. The User Domain baseID of the <domID> field does not match a User Domain baseID in any valid User Domain Context already established with the DA. The DRM Agent MAY attempt to join the User Domain by sending an HTTP GET request to the URL specified in the <daURL> element of the roap:ROPayload. 

At the point where the DRM Agent sends an HTTP GET request to the URL specified in the <daURL> element of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other DRM Agent specific means that is outside the scope of this specification or as a direct result of responding to a subsequent DRM Trigger.  As a result of an HTTP GET to this URL the RI can choose (using its own criteria) whether to allow the DRM Agent to join the User Domain or not and SHOULD return either a JoinUser Domain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinUser Domain ROAP Trigger. In the event that the RI chooses not to allow the DRM Agent to join the User Domain the RI MAY offer the user the opportunity to acquire a DRM Agent RO.  [To be updated to reflect DA] 

8.2.2 Ensuring User Domain RO validity 

To ensure the validity of the User Domain RO the DRM Agent MUST have a valid User Domain Token that proves that the RI/LRM is authorized by the DA to create RO’s for the User Domain. 

The DRM Agent MUST check that it has a User Domain Token for which:

1. The <udomID> element equals a domain identifier in a valid DA Context as described in section 8.2.1. (e.g. equal values for <daID> and <domID>, both User Domain baseID and User Domain Generation parts)

2. The <udomID> element contains

a. A <daID> element that equals the <daID> in the <udomID> element in the User Domain RO 

b. A <domID> element of which the User Domain baseID equeals the User Domain baseID of the <domID> element in the <udomID> element in the User Domain RO. 

(In other words: the User Domain RO may be created for a different generation of the domain than the most recent) 

3. The <subID> element equals the <riID> element in the User Domain RO

4. Either an <isLRM> or an <isRI> element is present.

5. If the <expires> element is present, the Current DRM Time is earlier than the value of the <expires> element

6. [TBD: Other mechansm for expiration based on number of RO’s creates instead of time]

7. The signature verification using the DA’s Public Key is succesful.

If such User Domain Token exist, than the DRM Agent MUST verify the signature of the User Domain RO using the RI/LRM public key ([TODO: Add cert-chain to User Domain Token]). Also, the DRM Agent MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). [TBD do we need a mac? When?] 

If any of these the verifications fails the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF. [TBD How to deal with backed-up “old-but-once-valid” ROs from currently revoked RI’s/LRMs]

If the User Domain RO is stateful, then the DRM Agent MUST perform the replay protection related checks defined in Section Error! Reference source not found..

If the User Domain Context has expired (indicated by the User Domain Context Expiry Time) the DRM Agent MUST NOT install ROs for this User Domain. 

8.2.3 User Domain RO post-processing

There are cases where a DRM Agent installs a User Domain RO that it received separately from the DCF to which it refers. In these cases, the DRM Agent SHOULD insert a copy of the User Domain RO into the corresponding DCF Error! Reference source not found. as soon as possible after installation. 

In the case where the User Domain RO is received within a DCF, if the DRM Agent cannot verify the signature of the User Domain RO, the DRM Agent MAY leave the User Domain RO as is within the DCF. The DRM Agent MAY request a valid RO for the DCF as described in section Error! Reference source not found..

The DRM Agent MAY insert the User Domain RO into the DCF at a later stage, for example when the user requests to render the DCF or send it out of the DRM Agent. The DRM Agent MAY insert more than one User Domain RO into a single DCF, as long as all of the inserted RO’s are valid and correspond to a User Domain that it is a member of.

When the DRM Agent inserts a User Domain RO into a DCF, it SHOULD remove from the DCF all User Domain RO’s corresponding to User Domains that the DRM Agent is not a member of.

The DRM Agent SHOULD NOT insert a copy of the User Domain RO into the corresponding DCF if it concludes, using an algorithm not defined in this specification, that sending the installed User Domain RO to other DRM Agents does not add value for the end user, for example if the User Domain RO has expired.

If the DRM Agent finds multiple DCF instances bound to the installed User Domain RO, it SHOULD insert a copy of the User Domain RO into each one of them. 
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