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	n/a


1 Reason for Change

Per SRM AP 015, this CR resolves SRM CONRR comments B172 and B210 that state:

	B172-QU
	2007.07.18
	T
	5.7.6.2.1
	Source: QUALCOMM

Comment: Installation may fail because the DRM Agent received an invalid REK. In any case, the DRM Agent must remove the Rights Object from the SRM.
	Status: OPEN



	B210-HU
	07.07.12
	T
	5.7.6
	Source: Huawei

Form: OMA-DRM-2007-0314
Comment:
In section 5.7.6, pull move is addressed. But there isn’t any statement about when and which side will determine whether the RO containing <move> permission or not.

Proposed Change: 
To add some statement specifying it.
	Status: OPEN


R02 of this CR added resolution to comment B210.

R07 adds steps for Moving Rights to the SRM.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 5.7.6.2.1 as follows:

5.7.6.2.1. Action Description

The DRM Agent performs the following steps:

1) The RI-signature of the Rights Object SHOULD be verified (note that this requirement MAY not be required under certain trust models as described in section 5.1.2). If the verification fails, the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
2) If the Rights Object is stateful, the State Information SHOULD be checked that it is consistent with the <rights> element
. If the State Information is inconsistent, the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
3) The DRM Agent MUST check that the Rights Object has a <move> permission. If there is no <move> permission, the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
4) The DRM Agent MUST check if the <move> permission has a <count> constraint. If there is no <count> constraint, continue with step 5. Otherwise, the DRM Agent MUST check if the remaining count is not zero. If not zero, the DRM Agent MUST decrement the remaining count and continue with step 4. Otherwise (the remaining count is zero), the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
5) The DRM Agent MUST check if the <move> permission has a <system> constraint. If there is no <system> constraint, continue with step 6. Otherwise, the DRM Agent MUST check if the <context> child element of the <system> constraint identifies the SRM protocol. If it does, continue with step 6. Otherwise, the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
6) 
7) Install the Rights Object with the following conditions:
a. Rights received via the Move protocol SHALL NOT be rejected based on the content of any DRM V2.0 replay cache.
b. The Rights Object SHALL NOT be installed if a Rights Object with the same ROID is already installed. If so, then the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate the Move transaction.
c. If the <GUID,RITS> pair for the Rights Object is already in the Move Cache, then this <GUID,RITS> pair MUST be removed from the Move Cache after installation of the Rights Object. (see section xxx; editor: reference chapter “8. Replay Protection Mechanisms”, CR 345R07).
After installation, the DRM Agent continues with section Error! Reference source not found..

Change 2:  Change section 5.7.5 as follows:

Rights are Moved from a Device to an SRM as illustrated in Figure 1. As shown in Figure 1, this transaction is comprised of two request/response message pairs: Installation Setup message pair and Rights Installation message pair. The Installation Setup message pair SHOULD be followed by the Rights Installation message pair. If an SRM Agent receives any request message other than the RightsInstallationRequest following receipt of the InstallationSetupRequest, the SRM Agent SHOULD return Unexpected Request in the Status field of the response message.

[image: image1.emf]
Figure 1: Sequence Diagram – Movement of Rights from Device to SRM
Before sending the InstallationSetupRequest message, the DRM Agent MUST check the following in the Rights Object that will be Moved:

1) Check if the Rights Object has the <move> permission. If there is no <move> permission, then do not perform the Move transaction.

2) Check if the <move> permission has a <system> constraint. If there is no <system> constraint, proceed with step 3; else check the <context> child element(s) of the <system> constraint. If any <context> child element identifies the SRM protocol, then proceed with step 3; else do not perform the Move transaction.

3) Check if the <move> permission has a <count> constraint. If there is a <count> constraint, then check the current count value in the state. If the current count is 0, then do not perform the Move transaction. Otherwise (current count > 0), decrement current count value.

Change 3:  Change section 5.7.7.3 as follows:

5.7.7.3. Rights Consumption and Release

The DRM Agent performs the following steps before locally consuming a Rights Object in the SRM in order to use an associated DRM Content:

1) If the Rights Object is stateful, the DRM Agent SHOULD verify that the State Information is consistent with the <rights> element
. If the State Information is inconsistent, the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate local consumption. 
2) The DRM Agent SHOULD verify the RI signature over the <rights> element (note that this requirement MAY not be required under certain trust models as described in section 5.1.2). If the signature fails, the DRM Agent MUST re-enable the Rights Object on the SRM as described in section 5.7.8.5 and terminate local consumption.
When one of <count>, <timed-count>, <interval>, and <accumulated> is used to constraint permissions granted to the DRM Content, after the DRM Agent retrieves the REK (as specified in section Error! Reference source not found.), the DRM Agent SHALL locally consume the Rights as if the Rights is locally installed in the Device, updating the state as specified in [OMADRMv2]. After local consumption, the DRM Agent SHALL update the State Information (for stateful Rights Objects) in the SRM when it releases the Rights as specified in this section.

Note that a Trust Authority may decide different timing of the Rights Enablement Message activation for each constraint. Default behaviour is that the Rights Enablement Message processing is executed after consumption.












� For example, if the Rights Object has a <count> constraint of 5 but the State Information indicates that the remaining count is 10, the State Information is inconsistent.


� For example, if the Rights Object has a <count> constraint of 5 but the State Information indicates that the remaining count is 10, the State Information is inconsistent.
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