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1 Reason for Change

It was recognized during the discussion of SRM comment B250-PH that an additional error code should be added to the CRL Update message to indicate when the issuer of the CRL is not supported by the SRM. 
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that DRM agree to this CR

6 Detailed Change Proposal

Change 1:  Add new error code to Table 25
5.7.4.4 CRL Delivery from Device to SRM
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Figure 9: Sequence Diagram – CRL Delivery from Device to SRM
5.7.4.4.1 Message Description

The DRM Agent sends the CRLUpdateRequest to replace the current CRL in the SRM with the CRL in the Device. The parameters of the request are defined in Table 23.
Table 23: Parameters of CRLUpdateRequest
	Parameters
	Protection Requirement
	Description

	CRL
	No
	Certificate Revocation List (CRL) contains revocation status information for Device Certificates or SRM Certificates. Refer to Appendix E.2


Upon receiving the CRLUpdateRequest, the SRM Agent verifies the signature over the CRL. If the signature of the CRL is valid, and the received CRL is newer than the CRL of the SRM, then the SRM Agent replaces the current CRL in the SRM with the received CRL. The CRL numbers are compared to determine if the received CRL supersedes the CRL stored in the SRM.
The SRM Agent can recognize the CRL issuer by referring to the authorityKeyIdentifier component in the CRL.

In case the SRM Agent received a valid OCSP response as specified in section 5.7.4.2 and 5.7.4.3, the SRM Agent checks if the producedAt time of the OCSP response is between the thisUpdate time and nextUpdate time of the received CRL.
The SRM Agent then sends the CRLUpdateResponse. The parameters of the response are defined in Table 24. If any error occurs during this action, the error MUST be reported to the DRM Agent. The Status parameter of the CRLUpdateResponse contains the error cases as specified in Table 25.
Table 24: Parameters of CRLUpdateResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the CRLUpdateRequest is successfully handled or not. The Status value is specified in Table 25


Table 25: Status of CRL Update Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Old CRL
	CRL in the request is older than the CRL in SRM, or the nextUpdate time of the received CRL is older than the producedAt time of the OCSP response.

	CRL Verification Failed
	The verification of the signature over CRL is failed.

	Trust Anchor Not Supported
	The issuer of the CRL in the request is not supported by the SRM Agent

	Unknown Error
	Other errors
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