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1 Reason for Change

This CR proposes a Key Management System for the Local Rights Manager, when it uses the shared key mechanism. The CR introduces the concept of generations: the LRM receives from the DA a Generation Key (GK), which it can use to create a limited number of Imported ROs. These Imported ROs are bound to the User Domain and can only be shared in this User Domain.
The use of generations allows the revocation of LRMs: when an LRM becomes revoked, the DA ceases to supply Generation Keys to the LRM. In this way the LRM can only generate a limited number of legitimate ROs after the revocation.

2 Impact on Backward Compatibility

Legacy DRM Clients will be unable to process Imported ROs. This can be resolved by enabling a protocol that allows an RI to transform Imported ROs to OMA DRM v2.x compliant ROs.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the OMA-DRM group to agree the CR.
6 Detailed Change Proposal

2.1 Normative References

	[CertProf]
	“Certificate and CRL Profiles”, OMA-Security-CertProf-v1_1, Open Mobile Alliance, http://www.openmobilealliance.org

	[PKCS-1]
	"PKCS #1 v2.1: RSA Cryptography Standard", RSA-Laboratories. June 2002.

URL: http://www.rsasecurity.com/rsalabs

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, http://www.ietf.org/rfc/rfc2234.txt

	[SHA-1]
	NIST FIPS 180-2: Secure Hash Standard. August 2002.
URL:http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, http://www.openmobilealliance.org

	[SCE A2A TS]
	


3.2 Definitions

	Imported Rights Object
	An OMA RO resulting from converting Import-Ready Data.

	lsb128( x )
	The 128 least significant bits of the integer x.

	a || b
	The concatenation of the fields a and b.


3.3 Abbreviations

	GK
	Generation Key

	LRM
	Local Rights Manager

	LRM-DDK
	LRM Diversified Domain Key

	LRM-MDK
	LRM Master Domain Key

	OMA
	Open Mobile Alliance

	SCE
	Secure Content Exchange


5.3.3 Import into User Domains

To enable Import to a User Domain by means of the shared-key mechanism in a secure manner, the LRM can only generate a limited number of Imported ROs before it has to contact the DA. This is enforced by a generation key mechanism.

5.3.3.1 Delivery of LRM Master Domain Key and Generation Key

During the registration of the LRM to the DA, the LRM receives from the DA an 128-bit LRM-MDK. This key is used to deliver secrets that the LRM needs to generate Imported ROs. The LRM-MDK is also delivered to the DRM Agents in the User Domain. Together with the LRM-MDK, the LRM receives its first Generation Key (GK). This GK can be used to generate a limited number maxNumberOfROs of Imported ROs. After the LRM has generated the maxNumberOfROs ROs, it needs to contact the DA to receive a fresh GK.

The DA delivers the GK in a DAGenerationInfo element of the DAGenerationInfoType:

<complexType name="DAGenerationInfoType">

  <sequence>

    <element name="DASignedData">

      <sequence>

        <element name="DAID" type="roap:Identifier"/>

        <element name="LRMID" type="roap:Identifier"/>

        <element name="generationKey" type="xenc:EncryptedKeyType"/>

        <element name="maxNumberOfROs" type="xs:decimal"/>

        <any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

      </sequence>

    </element>

    <element name="signature" type="ds:SignatureType"/>

  </sequence>

</complexType>

The <DASignedData> element contains at least the <DAID>, <LRMID>, <generationKey> and <maxNumberOfROs> elements. It MAY contain more fields, which DRM Agents SHOULD ignore. The <DASignedData> element is signed by the DA as described below.
The <LRMID> element identifies the LRM. It consists of the hash over the LRM's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1. This information is part of the LRM Context.

The <generationKey> element contains the GK, encrypted with the LRM-MDK.

The <maxNumberOfROs> element contains the value maxNumberOfROs, that indicates the maximal number of ROs that the LRM MAY generate with the corresponding GK.
The <signature> element is of type ds:SignatureType from [XML-DSIG]. The signature SHALL be made over the <DASignedData> element. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The signature algorithm SHALL be RSA-PSS, with all parameters having default values (see [PKCS-1], Appendix C).
5.3.3.2 Imported ROs for the User Domain

After the LRM has received a Generation Key, it can generate at most maxNumberOfROs Imported ROs using that GK. An ImportedRO has the following structure:

<complexType name="ImportedROType">

  <element name="LRMSignedData">

    <sequence>

      <element name="DAGenerationInfo" type="DAGenerationInfoType"/>

      <element name="LRMRONumber" type="xs:decimal"/>

      <element name="rights" type="o-ex:rightsType"/>
      <element name="REK" type="xenc:EncryptedKeyType"/>

      <any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

    </sequence>

  </element>

  <element name="signature" type="ds:SignatureType"/>
</complexType>

The <LRMSignedData> element SHALL contain at least a <DAGenerationInfo> element, an <LRMRONumber> element, a <rights> element and an <REK> element. It MAY contain more fields, which DRM Agents SHOULD ignore. The <LRMSignedData> element is signed by the LRM as described below.

The <DAGenerationInfo> element contains the DA-signed Generation Info associated with the currently valid GK.

The <LRMRONumber> contains a value LRMRONumber, such that 0 ≤ LRMRONumber < maxNumberOfROs. Each Imported RO MUST contain a unique (LRMRONumber, GK) pair. After maxNumberOfROs Imported ROs have been generated, the LRM MUST request a new GK from the DA. The DRM Agent SHALL NOT accept two different Imported ROs that are generated by the same LRM and use the same (LRMRONumber, GK) pair.

The <rights> element contains the permissions and constrains associated with the Imported Content.
The <signature> element is of type ds:SignatureType from [XML-DSIG]. The signature SHALL be made over the <LRMSignedData> element. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The signature algorithm SHALL be RSA-PSS, with all parameters having default values (see [PKCS-1], Appendix C).
The <REK> element contains the REK associated with the Imported Content is encrypted with a 128-bit LRM-DDK. This LRM-DDK is defined as follows:

LRM-DDK = lsb128( SHA-1( GK || LRMRONumber ) )
In this formula, GK is coded as a 128-bit integer in network order. LRMRONumber is a 16-bit integer, coded in network order. The function SHA-1 calculates the SHA-1 hash as defined in [SHA-1].
Imported ROs can be delivered out-of-band.
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