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1 Reason for Change

Per SRM AP 017, this CR resolves SRM CONRR comments B196, B197 and B267 that state:

	B196-QU
	2007.07.18
	E
	Appendix F.1
	Source: QUALCOMM

Comment: To avoid issues similar to the <export> issues, the <move> permission should be at the foundation model and not the permission model.
Proposed Change:
	Status: OPEN

	B197-QU
	2007.07.18
	E
	Appendix F.1.1
	Source: QUALCOMM

Comment: To avoid issues similar to the <export> issues, the <move> permission should be at the foundation model and not the permission model.

Proposed Change: 
	Status: OPEN

	B267-BS
	2007.07.18
	T
	F.1
	Source: Beep Science

Form: OMA-CONR-2007-0010

Comment: The appendix defines an extension to the DRM 2.0 REL to enable “move” of a Rights Object between a Device and an SRM. The current specification defines this as a <move> permission within the REL permission model. 

The permission model however is clearly defined in REL such that each permission is associated with just one or more <asset>s. A <permission> is not a global entity in a rights object. 

The ability to control the whether a rights object may or may not be moved should be specified at a global level within the rights object.

Proposed Change: Delete the <move> element from the Permission Model. Make it part of the REL Foundation model. The <move> element could be a child of the <rights> element, or it could simply be an attribute of the <rights> element.
	Status: OPEN 


2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 2.1 as follows:

2.1 Normative References

	[AES]
	“NIST FIPS 197: Advanced Encryption Standard (AES)”. November 2001. http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

	[IOPPROC]
	“OMA Interoperability Policy and Process”. Version 1.1. Open Mobile Alliance™. OMA-IOP-Process-V1_1. http://www.openmobilealliance.org/

	[ODRL]
	“Open Digital Rights Language (ODRL)”, Version 1.1, 8 August 2002,  URL:http://odrl.net/1.1/ODRL-11.pdf or URL:http://www.w3.org/TR/odrl/ 

	[OMADRMv2]
	“Digital Rights Management”. Open Mobile Alliance(. OMA-DRM-DRM-V2_0. http://www.openmobilealliance.org/

	[OMADRMv2.1]
	“Digital Rights Management”. Open Mobile Alliance(. OMA-DRM-DRM-V2_1. http://www.openmobilealliance.org/

	[PKCS-1]
	“PKCS #1 v2.1: RSA Cryptography Standard”. RSA Laboratories. June 2002. http://www.rsasecurity.com/rsalabs

	[HMAC]
	“HMAC: Keyed-Hashing for Message Authentication”. H. Krawczyk, M. Bellare, and R. Canetti. Informational. February 1997.  http://www.ietf.org/rfc/rfc2104.txt 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997. http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997. http://www.ietf.org/rfc/rfc2234.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, R. Fielding, L. Masinter. August 1998. http://www.ietf.org/rfc/rfc2396.txt

	[RFC2630]
	“Cryptographic Message Syntax”. R. Housley. June 1999. http://www.ietf.org/rfc/rfc2630.txt

	[RFC3280]
	"Internet Public Key Infrastructure - Certificate and Certificate Revocation List (CRL) Profile". R. Housley, W. Polk, W. Ford, and D. Solo. April 2002. http://www.ietf.org/rfc/rfc3280.txt

	[SHA1]
	“NIST FIPS 180-2: Secure Hash Standard”. August 2002. http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf

	[WBXML]
	“Binary XML Content Format Specification”. WAP Forum(. WAP-192-WBXML. http://www.openmobilealliance.org/


Change 2:  Change Appendix F as follows:

Appendix F. Move Permission in Rights Object (Normative)
The Move permission in a Rights Object grants the permission to move the Rights Object between devices and SRMs. Extension are made to REL following the models defined in [ODRL].
F.1 Extension of Foundation Model in REL
This document defines the extension of the OMA DRM REL specification [OMADRMv2] to include the Move permission in Rights Objects.
F.1.1 Element <rights>
	Element
	<!ELEMENT o-ex:rights (o-ex:permission?, o-ex:context, o-ex:agreement)>

	Semantics
	The <rights> element is the root element of all Rights Objects defined according to this specification. It contains an optional <permission> element and the mandatory <context> and <agreement> elements linking assets to corresponding permissions.


F.1.2 Element <permission>
	Element
	<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?, o-dd:move?)>

	Semantics
	The <move> permission is only allowed when the <permission> element is a child of the <rights> element. When the <permission> element is a child of the <rights> element, then only the <move> permission is permitted and all other permissions are prohibited. For the other permissions, refer to the OMA DRM REL specification [OMADRMv2].


F.1.3 Element <move>
	Element
	<!ELEMENT o-dd:move (o-ex:constraint?)>

	Semantics
	The <move> element grants the permission to move a Rights Object from a Device to an SRM or from an SRM to a Device.
The <move> element has the semantics of moving a Rights Object between Devices and SRMs.
If the <move> element has a <constraint> sub-element, only the <count> constraint is allowed and all other constraints are prohibited.
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