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1 Reason for Change

During the Vancouver meeting, OMA-DRM-2007-0474 was presented. In CR 474, it was proposed that the LRM can only generate a limited number N of Imported ROs using a single Validity Token (VT). After the N Imported ROs have been generated, the LRM has to acquire a new VT.
In CR 474, it was also proposed to use an LRM KMS different from the KMS used for normal ROs. The LRM KMS is based on a Generation Seed (GS), which is different for each VT. The GS is used to introduce key diversion in Imported ROs, i.e. to ensure that each Imported RO uses a different key.

In Vancouver, the group requested that CR 474 was to be split up into two CRs: one introducing the number restriction and one introducing the GS. This CR introduces the number restriction.
In this CR, it is proposed that the number of Imported ROs that an LRM generates with one VT is restricted. To achieve this, the VT contains a minRONumber and a maxRONumber. When the LRM generates an Imported RO using this VT, it must include a number RONumber between minRONumber and maxRONumber. The DRM Agent does not accept two different Imported ROs, that share the same RONumber.
R01 clarifies that the number restriction in the VT is applicable to the shared-key mechanism. It also renames <DASignedData> to <validityData>.
2 Impact on Backward Compatibility

LRM generated Imported ROs cannot be used by legacy DRM 2.0/2.1 Devices, since they cannot understand the VT. To enable DRM 2.0/2.1 Devices to use Imported Content, a mechanism converting Imported ROs to normal RI generated ROs needs to be defined.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.
6 Detailed Change Proposal

Change 1:  Introduce text for Imported ROs
5.3.3 Import into User Domains

For the creation of Imported ROs to a User Domain using the shared-key mechanism, the LRM needs a Validity Token (VT). The VT is delivered from the DA to the LRM and allows the LRM to create a limited number of Imported ROs. After the creation of a specified number of ROs, the VT expires. After the VT has expired, the LRM can acquire a fresh VT by performing the VTDelivery protocol as specified in Section ....

The VT has the following format:
<complexType name="ValidityTokenType">

  <sequence>

    <element name="validityData">

      <element name="DAID" type="roap:Identifier"/>

      <element name="ID" type="roap:Identifier" minOccurs="0"/>
      <element name="minRONumber" type="xs:decimal" minOccurs="0"/>
      <element name="maxRONumber" type="xs:decimal" minOccurs="0"/>
      <element name="expiryDate" type="dateTime" minOccurs="0"/>
      <choice minOccurs="0" maxOccurs="unbounded">

        <element name="isRI"/>

        <element name="isLRM"/>
      </choice>
      <extensions>
        <any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
      </extensions>
    </element>

    <element name="signature" type="ds:SignatureType"/>
  </sequence>

</complexType>
The <validityData> element MUST contain at least the <DAID> and <ID> elements. It MAY contain the <minRONumber> and <maxRONumber> elements, or the <expiryDate> element, or both. The <validity> element is signed by the DA as described below.
For an LRM VT, the <ID> element MUST identify the LRM. It consists of the hash over the LRM's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1. This information is part of the LRM Context.

When included, the <minRONumber> element contains the value minRONumber. When the <minRONumber> element is included, the <maxRONumber> element, which contains the value maxRONumber, MUST also be included. Together, these two elements specify the number of ROs that the LRM can generate using this VT.
The <expiryDate> element contains the date and time until which the VT is valid. If included, the LRM SHALL NOT generate Imported ROs using this VT after the expiry date has been passed.
For VTs issued to an LRM, the DA MUST include an <isLRM>, a <minRONumber> and a <maxRONumber> element. VTs issued to an RI contain an <isRI> element.
The <signature> element is of type ds:SignatureType from [XML-DSIG]. The signature SHALL be made over the <validityData> element. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The signature algorithm SHALL be RSA-PSS, with all parameters having default values (see [PKCS-1], Appendix C).
After the LRM has received a VT, it can generate at most maxRONumber-minRONumber+1 Imported ROs. An Imported RO has the following structure:
<!-- Rights Object Definitions -->

<complexType name="ROPayload">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="rights" type="o-ex:rightsType"/>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="timeStamp" type="dateTime" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType"/>

    <element ref="roap:roPayloadAliases" minOccurs="0"/>
    <element name="validityToken" type="ValidityTokenType"/>
    <element name="roNumber" type="xs:decimal"/>
    <element name="lrmSignature" type="ds:SignatureType"/>
    <any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
  </sequence>

  <attribute name="version" type="roap:Version" use="required" />

  <attribute name="id" type="ID" use="required" />

  <attribute name="stateful" type="boolean"/>

  <attribute name="domainRO" type="boolean"/>

  <attribute name="riURL" type="anyURI"/>

</complexType>

The <riID> element contains the LRM ID.

The <rights> element contains the permissions and constraints associated with the Imported Content.
The <timeStamp> value indicates the DRM Time on which the Imported RO was generated. It MUST be given in Universal Coordinated Time (UTC). The <timeStamp> element MUST be included.
The <encKey> element is of type xenc:EncryptedKeyType from [XML-Enc]. It consists of a wrapped concatenation of a MAC key, KMAC and an RO encryption key, KREK. The Id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in the <ds:KeyInfo> elements (if present) inside the <rights> element. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. Since the Imported Rights Object is intended for a User Domain, it will be of the type <roap:domainID> element, identifying the used key.
The <validityToken> element contains a VT that proves that the LRM was entitled to generate this RO.
The <roNumber> contains the value RONumber, such that minRONumber ≤ RONumber ≤ maxRONumber. Each Imported RO MUST contain a unique RONumber. After the LRM has generated maxRONumber-minRONumber+1 Imported ROs, the LRM MUST request a new VT from the DA. The DRM Agent SHALL NOT accept two different Imported ROs generated by the same LRM and using the same LRMRONumber.
The <signature> element SHALL NOT be included in an Imported RO. Instead, the LRM SHALL include an <lrmSignature> element. The <lrmSignature> element contains the LRM signature over the concatenation of the <riID> element, the <rights> element, the <timeStamp> element, the <encKey> element, the <vadilityToken> element and the <roNumber> element.
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