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1 Reason for Change

Several changes are proposed against SCE DRM TS.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes and incorporate into TS
6 Detailed Change Proposal
Change 1: 
replace “MoveRightsResponse” with “ROUpgradeResponse”
7.1 Processing ROUpgradeRequest

To process the ROUpgradeRequest message, the RI MUST:

· Check if it has valid Device Context with the Device that sends the ROUpgradeRequest message. If RI finds that the Device Context corresponding to the <deviceID> element of the ROAP-ROUpgradeRequest message is unavailable or invalid e.g. expired, it MUST respond with NotRegistered error. RI MAY form a <reason> element that includes the textual reason for this failure and put it into the response message.
· Verify the Device’s signature on the whole message, using the last <signature> element in the message. The signature verification conforms to [DRMDRM]. If the verification is not successful, the RI MUST respond with SignatureError error. RI MAY form a <reason> element that includes the textual reason for this failure and put it into the response message
· Check the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM]. If the RI detects that the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error. RI MAY form a <reason> extension that includes the textual reason for this failure and put it into the response message
· Verify the RI’s signature on the <rights> element in the request message, using the <signature> element under the <rightsInfo> element. The verification must include the step for checking whether the signature was generated by the RI. If the verification fails, the RI MUST respond with UnknownRO error. RI MAY form a <reason> extension that includes the textual reason for this failure and put it into the response message
· If any <stateInfo> element is supplied under the <rightsInfo> element in the request message, check whether the State Information indicates that the Rights is still available for the Device that sends the request message, in case the additional permission is about sharing (e.g. Move or Copy) permission. If RI finds the Rights is already not available for the Device, then the RI MUST respond with InvalidRO
 error. RI MAY form a <reason> extension that includes the textual reason for this failure and put it into the response message
If all the above checks or verifications are successful, then the RI MUST respond with a ROUpgradeResponse message that contains:
·  <status> element with “success” value. 

· new protected ROs that include the Rights indicated by the original RO and corresponding State Information (if exists) and the information of Rights indicated by the <upgradeInfo>.
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