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1 Reason for Change

During the Vancouver meeting OMA-DRM-2007-0475-INP_Issues_with_key_lifetime.ppt was presented considering the key lifetime and its impact on OMA DRM.

In this CR, we introduce an informative text that describes the influences of key lifetime according to RI and device public keys and certificates.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

Change 1:  Add informative text about key lifetime
Appendix J.     Key Lifetime Issues 
(Informative)

This section considers the issues associated with the lifetime of public and private keys owned by the OMA DRM parties and deployed during the execution of their functionalities. Expiry of keys due to expiry of the accompanying certificates affects long-term deployment of OMA DRM and should therefore be taken into account. 
The certification authority that issues certificates is responsible for the validity period of certificates and their extension. A certificate update may also be needed due to security reasons, such as a direct compromise of the associated private key, a security breach of the owning party or an upgrade of either the key strength or the PKI algorithm. Therefore updating the certificate may also require issuing a new private/public key pair.
In the case that the RI certificate expires, old RI signatures can no longer be verified in the device. This should be especially considered in the context of installing old Domain ROs in a device. Since an RO installation requires verification of the RI signature, it may not be possible to install old Domain ROs in a device resulting in a bad user experience. 
An expiry of the device public key certificate may lead to several ramifications. A device with an expired certificate, will no longer be able to authenticate itself against a RI. Mechanisms for updating a device certificate may be needed, but this is out of scope of this specification. On the contrary, issuing lifelong certificates to devices would require that the certification authority stores data of an increasing amount of devices. Moreover, this would cause long revocation lists. 
The mentioned issues have an affect on both RIs and devices. Certification authorities should consider the above described issues before issuing RI and device certificates, as it has an impact on the standardized OMA DRM functionalities.
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