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1 Reason for Change

The purpose of this CR is to introduce DEA-managed sharing of (network-) RI-originated Rights Objects. These are Device Rights Objects that include a DEA-management constraint on Rights transfer permissions. Such DEA-management is completely independent of LRM functionality. No change in DEA management processing is required to enable DEA-managed sharing of RI-originated Rights Objects. A DEA need not be aware of such Rights Objects. Such Rights Objects are not cryptographically exposed to a DEA because these Rights transfers are done over an A2A SAC rather than over a (symmetric) PairingSecret- based SAC. The original Device that is targeted by the RI to receive the RO need not be associated with any DEA (as a User Domain Device or Guest Device) in order to locally consume. The Source Device relative to a Rights transfer utilizes a Pairing that is issued by any DEA with which the Device is associated as a User Domain Device.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Introduce new section (8.3.9) on DEA-managed sharing of RI-originated Rights Objects 
8.3.8. Sharing Rights with Guest DRM Agents under Pairing-Key management

8.3.9. DEA-managed sharing of RI-originated Rights Objects

DEA-managed sharing of RI-originated Rights Objects SHALL apply to only those Rights Objects that include a DEA-management constraint on Rights transfer permissions. Such a DEA constraint MAY apply to Rights transfers between User Domain Devices. Such a DEA constraint MAY apply to Rights transfers between a User Domain Device and a Guest Device.
Each Rights transfer SHALL occur over an A2A SAC. No use is made during such Rights transfers of the PairingSecrets that are distributed to Devices via Pairings. However, as a condition of the Rights transfer each Device MUST independently verify that there is a currently valid Pairing of the two Devices. The establishment of the A2A SAC that is used for the Rights transfer MUST be based on the two Device certificates that are identified by the Pairing. The designation of each of the two Devices within the Pairing as either User Domain Device or Guest Device MUST be consistent with the type of Rights transfer that is attempted.












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

