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1 Reason for Change

The CR suggests the LRM and the RI communicates the information about whether the RI will provide Move LRM Rights service for the LRM.
What is more, there is opinion that the information such as <supportedUpstreamDRMs> should have been communicated in LRMRIRegistration message rather than LRMRIHello message, so this CR suggests moving them from hello message to registration message.
R01:

Incorporate David’s comment: to address the association between the <provideMoveService> element and LRM Created RO. The text added or modified in R01 is marked as green.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG members to review and agree the proposal
6 Detailed Change Proposal

Change 1:  Modify section 6.1.1 as below
6.1.1 LRM-RI Registration Protocol
The LRM-RI Registration Protocol is a complete security information exchange and handshake between the RI and the LRM and is generally only executed at first contact, but may also be executed when there is a need to update the exchanged security information, or when DRM Time in the LRM is deemed inaccurate by the Rights Issuer. This protocol includes negotiation of protocol parameters and protocol version, cryptographic algorithms, exchange of certificate preferences, optional exchange of certificates, mutual authentication of Device and RI, integrity protection of protocol messages.

Successful completion of the Registration protocol results in the establishment of an RI Context in the LRM containing RI-specific security related information such as agreed protocol parameters, protocol version, and certificate preferences. An RI Context is necessary for execution of the other protocols in the SCE-4-LRMP suite. 
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Figure 2 – The 4-pass LRM-RI Registration Protocol
6.1.1.1 LRM-RI Hello Request
The LRM-RI Hello Request message is sent from the LRM to the Rights Issuer to initiate the 4-pass LRM-RI Registration protocol. This message expresses LRM information and preferences. The request message is an element of type gen:Request, in which the elements are the same as specified in section 6.2 in [GEN-TS]
	
	
	

	
	
	

	
	
	

	
	
	





















6.1.1.2 LRM-RI Hello Response

The LRM-RI Hello Response message is the second message of the 4-pass LRM-RI Registration protocol and is sent from the Rights Issuer to the LRM in response to an LRM-RI Hello Request message. The message expresses RI preferences and decisions based on the values supplied by the LRM. The response message is an element of type gen:Response, in which the elements are the same as specified in section 6.3 in [GEN-TS].
	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	
















6.1.1.3 LRM-RI Registration Request

An LRM sends the LRM-RI Registration Request message to an RI to request registration with the RI. The message is sent as the third message in the 4-pass LRM-RI Registration protocol. The request message is an element of type gen:Request,in which the elements are present:
	element / attribute
	usage
	value

	sessionID
	M
	Default, as specified in [GEN], section xyz

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	time
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	reqInfo
	M
	Specified below

	signature
	M
	Default, as specified in [GEN], section xyz


Table 1: LRM-RIRegistrationRequest Message Parameters
The “xsi:type” attribute of <reqInfo> element in LRM-RIRegistrationRequest message MUST be set as “lrm:LRMRIRegistrationReqInfo”. The type of “lrm:LRMRIRegistrationReqInfo” is defined as below.


<complexType name="LRMRIRegistrationRequest">
<complexContent>

  <extension base=”gen:RegReqInfo”>



<sequence>
                   <element name=”supportedUpstreamDRMs” type=”SetOfDRMSystem”/>
                   <element name=”needMoveService” minOccurs=”0”/>


</sequence>
       </extension>

    </complexContent>


</complexType>
<complexType name="SetOfDRMSystem">



<sequence>



<element name="supportedDRMSystem" type="string" maxOccurs="unbounded"/>



</sequence>


</complexType>
Besides the elements included in gen:RegReqInfo, the <reqInfo> element in LRM-RIRegistrationRequest message includes further <supportedUpstreamDRMs> element and one optional <needMoveService> element.
The <supportedUpstreamDRMs> identifies the upstream DRM system that supported by the LRM, i.e. the LRM can import RO from these DRM systems.

The <needMoveService> element, if present, is used by the LRM to indicate to the RI that the LRM needs the RI provides Move service for the ROs created by the LRM, so that the ROs created by the LRM can be Moved via the RI to other Devices.
6.1.1.4 LRM-RI Registration Response
The LRM-RI Registration Response message is sent from the Rights Issuer to the LRM in response to an LRM-RI Registration Request message. This message completes the Registration protocol, and if successful, enables the LRM to establish an RI Context for this RI.The response message is an element of type gen:Response,in which the elements are present:
	element / attribute
	usage
	value

	status
	M
	Default, as specified in [GEN], section xyz

	sessionID
	M
	Default, as specified in [GEN], section xyz

	errorMessage
	O
	Default, as specified in [GEN], section xyz

	errorRedirectURL
	O 
	Default, as specified in [GEN], section xyz

	reqID
	M
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	ocspResponse
	O
	Default, as specified in [GEN], section xyz

	rspInfo
	M
	Specified below

	signature
	M
	Specified below


Table 2: LRM-RIRegistrationResponse Message Parameters
The “xsi:type” attribute of <rspInfo> element in LRM-RIRegistrationResponse message MUST be set as “lrm:LRMRIRegistrationRspInfo”. The type of “lrm: LRMRIRegistrationRspInfo” is defined as below:

<complexType name=" LRMRIRegistrationRspInfo ">
<complexContent>

    <extension base=”gen:ResReqInfo”>



<sequence>



                    <element name=”selectedUpstreamDRMs” type=”SetOfDRMSystem” minOccurs=”0”/>
                    <element name=”provideMoveService” minOccurs=”0”/>


</sequence>
      </extension>

    </complexContent>


</complexType>
Besides the elements included in gen:ResRegInfo, the <rspInfo> element in LRMRIRegistrationResponse message includes further <selectedUpstreamDRMs> element and an optional <provideMoveService> element.
The <selectedUpstreamDRMs> specifies the upstream DRM systems that will be supported by the RI. 

The <provideMoveService> element is used by the RI to indicate to the LRM whether the RI will provide Move service for the ROs that the LRM creates: 

· If the <provideMoveService> element is present in rspInfo element in LRM-RIRegistrationResponse, the LRM MAY indicate within all the Imported-Rights-Objects that the LRM creates that this particular Rights Issuer is eligible to Move the Rights. 
· If the <provideMoveService> element is NOT present in rspInfo element in LRM-RIRegistrationResponse, the LRM SHALL NOT indicate within any Imported-Rights-Object that the LRM creates that this particular Rights Issuer is eligible to Move the Rights.
TBD: Add trigger for LRM-RI registration protocol.
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