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1 Reason for Contribution

This input contribution summarizes the DRM 2.1 Problem Reports as of 13 February 2008. In R01 the DRM WG resolutions are given.
2 Summary of Contribution

In total 8 PRs have been received.
3 Detailed Proposal

See Annex below.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM 2.1 experts are requested to review the PRs and to produce DRM 2.1 CRs as needed to resolve the PRs.
ANNEX

Submitted DRM 2.1 PRs
Report No.  : 0034

State       : NEW

Resolution  : No Resolution Given

View URL    : https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0034
Raised      : 2008-01-05 00:50GMT

Updated
: 2008-01-09 18:02GMT

DRM Version:

DRM 2.1

Specification:

OMA-TS-DRM_DRM-V2_1-20070919-C

Location in Spec:

16.2

Problem Description:

The href associated with the XSI namespace prefix does not have an 

attribute value 
Problem Statement:

In section 16.2 of the 7.24.2007 OMA DRM 2.1 specification (apparently not in list), there is a table containing Attribute Code Pages. This table is used to compress certain common strings. 

In the right side (Attribute Value) section of the table, there is no 

corresponding attribute to the namespace HREF that the xsi prefix is 

defined to use in the ROAP specification: "http://www.w3.org/2001/XMLSchema-instance"; 

There IS an entry for "http://www.w3.org/2001/XMLSchema"; (attribute 

value 8B), but this namespace is not used at all by the ROAP 

specification. 

The recommended fix is to treat this as a 'typo' and simply change the unused namespace "http://www.w3.org/2001/XMLSchema"; to "http://www.w3.org/2001/XMLSchema-instance"; in the table. DRM WG comment: recommended fix accepted
If this is NOT fixed, a strict interpretation of the spec would 

require a WBXML encoder to use a string literal to represent the 

correct namespace HREF, wasting bytes.
Report No.  : 0035

State       : NEW

Resolution  : No Resolution Given

View URL    : https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0035
Raised      : 2008-01-05 01:04GMT

Updated
: 2008-01-09 18:07GMT

DRM Version:

DRM 2.1

Specification:

OMA-TS-DRM_DRM-V2_1-20070919-C

Location in Spec:

H.7.1

Linked Problem Reports: 

https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0034
Problem Description:

Missing xsi namespace declaration in WBXML encoding example 
Problem Statement:

The example in H.7.1 in the 7.24.2007 OMA DRM 2.1 specification has a 

reference to the 'xsi' namespace: 

<keyIdentifier xsi:type="roap:X509SPKIHash"> 

<hash>IMUjt0T7l2mSweqebvQyZp89fqI=</hash> 

</keyIdentifier> 

However, this namespace is not declared in the example or in the 

encoded WBXML document. 

This relates to another problem report (0034) where an attribute code 

value is missing for the table for said declaration. 

Recommended fix is to resolve 0034 first, then add the missing 

namespace declaration to the XML and corresponding WBXML document in 

the example. DRM WG: Recommended fix accepted; the missing namespace declaration is to be added to the XML and corresponding WBXML document in the example.
Report No.  : 0036

State       : NEW

Resolution  : No Resolution Given

View URL    : https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0036
Raised      : 2008-01-12 00:43GMT

DRM Version:

DRM 2.1

Specification:

OMA-TS-DRM_DRM-V2_1-20070919-C

Location in Spec:

H.7.1

Problem Description:

WBXML Encoding example missing END tag between attribute list and

content list

Problem Statement:

In 7.24.2007 version of the spec, there's an error in the WBXML

encoding example in section H.7.1, specifically in the area encoding

the ds:SignatureValue element. The sequence in question in the example

is:

... beginning of doc

DA <ds:SignatureValue

09 xmlns:ds=

89 "http://www.w3.org/2000/09/xmldsig#"

03 STR_I (inline string followed by a terminator)

... rest of doc

Here, the '89' refers to the value of the last attribute in the list,

and the '03' starts the string literal for the CONTENT of the element.

There should be an END tag (value 01) in between the 89 and the 03:

DA <ds:SignatureValue

09 xmlns:ds=

89 "http://www.w3.org/2000/09/xmldsig#"

01 >  -- end attribute list Comments DRM WG: seems OK
03 STR_I (inline string followed by a terminator)

As proof, look at the BNF format in the WBXML spec for the encoding of

elements:

element         = stag [ 1*attribute END ] [ *content END ]

Recommended fix is to add the missing END tag in the correct location.

Report No.  : 0037

State       : NEW

Resolution  : No Resolution Given

View URL    : https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0037
Raised      : 2008-01-12 01:08GMT

DRM Version:

DRM 2.1

Specification:

OMA-TS-DRM_DRM-V2_1-20070919-C

Location in Spec:

16.4

Problem Description:

No extension is defined for WBXML-encoded ROAP triggers.

Problem Statement:

The DRM spec as of 7.24.2007 defines an extension for XML-encoded ROAP

triggers (.ort) but no such extension is defined for WBXML-encoded

ROAP triggers.

All other ROAP object types have extensions, and an implementation may

use the extensions defined in the spec to facilitate interoperability

between client, server, and other DRM-related components.

Recommended fix is to add an extension definition for WBXML-encoded

triggers, preferably in a subsection of '16.4 Processing'. DRM WG comments: Looking at the MIME type you know whether it is XML or WBXML and if the MIME type is not available, then looking at the first character of the file lets you know whether it is XML or WBXML. 
Report No.  : 0038

State       : NEW

Resolution  : No Resolution Given

View URL    : https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0038
Raised      : 2008-01-21 22:21GMT

DRM Version:

DRM 2.1

Specification:

OMA-TS-DRM_REL-V2_1-20070919-C

Location in Spec:

5.5.1, 5.5.2, 5.5.2.1, 5.5.2.2

Problem Description:

REL spec refers to 'tracked' element in both o-dd and oma-dd namespace.

Problem Statement:

The DRM 2.1 REL spec (version 20070724) appears to define

the 'tracked' element under the 'requirement' element two different

ways:

First, in 5.5.1:

<!ELEMENT o-ex:requirement (o-dd:tracked?)>

Next, in 5.5.2:

Element<!ELEMENT o-dd:tracked EMPTY>

However, in 5.5.2.1 it is different:

<!ATTLIST oma-dd:tracked oma-dd:timed CDATA "0">

and again in 5.5.2.2:

<!ATTLIST oma-dd:tracked oma-dd: contentAccessGranted (true | false |

1 | 0) ?false?>

Recommended fix is to adopt either the 'o-dd' or 'oma-dd' prefix for

all occurrences of tracked. All the examples that use 'tracked' would

have to be updated accordingly. DRM WG: There is a typo in the definitions of the attributes of the ‘tracked’ element; oma-dd is to be replaced by o-dd.
Report No.  : 0039

State       : NEW

Resolution  : No Resolution Given

View URL    : https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0039
Raised      : 2008-01-21 22:46GMT

DRM Version:

DRM 2.1

Specification:

OMA-TS-DRM_REL-V2_1-20070919-C

Location in Spec:

C.5

Problem Description:

error in C.5 Example in REL spec

Problem Statement:

This is a minor issue with the metering example in the REL spec

(20070724):

<o-ex:requirement>

<o-dd:tracked timed="10" contentAccessGranted="false"/>

</o-ex:requirement>

The 'timed' and 'contentAccessGranted' attributes are supposed to be

prefixed with oma-dd:, according to the DTD line in section 5.5.2.2

Recommended fix is to update the example to match the rest of the spec. DRM WG: recommended fix is correct. Both attributes are to be preceded by oma-dd:
Report No.  : 0040

State       : NEW

Resolution  : No Resolution Given

View URL    : https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0040
Raised      : 2008-01-23 19:20GMT

DRM Version:

DRM 2.1

Specification:

OMA-TS-DRM_DRM-V2_1-20070625-D

Location in Spec:

see appendix G.1.15 MeteringReportSubmit

Problem Description:

Invalid char '#' in attribute Id in element encKey in parent element

meteringReport in DRM2.1 Spec

Problem Statement:

'#' char is not allowed in <encKey Id="#K_MEK_and_K_MAC">. Seems to be a copy-paste bug. DRM WG: Correct; the # character will be deleted
Report No.  : 0041

State       : NEW

Resolution  : No Resolution Given

View URL    : https://jserver.opengroup.org/OMAPR/DRM/pr/PRView?PR=0041
Raised      : 2008-01-24 20:11GMT

DRM Version:

DRM 2.1

Specification:

OMA-TS-DRM_DRM-V2_1-20070625-D

Location in Spec:

11.4

Problem Description:

Reference to <rawMeteringReport> instead of <rawMeteringReportData> 

appears to be a typo

Problem Statement:

section 11.4 and 11.4.1 of the OMA DRM 2.1 spec, version 20070724:

first: 

"In order to send the Metering Report to the RI the DRM Agent MUST 

insert the Raw Metering Report into the<rawMeteringReport> element of 

an XML fragment of type <meteringReportType>.

11.4.1 Encryption of Metering Reports

To encrypt a Metering Report the DRM Agent MUST:

? Insert the value of a Raw Metering Report into the 

<rawMeteringReportData> element of a xml fragment of type

meteringReportType."

The reference to <rawMeteringReport> appears to be a typo, since the 

meteringReportType XML schema fragment in 5.4.6.1.2 only has the 

<rawMeteringReportData> element.

Recommended fix is to correct this typo from <rawMeteringReport> to 

<rawMeteringReportData> DRM WG: Correct; in multiple occurrences, the <rawMeteringReport> element should read the <rawMeteringReportData> element
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