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1 Reason for Change

This CR is provided by the editor of SCE DRM TS to close AP866 as same below.
SCE TS Editors to provide ETR sections for their TS to the ETR editor prior to Beijing meeting.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG members to agree proposed changes.
6 Detailed Change Proposal

5.1.1 Mandatory Test Requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the client/server

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-M-01
	Parsing of <move> element and eventual associated constraints.
	Required to test that an RO is only Moved when a <move> permission allows it.

	
	REL-M-02
	Forward compatibility of permissions and constraints.
	Required to test whether unknown permissions are ignored and known permissions with unknown constraints are not granted.

	
	REL-M-02
	Forward compatibility, unknown REL elements.
	Required to test whether unknown xml-elements at <any>-locations are ignored.

	
	REL-M-03
	Ignoring permissions with unknown proximity constraints.
	Required to test that an unknown proximity constraint does not cause the parser to fail, and does not result in not granting permissions that are not associated with that proximity constraint.

	
	ROAP-nnn
	ROAP message validation with ROAP Schema
	Required to test whether ROAP schema is properly parsed and ROAP message is properly validated against the schema

	
	ROAP-nnn
	Nonce values in ROAP messages
	Required to test whether nonce values are utilized properly in ROAP messages

	
	ROAP-nnn
	DRM Time checking and adjustment
	Required to test whether the DRM Time is utilized properly

	
	ROAP-nnn
	Certificate Chain
	Required to test whether the Certificate Chain is utilized properly

	
	ROAP-nnn
	OCSP Response Validation
	Required to test whether the DRM Agent validates the OCSP Response properly.

	
	ROAP-nnn
	ROAP Message Signature
	Required to test whether signature in the message is properly generated and verified

	
	ROAP-nnn
	Processing and responding to status codes during ROAP protocol runs
	Required to test whether status code during ROAP protocol runs are processed properly and responded properly

	
	ROAP-nnn
	ROAP Trigger parsing and processing
	Required to test whether ROAP schema is properly parsed and the ROAP Trigger is properly validated against the schema

	
	ROAP-nnn
	2-pass Move RI Rights protocol
	Required to test whether 2-pass Move RI Rights protocol is utilized properly

	
	ROAP-nnn
	2-pass Move LRM Rights protocol
	Required to test whether 2-pass Move LRM Rights protocol is utilized properly

	
	ROAP-nnn
	2-pass RO Upgrade protocol
	Required to test whether 2-pass RO Upgrade protocol is utilized properly

	
	ROAP-nnn
	Initiating ROAP from a BatchRIURL
	Required to test whether BatchRIURL is utilized properly

	
	ROAP-nnn
	Conducting ROAP Acquisition Protocol after execution of 2-pass Move RI Rights protocol
	Required to test whether the RI conduct ROAP Acquisition Protocol after the successful 2-pass Move RI Rights protocol properly

	
	ROAP-nnn
	Conducting ROAP Acquisition Protocol after execution of 2-pass Move LRM Rights protocol
	Required to test whether the RI conduct ROAP Acquisition Protocol after the successful 2-pass Move LRM Rights protocol properly

	
	ROAP-nnn
	Initiating 4-pass ROAP Registration protocol from ROAP Trigger in case of invalid RI Context
	Required to test whether the DRM Agent initiates 4-pass ROAP registration protocol using the <roapURL> element in the trigger.

	
	ROAP-nnn
	The <recipientInfo> element in the trigger
	Required to test whether the RI properly adds the <recipientInfo> element in the trigger message.

	
	ROAP-nnn
	Obtaining ROAP Trigger from the BatchRIURL
	Required to test whether the RI properly return ROAP Trigger at the BatchRIURL.

	
	ROAP-nnn
	Handling of the element of RightsInfo type
	Required to test whether the DRM Agent constructs and the RI verifies the element of RightsInfo type properly.

	
	ROAP-nnn
	Error Redirect URL
	Required to test whether the DRM Agent browses to Error Redirect URL properly

	
	ROAP-nnn
	Post Response URL
	Required to test whether the DRM Agent browses to Post Response URL properly

	
	ROAP-nnn
	Handling of the <lrmRightsInfo> element
	Required to test whether the DRM Agent constructs and the RI verifies the <lrmRightsInfo> element properly.

	
	ROAP-nnn
	State Information transformation
	Required to test whether the State Information is utilized properly. The test MUST check whether:
State Information is represented in the ROAP message properly.
The RI incorporates received State Information during generation of RO.

	
	ROAP-nnn
	Replay protection of Stateless RO
	Required to test whether Replay Cache is utilized properly for the Stateless RO in case where the RO is obtained through other than 2-pass RO Acquisition and Move protocols

	
	ROAP-nnn
	User Consent
	Required to test whether DRM Agent implements user consent requirements properly.
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Table 1: Applicability Table for Enabler Specific Mandatory Test Requirements

5.1.2 Optional Test Requirements

Optional test requirements are covering optional features/functions of an Enabler.

If an optional requirement of the Enabler is implemented in the client/server, this requirement SHALL be tested.

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Error Flow
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Table 2: Applicability Table for Enabler Specific Optional Test Requirements
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