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1 Reason for Change

The <stateInfo> element is used in both RO Upgrade and Move via RI protocols. But the state information it carries is different in these two cases. For Upgrade, it should carry the remaining rights of the RO to be upgraded; while for Move it should carry the rights to be moved to the designated recipient device, which may or may not equal to the remaining rights. For Partial Move, the <stateInfo> element will carry a subset of the remaining rights.

This CR clarifies the content of <stateInfo> in section 5.4. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:
Modify 5.4.1 as follows

5.4 ROAP Schema extension

5.4.1 The RightsInfo type

The RightsInfo type carries information of the Rights to be transferred to the Rights Issuer. All SCE ROAP request message which transfers Rights to Rights Issuer uses this type. E.g. ROAP-MoveRightsRequest, ROAP-ROUpgradeRequest.
<complexType name="RightsInfo">

<element name="roID" type="ID" />
<element name="rights" type="o-ex:rightsType" minOccurs="0" />
<element name="signature" type="ds:SignatureType" minOccurs="0" />
<element name="stateInfo" type="o-ex:constraintType" minOccurs="0" maxOccurs="unbounded" />
<element name="sourceDeviceID" type="roap:Identifier" />
<element name="encKey" type="xenc:EncryptedKeyType" />
<element name="mac" type="base64Binary" />
</complexType>

The element of RightsInfo type SHALL include <roID>, <encKey>, <sourceDeviceID> and  <mac> elements. If the Rights Object is stateful, the element of RightsInfo type SHALL additionally include one or more <stateInfo> element that represents state information (current – retained).
The <encKey> element under the element of RightsInfo type is of type xenc:EncryptedKeyType from [XML-Enc]. It contains a wrapped concatenation of a MAC key, KMAC and a RO Encryption Key, KREK (For detail, see the section 10). The Id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in the <ds:KeyInfo> element inside the <rights> element. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. The <ds:KeyInfo> element SHALL be the <roap:X509SPKIHash> element, identifying the RIs Public Key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in the RI’s certificate

The <mac> element provides integrity protection through a MAC on the canonical version conforming to [DRMDRM] of the element of RightsInfo type (excluding the <mac> elements) using the MAC key, KMAC wrapped in the <encKey> element. The MAC algorithm SHALL be the same algorithm that was negotiated as part of the registration with the RI i.e. the MAC algorithm stored in the RI Context.
When DRM Agent construct element of the RightsInfo type in the request message, the DRM Agent must follow the below. For example, if the instance element of the RightsInfo type is <rightsInfo> element, then

· Add <roID> element under <rightsInfo> element. The value of the <roID> element must be same with original RO.

· If ‘roRequested’ attribute in the corresponding trigger has “true” value, or the user initiates the protocol, then the DRM Agent MUST additionally add <rights>, <signature> elements under the <rightsInfo> element. The <rights> and <signature> elements must be identical to the element stored at the installation time.

· If the Rights Object to be transferred is stateful, add <stateInfo> element, according to the section 5.4.2.

· Add <encKey> element and <mac> element in the <rightsInfo> element.
· Prepare the RO Encryption Key, KREK which is from original RO.
· Randomly generate a 128-bit long MAC Key, KMAC. 

· Encrypt the RO Encryption Key, KREK and MAC Key, KMAC using the RI’s Public Key (see section 10.1.1).
· Package the encrypted RO Encryption Key, KREK and MAC Key, KMAC into the <encKey> element.
· Calculate a MAC on the canonical version of the <rightsInfo> element (excluding the <mac> element) using the MAC key KMAC.  using MAC algorithm from the RI Context.
· Set the value of the <mac> element of the <rightsInfo> element equal to the calculated value.
· Add <sourceDeviceID> element in the <rightsInfo> element. The source device ID is an ID of the device which sends the request message.
When RI verifies the element of the RightsInfo type in the request message, the RI must follow the below. For example, if the instance element of the RightsInfo type is <rightsInfo> element, then
· Check if <sourceDeviceID> element under the <rightsInfo> element matches with signer indicated in the signature for request message.

· In case where RI keeps records for <rights> element <signature> element, if ROID in the request message cannot be found from the Rights Issuer’s issue history, the RI responds with response message containing error status.

· TBD: Some sentences are required to indicate the concept that RI keeps a record regarding how many requests it has processed per a particular roID and its related error codes should be defined.
· If the request message contains <rights> and <signature> element, verify signature and check if the signature has been generated by this Rights Issuer. If the signature verification is failed or the signature was not generated by this Rights Issuer, the RI responds with response message containing error status
· Decrypt RO Encryption Key and verify MAC in the <rightsInfo> element.
· Unwrap the RO Encryption Key, KREK and MAC Key, KMAC (see section 10.1.1).

· Calculate a MAC on the canonical version of the <rightsInfo> element (excluding the <mac> element) using the MAC key KMAC. The MAC algorithm to use is defined in the Device Context.
· Check the calculated value against the <mac> element of the <rightsInfo> element. If the calculated value is not equal to value of the <mac> element of the <rightsInfo> element the RI MUST respond with a response message with error status.
· Do AES-UNWRAP of Content Encryption Key using the decrypted RO Encryption Key. If any error occurred during AES-UNWRAP of Content Encryption Key, the RI regards the requesting DRM Agent didn’t package REK properly and send error message to the requesting DRM Agent.
Change 2:
Add 5.4.2 as follows

State information

The <stateInfo> element is of type o-ex:constraintType [ODRL] and MUST be repeated for every stateful constraint in the original <ro> element that contains an ”id” attribute. A stateful constraint is a <constraint> element that contains one of the following elements: <count>, <timed-count>, <interval> or <accumulated>. 
In case of RO Upgrade, <stateInfo> carries the remaining Rights of the specific RO to be upgraded. For the <count> and <timed-count> elements, the value contains the remaining count value. For the <accumulated> element, the value contains the remaining duration that the Content can be rendered (in the format of the <accumulated> element). The <interval> element is handled differently. If the Content has not been rendered, i.e. the interval has not started, then nothing is placed in the <stateInfo> element. If the Content has been rendered, i.e. the interval has been started, then the <interval> is transformed into a <datetime><end>xx</end></datetime>, where xx is the end date/time of after which the Content can not be rendered.

In case of Move, <stateInfo> carries the Rights to be moved to the designated Recipient Device. For the <count> and <timed-count> elements, the value contains the count the Recipient Device can use, which must be equal to or less than the current remaining count value on the Source Device. For the <accumulated> element, the value contains the duration that the Content can be rendered by the Recipient Device (in the format of the <accumulated> element), which must be equal to or less than the current remaining duration on the Source Device. The <interval> element is handled differently. If the Content has not been rendered by the Source Device, i.e. the interval has not started, then nothing is placed in the <stateInfo> element. If the Content has been rendered, i.e. the interval has been started, then the <interval> is transformed into a <datetime><end>xx</end></datetime>, where xx is the end date/time of after which the Content can not be rendered by the Recipient Device.
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