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1 Reason for Change

This CR provides the Proposed Change to Huawei’s SCE CONR comments DOM-001 and DOM-002(See 0142) and corrects some typos. 
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Change to Section 4.2.3 as follows:
4.2.3 Using a User Domain

An RI/LRM  using a User Domain is the process of an DA/DEA authorizing a particular RI or LRM to be able to create ROs for this User Domain. The result of a successful execution of the rdpRegistrationProtocol (section xxx) of a RI or LRM with a DA/DEA, is the estabishment in the RI/LRM of a DA/DEA Context for the given DA/DEA. The rdpRegsitrationProtocol is a generic registration protocol ([GEN, section xxx], without extensions. This means that the DA/DEA Context consists of the identities of the RI/LRM  and DA/DEA and the negotiated protocols.
Change 2:  Change to Section 8.2 as follows:
8.2 Shared-Key management

If a member of the domain is known to have been compromised, it can be expelled from the domain by domain upgrade. In this process a new MDK is chosen and the Domain Generation MUST be incremented by one. An RI MUST NOT issue ROs for an obsolete Domain and new Devices MUST NOT be allowed to join an obsolete Domain. 
DA/DEA will initiate all the members of the domain that are still trusted to re-execute the (1-pass or 2-pass) dmpJoinDomain protocol to retrieve the new MDK by sending them the dmpJoinDomain trigger.  DA/DEA will initiate RI that provides ROs for the domain to re-execute the rdpUseDomain protocol to get the updated User Domain Info, Key material and User Domain Token by sending RI the rdpUseDomain trigger.  LRMs that provide ROs for the domain also need to re-execute the rdpUseDomain protocol with the DA/DEA to retrieve their new DDK and ValidationTokens.
After an upgrade, Domain ROs issued before the upgrade may still be used and shared. This applies to all Devices (revoked and unrevoked) previously in the Domain, and to any new Devices added to the Domain after the upgrade.

Change 3:  Typo1
4.1 Acquiring User Domain RO’s

As a general principle, the processing rules for inbound User Domain ROs are agnostic to the origin of the User Domain RO or the mechanism by which is transported, i.e. it does not matter whether the User Domain RO was delivered OTA from an RI using ROAP or copied from another DRM Agent using SCE-8 (in addition to for example UPnP). There is no binding to a specific transport mechanism or transport protocol. 
Change 4:  Typo2

5.2.3.3 dmpJoinDomainResponse

<element name=”notAfter” type=”gen:dateTimeorInfinite”/>

<element name="pMDK" type="ProtectedMasterDomainKey" />

<complexType name="ProtectedMasterDomainKey">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="daID" type="roap:Identifier"/>




<element name="mac" type="base64Binary"/>


</sequence>


</complexType>

<element name="udomToken" type="UserDomainToken" />


<complexType name="UserDomainToken">



<sequence>




<element name="body" type="dom:UserDomainTokenBody
"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>



</sequence>


</complexType>


<complexType name="UserDomainTokenBody">



<sequence>







<element name="udomID" type="dom:UserDomainIdentifier" />




<element name="subId" type="gen:Identifier"/>







<element name="isAgent" type="boolean" minOccurs="0"/>




<element name="isRI" type="boolean" minOccurs="0"/>




<element name="isLRM" type="boolean" minOccurs="0"/>




<element name="isDEA" type="boolean" minOccurs="0"/>




<element name="expires" type="dateTime" minOccurs="0"/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>



<attribute name=”id” type=”ID” use=”required” />


</complexType>
Change 5:  Typo3

5.2.3.3.1 RDP Trigger {Proxy Join User Domain}
<element name="proxyJoinUserDomainTrigger" type="gen:DrmTrigger"/>

<element name="proxyJoinUserDomainTriggerInfo" type="rdp:ProxyJoinDomainTriggerInformation" substitutionGroup="gen:triggerInfo"/>

<element complexType name="whoJoinProxyJoinDomainTriggerInformation"> 

  <complexContent>

       <sequence>        
        <element name="userDomainIdentifier" type= "dom:DomainIdentifier"/>
        <element name="userDomainAlias" type="string" minOccurs="0"/>

        <element name="deviceID" type="roap:Identifier" maxOccurs="unbounded"/>

      </sequence>

  </complexContent>
</element>












�Just defined below.
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