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1 Reason for Change

This CR provides the Proposed Change to Huawei’s SCE CONR comments DRM-001、DRM-002 and DRM-003(see 0142) and corrects some typos.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Correct the type of <signature> element in section5.5.4.2.1
5.5.4.2.1 Message syntax

The <moveRIRightsResponse> element specifies the ROAP-MoveRIRightsResponse message. It has complex type roap:MoveRIRightsResponse, which extends the roap:Response type.

<!--MoveRIRightsResponse -->

 <element name="moveRIRightsResponse" type="roap:MoveRIRightsResponse" />
 <complexType name="MoveRIRightsResponse">

  <annotation>

   <documentation xml:lang="en">

    Message sent from RI to Device in response to a MoveRIRightsRequest message.

   </documentation>

  </annotation>

  <complexContent>

   <extension base="roap:Response">

    <sequence minOccurs="0">

     <element name="deviceID" type="roap:Identifier" />

     <element name="riID" type="roap:Identifier" />

     <element name="nonce" type="roap:Nonce" minOccurs="0" />
     <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

     <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

     <element name="signature" type=" ds:SignatureType " />

     <element name="extensions" type="roap:Extensions" />

    </sequence>

   </extension>

  </complexContent>

 </complexType>
Change 2:  Add a nesting of <sequence> element in the definition of RightsInfo type as below
5.4.1 The RightsInfo type

The RightsInfo type carries information of the Rights to be transferred to the Rights Issuer. All SCE ROAP request message which transfers Rights to Rights Issuer uses this type. E.g. ROAP-MoveRightsRequest, ROAP-ROUpgradeRequest.
<complexType name="RightsInfo">
   <sequence>

<element name="roID" type="ID" />

<element name="rights" type="o-ex:rightsType" minOccurs="0" />

<element name="signature" type="ds:SignatureType" minOccurs="0" />

<element name="stateInfo" type="o-ex:constraintType" minOccurs="0" maxOccurs="unbounded" />

<element name="sourceDeviceID" type="roap:Identifier" />

<element name="encKey" type="xenc:EncryptedKeyType" />

<element name="mac" type="base64Binary" />
   </sequence>
</complexType>

Change 3:  Give a proper error reason in the following case:
6.1.1 Processing MoveRIRightsRequest

· Verify the <rightsInfo> element in the request message. In addition to what is specified in 5.4.1,
· Check that the Rights Object has the <move> permission. If it does not, the RI MUST respond with LackMovePermission error.
Change 4:  Give a proper error reason in the following case:
6.3.2  Processing MoveLRMRightsRequest
· Verify the <lrmRightsInfo> element in the request message:
· Check there is a signature over the <rights> element, either <lrm_Signature> or <ri_for_lrm_Signature>, and verify it. If the <ri_for_lrm_Signature> element is present, check whether the signature has been generated by this Rights Issuer. If the signature verification failed or the <ri_for_lrm_Signature> was not generated by this Rights Issuer, the RI MUST respond with SigVerificationFailing error.
Change 5:  Typo1:
5.5.4.3 The 2 pass Move LRM Rights Protocol
The 2-pass Move LRM Rights Protocol is the protocol by which a Source Device enlists the services of an Rights Issuer to Move Rights (to a designated Recipient Device) that correspond to one or more Imported-Rights-Objects created by an LRM. The Rights Issuer and the LRM SHALL have a trust relationship, and each LRM-created Imported-Rights-Object SHALL contain information indicating whether or not it is eligible to be Moved by an Rights Issuer (and MAY contain information specifying which Rights Issuer(s) are eligible to Move the Rights). This protocol can be used by a Source Device for Moving, via an Rights Issuer, Rights imported into OMA DRM by an LRM to a Recipient Device which has been previously paired with the Source Device by that DEA as described in [SCE-LRM]. This protocol assumes that the Source Device and the Recipient Device each have a valid RI context for the associated Rights Issuer.
Change 6:  Typo2:
5.4.2 The RightsInfo type

The <encKey> element under the element of RightsInfo type is of type xenc:EncryptedKeyType from [XML-Enc]. It contains a wrapped concatenation of a MAC key, KMAC and a RO Encryption Key, KREK (For detail, see the section 10). The Id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in the <ds:KeyInfo> element inside the <rights> element. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. The <ds:KeyInfo> element SHALL be the <roap:X509SPKIHash> element, identifying the RI’s Public Key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in the RI’s certificate

Change 7:  Typo3:
5.5.4.4 MoveRIRightsResponse

The ROAP-MoveRIRightsResponse message is sent from the the Rights Issuer to the Device as a response against ROAP-MoveRIRightsRequest message. This message expresses if RI assures received Rights Object will be successfully stored. The message is an element of type gen:Response, in which the elements  are present:

	element / attribute
	usage
	value

	status
	M
	Default, as specified in [GEN], section xyz

	errorMessage
	O
	Default, as specified in [GEN], section xyz

	errorRedirectURL
	O 
	Default, as specified in [GEN], section xyz

	reqID
	M
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	ocspResponse
	O
	Default, as specified in [GEN], section xyz

	rspInfo
	M
	Specified below

	signature
	M
	Specified below


Table 2: MoveRIRightsResponse Message Parameters
Signature is a digital signature on this message (besides the Signature element itself). The signature method conforms to [DRMDRM].
The “xsi:type” attribute of <rspInfo> element in Move RI Rights Response message MUST be set as “roap:MoveRIRightsRspInfo”. The type of roap:MoveRIRightsRspInfo is defined as below:

<complexType name="MoveRIRightsRspInfo">
<complexContent>

    <extension base=”gen:ResponseInformation”>



<sequence>




<element name="extensions" type="gen :Extensions" minOccurs=”0”/>



</sequence>
      </extension>

    </complexContent>


</complexType>
The <rspInfo> element in Move RI Rights Response message includes optional <extensions> element, besides the elements defined in the type gen:ResponseInformation.

The <extensions> element contains following extensions which are currently defined for ROAP-MoveRIRightsResponse message.

Post Response URL: This allows an RI to have post-interaction with the user of Source Device using a browsing session. In the browsing session, the RI may conduct e.g. billing/charging per amount of transferred Rights, screening of Content and Rights. But the details in the browsing session are beyond the scope of this specification.
Signature is a digital signature on this message (besides the Signature element itself). The signature method conforms to [DRMDRM].
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