Doc# OMA-DRM-2008-0151-CR_Proposed_Changes_to_Pairing_Key_Management_Sections_of_LRM_TS[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2008-0151-CR_Proposed_Changes_to_Pairing_Key_Management_Sections_of_LRM_TS
Change Request



Change Request

	Title:
	Proposed Changes to Pairing-Key Management Sections of LRM TS
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DRM

	Doc to Change:
	OMA-TS-SCE_LRM-V1_0-20080325-D

	Submission Date:
	09 Apr 2008

	Classification:
	 FORMCHECKBOX 
0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	David Kravitz, Motorola, david.kravitz@motorola.com
Sasha Medvinsky, Motorola, smedvinsky@motorola.com 

	Replaces:
	n/a


1 Reason for Change

The purpose of this CR (revised version of LRM TS attached) is to improve aspects of the specification of pairing-key management within the LRM TS in accordance with comment MOT-LRM 001 of OMA-CONR-2008-0040-SCE_Review_Contribution_Motorola.
Outline of changes proposed:

1. Merged Agent Ticket Request and Response with Ticket Request and Response, respectively.

a. Message types 24/25 removed.

b. Revised Sections 7.2.1.3.1 and 7.2.1.3.2. to deal with the two cases. The main difference is that for guest devices, LRM-Ticket will not be issued, but Agent-Ticket will be issued with indication that this is a guest device.

2. Removed the following attributes:

a. 18: GroupSubKeyId: not needed.

b. 31: DEACertificateType: will always use X.509 certificate format. No need to specify the type of certificates.

c. 35: AuthData: not needed.

d. 41: DOI_ID: The protocol is defined solely for LRM use, no need to specify DOI.

e. 42: ReturnAuthData: not needed.

f. 66: IPv4Address: not needed.

g. 70: IsGroupSubkey: not needed.

3. Fixed Ticket definitions – Service/Session Key and other related fields should not be in the clear. They are moved into an encrypted PrivateTicketPart attribute data structure. Also added “Key Version” to both the outer (clear) part of the ticket and to the inner (encrypted) part of the ticket. The outer Key Version refers to the version of the key that encrypted the ticket. The inner Key Version refers to the version of the actual key in the ticket.

4. Added guest device “registration” details. If the domain is full, the DEA returns a status of “Not Registered” to the device, and the device is considered a guest device. Also, modified Registration Request such that a device can explicitly request to be “registered” as a guest device.

5. Cleaned up regarding Device Service Key. 

a. The Device Service Key is also the “Session Key” in the DEA-Ticket. Updated the text to refer to the key in DEA-Ticket as “Device Service Key”.

b. The key used to protect the DEA-Ticket (i.e. encrypt the encrypted part and compute the checksum) is called the DEA Service Key. 

6. An RSA-based key agreement is added. Key agreement description in Service Key Request/Response to use the RSA-based key agreement algorithm. The key derived is referred to as “the symmetric shared key”, without defining another term.

7. Added clarification in Section 7.2.1.3 that guest devices will not be issued LRM-Tickets.

8. Combined description of all Ticket Verifications by DEA, LRM, and a DRM Agent to Section 7.2.1.3.1.3.

2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Changes to improve specification of pairing-key management – Attached document: OMA-TS-SCE_LRM_V1_0-20080325-D_REVISED
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