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1 Reason for Change

This CR addresses the following consistency review comment:
	DRM015
	2008.04.10
	E
	5.1.1.1
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: The description talks about trigger, but the sequence diagram doesn’t incorporate it.

Proposed Change: Add the optional trigger from RI to Source Device in the figure.
	Status: OPEN
Editor to add trigger indication in the diagram


This CR is to add the MoveLRMRights trigger in the Figure 2 for the 2-pass Move LRM Rights Protocol.
R01: Since the previous version CR just copied part of relevant section that the authors propose to change and it appears not much good when making a CR, this version improves for that concern.
And correct the number of relevant section.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal
Change 1:  Change the figure in Section 5.1.1.2 as follow:
5.1.1.2 The 2 pass Move LRM Rights Protocol
The 2-pass Move LRM Rights Protocol is the protocol by which a Source Device enlists the services of an Rights Issuer to Move Rights (to a designated Recipient Device) that correspond to one or more Imported-Rights-Objects created by an LRM. The Rights Issuer and the LRM SHALL have a trust relationship, and each LRM-created Imported-Rights-Object SHALL contain information indicating whether or not it is eligible to be Moved by an Rights Issuer (and MAY contain information specifying which Rights Issuer(s) are eligible to Move the Rights). This protocol can be used by a Source Device for Moving, via an Rights Issuer, Rights imported into OMA DRM by an LRM to a Recipient Device which has been previously paired with the Source Device by that LRM as described in [SCE-LRM]. This protocol assumes that the Source Device and the Recipient Device each have a valid RI context for the associated Rights Issuer.

This protocol includes mutual authentication between Device and RI, integrity-protected request and response messaging, transferring of Rights, and verification of trust relationship between the Rights Issuer and the LRM. This protocol ensures that the Rights Issuer is able to verify the LRM’s signature over the Rights Object, so as to verify that the Rights Object was originally created by the LRM (where this signature is inserted by a Source Device into the initial Move-via-RI request corresponding to a particular LRM-created Imported Rights Object, and is subsequently replaced by an RI-generated signature).  This protocol also ensures that the REK created by the LRM is not exposed to the Rights Issuer, and that the Rights Issuer cannot successfully issue multiple ROs (derived from the LRM-created Imported Rights Object) to the Recipient Device designated by the Source Device, or issue such ROs to Devices other than the designated Recipient Device. This protocol MAY involve OCSP protocol between Rights Issuer and OCSP Responder for checking status of Rights Issuer’s certificate chain. After successful 2-pass Move LRM Rights Protocol execution, the Rights Issuer MUST conduct RO Acquisition Protocol including optional ROAP-ROAcquisition Trigger as per [DRMDRM2.0], with the Recipient Device. But the RO Acquisition Protocol itself is not part of this protocol. Rather than generating a new REK, the Rights Issuer delivers the encrypted key(s) that it received from the Source Device, and indicates the identity of the LRM that created the Imported-Rights-Object from which the new RI-generated RO is derived.
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 Figure 2 the 2-pass Move LRM Rights Protocol
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