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1 Reason for Change

This CR is to address SCE CONR comments DRM071, a) of DRM072, DRM074 for DRM TS.


[image: image1.emf]DRM0 71  10.04.2008  E   7.1  Source:   Fraunhofer IIS   Form:  OMA - DRM - 2008 - 0121 R01   Comment:  a) Abbreviation UI not  needed.   b) Clerical: "it means the Device, who  receives RO Upgrade trigger"   Proposed Change : a)  Substitute "UI" with  "user   interface"  and do not use  abbreviation.   b)  "it means the Device  receiving  RO  Upgrade trigger"  Status:  OPEN    DRM0 72  10.04.2008  T  7.2  Source:   Fraunhofer IIS   Form:  OMA - DRM - 2008 - 0121 R01   Comment:     a) Element <reason> does not exist.    b) It exists a <failureReason> element  inside an <Up gradeResult> element,  which is ROID bound.  In some places,  the <reason> refers to unavailable  Device Context or to invalid signature,  which is not ROID specific.   Proposed Change :    a)  Substitute  all occurrences of "a  <reason> element" and "a <reason>  extens ion" with "a <failureReason>  element".   b) ?  Status:  OPEN    DRM0 74  10.04.2008  T  7.2  Source:   Fraunhofer IIS   Form:  OMA - DRM - 2008 - 0121 R01   Comment:  <upgradeInfo> does not  exist.   Proposed Change :  Substitute   <upgradeInfo> with <UpgradeResult>.  Status:  OPEN     

 Also this CR tries to fix some editorial and technical mistakes including the follows:

· numbering each steps

· rephrasing sentences

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to agree this proposal
6 Detailed Change Proposal

Remove UI from abbreviation section.
7. Upgrading Rights

RO Upgrade protocol enables a Device to obtain from Rights Issuer additional permissions for an existing RI-issued RO which does not have these permissions. For example, if a user owns an RO which does not include <move> permission and hence is not allowed to be Moved directly to another Device, then by ROAP-ROUpgradeProtocol,  the user can obtain from the Rights Issuer a <move> permission for this RO. Under the control of the <move> permission, the RO and its State Information can be Moved directly between Devices. 

How the message in this protocol is sent and processed is described in the sections below.
7.1 Sending ROUpgradeRequest

The ROUpgrade protocol MAY be initiated by a RO Upgrade trigger. When a Device receives a RO Upgrade trigger, it constructs a ROUpgradeRequest as per the trigger:
· The <trgROUpgrade> element MAY carry <roID> element.

·  If <trgROUpgrade> element carries one or more <roID> elements, it means that which RO(s) to be Upgraded is specified by RI and hence the Device SHALL NOT request for Upgrading any other RO than is specified by <roID> element(s).
· Else it means that which RO to be Upgraded is not specified by the RI and the Device MAY request for Upgrading any valid RO the user wants to Upgrade.
· The <trgROUpgrade> element MAY carry <upgradeInfo> element.

· If it is present, the Device SHALL put it into roUpgradeRequest element in  ROAP-ROUpgradeRequest message
· The <trgROUpgrade> element MAY carry a "roRequested" attribute. 

· If the value of this attribute is not present or is set as "true", it means the Device receiving RO Upgrade trigger SHALL put <rights> element and <signature> element related to existing RO(s) that it attempts to Upgrade into <existingRights> element (of roap:RightsInfo type) in ROAP-ROUpgradeRequest message.

· Else the Device SHALL not put <rights> element and <signature> element into <existingRights> element in ROAP-ROUpgradeRequest message. 
The ROUpgrade protocol MAY also be intiated without RO Upgrade trigger. For example, the user can operate on some user interface to initiate an upgrade for an existing RO. In this case, the Device MUST include the original RO that it is attempting to Upgrade into ROUpgrade Request message. During the construction of the ROUpgradeRequest, the Device MAY form <upgradeInfo> element according to the user’s operation on some user interface. What the user interface is and how the user operates on it to designate what additional permission he/she needs is out of scope of OMA DRM.
For sending ROAP-ROUpgradeRequest message, the Device MUST:

· mark the RO that it attempts to Upgrade as unusable. 
If any error occurred during sending the request message, the Device MAY resend the message. How many times the DRM Agent retries is left to implementation. In case of final failure, the DRM Agent MUST mark the Rights Object as usable.
7.2 Processing ROUpgradeRequest

When a Rights Issuer receives an ROUpgradeRequest message, the RI MUSTprocess the request message as follows:

1. it checks if it has valid Device Context with the Device that sends the ROUpgradeRequest message. If RI finds that the Device Context corresponding to the <deviceID> element of the ROAP-ROUpgradeRequest message is unavailable or invalid e.g. expired, it MUST respond with NotRegistered error. RI MAY form a <failureReason> element that includes the textual reason for this failure and put it into the response message.
2. it verifies the Device’s signature on the whole message, using the last <signature> element in the message. The signature verification conforms to [DRMDRM]. If the verification is not successful, the RI MUST respond with SignatureError error. RI MAY form a <failureReason> element that includes the textual reason for this failure and put it into the response message
3. it checks the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM]. If the RI detects that the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error. RI MAY form a <failureReason> element that includes the textual reason for this failure and put it into the response message
4. it verifies the RI’s signature on the <rights> element in the request message, using the <signature> element under the <rightsInfo> element. The verification must include the step for checking whether the signature was generated by the RI. If the verification fails, the RI MUST respond with UnknownRO error. RI MAY form a <failureReason> element that includes the textual reason for this failure and put it into the response message
5. if any <stateInfo> element is supplied under the <rightsInfo> element in the request message, it checks whether the State Information indicates that the Rights is still available for the Device that sends the request message, in case the additional permission is about sharing (e.g. Move or Copy) permission. If RI finds the Rights is already not available for the Device, then the RI MUST respond with InvalidRO error. 
6. it MAY form a <failureReason> element that includes the textual reason for this failure and put it into the response message
7. If all the above checks or verifications are successful, then the RI MUST respond with a ROUpgradeResponse message that contains:
·  <status> element with “success” value. 

· new protected ROs that include the Rights indicated by the original RO and corresponding State Information (if exists) and the information of Rights indicated by the <upgradeResult>.
7.3 Processing ROUpgradeResponse

When the DRM Agent receives a ROUpgradeResponse, it MUST process the response message as follows:

1. it verifies the RI’s signature on the response message. The signature verification conforms to [DRMDRM]. If the signature verification was not successful, it MUST mark the corresponding RO as usable and terminate RO Upgrade protocol.
2. it checks <status> element in the response message as follows:
· If the status equals “Success”, then the Device MUST remove permanently the corresponding RO
· If the status does not equal “Success”, then the Device MUST mark the corresponding RO as usable
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_1272550470.doc
		DRM071

		10.04.2008

		E

		 7.1

		Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: a) Abbreviation UI not needed.


b) Clerical: "it means the Device, who receives RO Upgrade trigger"

Proposed Change: a) Substitute "UI" with "user interface" and do not use abbreviation.


b) "it means the Device receiving RO Upgrade trigger"

		Status: OPEN 



		DRM072

		10.04.2008

		T

		7.2

		Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: 


a) Element <reason> does not exist. 


b) It exists a <failureReason> element inside an <UpgradeResult> element, which is ROID bound. In some places, the <reason> refers to unavailable Device Context or to invalid signature, which is not ROID specific.

Proposed Change: 


a) Substitute all occurrences of "a <reason> element" and "a <reason> extension" with "a <failureReason> element".


b) ?

		Status: OPEN 



		DRM074

		10.04.2008

		T

		7.2

		Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: <upgradeInfo> does not exist.

Proposed Change: Substitute <upgradeInfo> with <UpgradeResult>.

		Status: OPEN 






