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1 Reason for Change

This CR addresses the following consistency review comment:
	DRM074
	10.04.2008
	T
	7.2
	Source: Fraunhofer IIS
Form: OMA-DRM-2008-0121R01
Comment: <upgradeInfo> does not exist.
Proposed Change: Substitute <upgradeInfo> with <UpgradeResult>.
	Status: OPEN




The original sentence related to this comment seems somewhat not clear enough, so this CR provides a description on <newRO> element, namely the new upgraded RO that is contained in ROUpgradeResponse.
R01, clarify the creation of new upgradedRO.
R02, change the <upgradeInfo> in ROUpgrade request message to <ROUpgradeInfo>.

        And some detail changes.
R03, some editorial changes in the meeting.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal
Change 1:  Change the Section10.1  and 10.2 as follows:
10.1 Sending ROUpgradeRequest

The ROUpgrade protocol MAY be initiated by a RO Upgrade trigger. When a Device receives a RO Upgrade trigger, it constructs a ROUpgradeRequest as per the trigger:
· The <trgROUpgrade> element MAY carry <roID> element.

·  If <trgROUpgrade> element carries one or more <roID> elements, it means that which RO(s) to be Upgraded is specified by RI and hence the Device SHALL NOT request for Upgrading any other RO than is specified by <roID> element(s).
· Else it means that which RO to be Upgraded is not specified by the RI and the Device MAY request for Upgrading any valid RO the User wants to Upgrade.
· The <trgROUpgrade> element MAY carry <upgradeInfo> element.

· If it is present, the Device  SHALL put the nonce of RO Upgrade Trigger into  ROAP-ROUpgradeRequest message as the TriggerNonce attribute.
· Else, the Device SHALL put user’s wish of  additional permission(s) and/or modified constraint(s) of existing permission(s) into the <ROUpgradeInfo> element in the ROUpgradeRequest message.
· The <trgROUpgrade> element MAY carry a "roRequested" attribute. 

· If the value of this attribute is not present or is set as "true", it means the Device receiving RO Upgrade trigger SHALL put <rights> element and <signature> element related to existing RO(s) that it attempts to Upgrade into <existingRights> element (of roap:RightsInfo type) in ROAP-ROUpgradeRequest message.

· Else the Device SHALL not put <rights> element and <signature> element into <existingRights> element in ROAP-ROUpgradeRequest message. 
The ROUpgrade protocol MAY also be intiated without RO Upgrade trigger. For example, the User can operate on some user interface to initiate an Upgrade for an existing RO. In this case, the Device MUST include the original RO that it is attempting to Upgrade into ROUpgrade Request message. During the construction of the ROUpgradeRequest message, the Device MAY form <ROUpgradeInfo> element according to the User’s operation on some user interface. What the user interface is and how the User operates on it to designate what additional permission he/she needs is out of scope of OMA DRM. 
Upon the mentioned initiation, the DRM Agent MUST conduct the following:

· it generates an ROAP-ROUpgradeRequest according to the message syntax and the rule mentioned above.

· it marks the RO that it attempts to Upgrade as unusable.

· it sends the generated ROAP-ROUpgradeRequest message to the RI.

If transport-level error occurred during sending the request message or receiving response message, the Device MAY resend the message. How many times the DRM Agent retries is left to implementation. In case of final failure, the DRM Agent MUST mark the Rights Object as usable.
10.2 Processing ROUpgradeRequest

When a Rights Issuer receives an ROUpgradeRequest message, the RI MUST process the request message as follows:

1. it checks if it has valid Device Context with the Device that sends the ROUpgradeRequest message. If RI finds that the Device Context corresponding to the <deviceID> element of the ROAP-ROUpgradeRequest message is unavailable or invalid e.g. expired, it MUST respond with NotRegistered error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message.
2. it verifies the Device’s signature on the whole message, using the last <signature> element in the message. The signature verification conforms to [DRM-DRM-v2.1]. If the verification is not successful, the RI MUST respond with SignatureError error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message
3. it checks the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRM-DRM-v2.1]. If the RI detects that the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message
4. it verifies the RI’s signature on the <rights> element in the request message, using the <signature> element under the <rightsInfo> element. The verification must include the step for checking whether the signature was generated by the RI. If the verification fails, the RI MUST respond with UnknownRO error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message
5. if any <stateInfo> element is supplied under the <rightsInfo> element in the request message, check whether the State Information, indicates that the Rights is still available for the Device that sends the request message, in case the additional permission is about sharing (e.g. Move or Copy) permission. If RI finds the Rights is already not available for the Device, then the RI MUST respond with InvalidRO error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message
6. The RI responds with an ROUpgradeResponse that contains:
·  <status> element with “success” value
· new upgraded RO as the <newRO> element. The <rights> in the new RO is created based on the <existingRights> element which is from an existing RO and the user’s wish of additional permission(s)  and/or modified constraint(s) of existing permission(s) indicated by the <ROUpgradeInfo> element in the corresponding ROUpgradeRequest message or by a previous browsing session.






If for some reason the RI decides to not provide the Upgrade service, the RI MUST send to the Source Device a ROUpgradeResponse message with the status attribute set to “UpgradeServiceNotProvided”.
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Change 2:  Change the Section 8.4 as follows:
8.4 RO Upgrade
8.4.1RO Upgrade Request

The ROAP-ROUpgrade Request message is sent from the Device to the RI to request upgrading one or more existing ROs in the Device. The root element of the message MUST be a <roUpgradeRequest> element of type gen:Request, in which the following elements are present:

	element / attribute
	usage
	Value

	reqID
	M 
	Default, as specified in [SCE-GEN]

	resID
	M
	Default, as specified in [SCE-GEN]

	nonce
	M
	Default, as specified in [SCE-GEN]

	time
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	reqInfo
	M
	Specified below

	signature
	M
	Default, as specified in [SCE-GEN]


Table 1: ROUpgradeRequest Message Parameters
The <gen:reqInfo> element under the <roUpgradeRequest> element MUST have a <sceroap:roUpgradeReqInfo> child element.
<element name="roUpgradeRequest" type="gen:Request" />
  <element name="roUpgradeReqInfo">
    <complexType>
      <sequence maxOccurs="unbounded">
        <element name="existingRights" type="sceroap:RightsInfo" />
        <element name="ROUpgradeInfo" type="base64Binary" minOccurs="0" />
      </sequence>
    </complexType>
  </element>
The <sceroap:roUpgradeReqInfo> element in RO Upgrade Request message includes one or more sequence of one <existingRights> element and optional <upgradeInfo> element.

The <existingRights> element includes the information specifying the existing ROs, corresponding state information (if stateful) and REK etc.
The <ROUpgradeInfo> element is present if the previous trigger does not contain <upgradeInfo> element. It contains the user’s wish of additional permission and/or modified constraint(s) of existing permission(s) for the existing ROs indicated by <existingRights> element.  
If there was preceding ROAP-ROUpgrade Trigger and its roRequested attribute value was ‘true’, or the request message is sent without preceding ROAP-ROUpgrade Trigger, The <existingRights> element of type sceroap:RightsInfo SHALL include <rights> and <signature> elements. For the detail of RightsInfo type, please refer to section 5.4.1.

8.4.2 RO Upgrade Response

The ROAP-ROUpgradeResponse message is sent from the RI to the Device in response to a ROAP-ROUpgradeRequest message. The root element of the message MUST be a <roUpgradeResponse> element of type gen:Response, in which the following elements are present:

	element / attribute
	usage
	value

	status
	M
	Default, as specified in [SCE-GEN]

	errorMessage
	O
	Default, as specified in [SCE-GEN]

	errorRedirectURL
	O 
	Default, as specified in [SCE-GEN]

	reqID
	M
	Default, as specified in [SCE-GEN]

	resID
	M
	Default, as specified in [SCE-GEN]

	nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	ocspResponse
	O
	Default, as specified in [SCE-GEN]

	resInfo
	M
	Specified below

	signature
	M
	Default, as specified in [SCE-GEN]


Table 2: ROUpgradeResponse Message Parameters
The <gen:resInfo> element under the <roUpgradeResponse> element MUST have a <sceroap:roUpgradeRspInfo> child element.
<element name="roUpgradeResponse" type="gen:Response" />
  <element name="roUpgradeRspInfo">
    <complexType>
      <sequence>
        <element name="upgradeResult" type="sceroap:UpgradeResult" maxOccurs="unbounded" />
      </sequence>
    </complexType>
  </element>
  <complexType name="UpgradeResult">
    <sequence>
      <element name="existingROID" type="ID" />
      <choice>
        <element name="newRO" type="roap:ProtectedRO" />
        <element name="failureReason" type="string" />
      </choice>
    </sequence>
  </complexType>
The <sceroap:roUpgradeRspInfo> element in RO Upgrade Response message includes one or more <upgradeResult> element.

The <upgradeResult> element contains one <existingROID> element and either a <newRO> element (of roap:ProtectedRO type) or a <failureReason> element. If the RO corresponding to the <existingROID> element is successfully upgraded, then the <newRO> element is included, else the <failureReason> element is included. 
The <newRO> element contains the RO with the upgraded permissions and/or constraints from the RI.
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