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1 Reason for Change

This CR modifies the check when receiving a User Domain RO. The DRM Agent has to verify that the UserDomainAuthorization in the User Domain RO equals the UserDomainAuthorization received via the GetUserDomainAuthorization protocol.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA DRM group is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Fix 3rd check related to User Domain
11.2 RO with <party> element

When installing an RO, which was not received via the Move RO protocol or Copy RO protocol in [SCE-A2A], the DRM Agent MUST follow the procedures described in [DRM-DRM-v2.1], section 10.3.1 and MUST perform the following checks before installation:

1. If the <agreement> element contains a <party> element, in which the value of an <uid> element in the <context> element has the form "device:x" (without the quotes), the DRM Agent MUST verify that the value of x equals the base64 encoded SHA-1 hash over the concatenation of the ROID and the DRM Agent's Device ID.

2. If the <agreement> element contains a <party> element, in which the value in an <uid> element in the <context> element has the form "dom: x:y" (without the quotes):

a. The DRM Agent MUST verify that the value of x equals the RI ID in the RO. 

b. The DRM Agent MUST verify that the value of y equals the SHA-1 hash over the concatenation of the ROID and the Domain ID of the Domain to which the RO is bound. 

3. If the <agreement> element contains a <party> element, whichs in turn contains a <context> element with a <userDomainAuthorization> element:

a. The DRM Agent MUST verify that the <userDomainAuthorization> element equals the RI or LRM <userDomainAuthorization> element that was signed by the DEA and received via the GetUserDomainAuthorization protocol (see [SCE-DOM]). 
b. 
 

4. If the <agreement> element contains a <party> element with a <date> element, the DRM Agent MUST verify that the value of the <fixed> element in this <date> element equals the value of the <timeStamp> element in the <ro> element.

If check 2 or check 3 failed, the DRM Agent MAY try to join the Domain or User Domain and perform the check again.

The DRM Agent MUST NOT install the RO if any of the four checks failed.
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