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1 Reason for Change

AP 974 states “Aram to clarify in the A2A TS what permissions the borrower can consume”. This CR addresses that AP. Note that it might be useful to have similar wording in the REL TS.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Qualcomm and Motorola recommend that the DRM group NOTE this revision of this CR.

6 Detailed Change Proposal

Change 1:  Change section 9.9 as follows:

The Lend RO operation is used by the DRM Requester to do Lending of a Rights Object. This operation MUST take place using a SAC. This operation MUST NOT be performed if the DRM Requester’s certificate does not have an extKeyUsage extension with oma-kp-sceDrmAgent key purpose set or the DRM Agent’s certificate does not have an extKeyUsage extension with oma-kp-sceDrmAgent key purpose set (see section Error! Reference source not found.). The following figure illustrates the Lend RO operation.
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Figure 1: Lend RO Operation
In order for this operation to take place, the following MUST be performed:

1. The DRM Requester does the following:

a. It checks if the Rights Object has the <lend> permission and any constraints. If the Rights Object cannot be Lent, the Lend RO operation is terminated.

b. It marks the Rights Object as unusable.
c. It creates a Lending context for this RO that includes the ROID, the lendingHandle, the DRM Agent’s ID and a lending interval timer.

d. It generates a random lendingHandle and copies it to the Lending context and the LendRoRequest.
2. It starts the lending interval timer in the Lending context using the value of the  <lending-interval> constraint. Note that once this lending interval timer expires, the DRM Requester marks the Rights Object as usable again.

3. The DRM Requester generates a LendRoRequest.

4. The DRM Requester sends the LendRoRequest to the DRM Agent, applying the replay protection mechanism described in section Error! Reference source not found..

5. The DRM Agent processes the request as follows:

a. It processes the request for replay as described in section Error! Reference source not found..

b. It validates the fields of the LendRoRequest. If any field is invalid, it sets LendRoResponse.Status to InvalidField and proceeds to step 6.

c. It verifies the integrity of the request. If the integrity check fails, it sets LendRoResponse.Status to IntegrityVerificationFailed and proceeds to step 6.

d. It verifies the signature on the Rights Object, including the SourceCertificateChain field. If any of the verifications fails, it sets LendRoResponse.Status to InvalidRightsObject and proceeds to step 6.

e. It checks that the Rights Object has the <lend> permission. If it does not, it sets LendRoResponse.Status to InvalidRightsObject and proceeds to step 6.

f. It checks that the <lend> permission has an <lending-interval> constraint. If it does not, it sets LendRoResponse.Status to InvalidRightsObject and proceeds to step 6.

g. It checks if it has enough room to install the Rights Object. If it does not, it sets LendRoResponse.Status to NotEnoughSpace and proceeds to step 6.

h. It installs the Rights Object per [OMADRMV2] except that the replay cache is not considered. It marks the Rights Object as “lent”.

i. It creates a Lent context for this RO that includes the ROID, the lendingHandle, the DRM Requester’s ID and a lending timer.

j. It starts the lending timer in the Lent context with the value of the <lending-interval> constraint of the <lend> permission.

k. It sets LendRoResponse.Status to Success.
6. The DRM Agent sends the LendRoResponse to the DRM Requester, applying the replay protection mechanism described in section Error! Reference source not found..

7. The DRM Requester processes the response as follows:

a. It processes the response for replay as described in section Error! Reference source not found..

b. If LendRoResponse.Status is not Success, it determines if it can restart the Lend RO operation at step 2. If it does not restart the operation, the DRM Requester performs the following:

i. It marks the Rights Object as usable.

ii. It removes the Lending context, stopping the lending interval timer.

iii. It terminates the Lend RO operation.

c. At this point the Lend RO operation has successfully completed.


After the successful execution of the Lend RO operation, the DRM Agent MAY grant the following permissions (if present and subject to any constraints): <play>, <display> and <execute>. Other permissions that are present MUST NOT be granted.
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