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1 Reason for Change

This CR partly addresses AP 1023:
AP 1023
Yi, David and Seung-Jae to fix the <time> element in the generic request/response and the implication in DOM (DOM167).

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

 Change 1
5.6 Requirements

Some protocol exchanges rely on the parties being able to compare received values with stored values. Unless otherwise noted, all elements in this document that have the XML Schema "string" type, or a type derived from it, MUST be compared using an exact binary comparison. In particular, implementations MUST NOT depend on case-insensitive string comparisons, normalization or trimming of white space, or conversion of locale-specific formats such as numbers.

The SCE enabler does not define a collation or sorting order for attributes or element values. SCE entities MUST NOT depend on specific sorting orders for values.
Values of type dateTime MUST conform to a single lexical representation defined in section 3.2.7 of [XML-Schema]. This lexical representation is the extended format CCYY-MM-DDThh:mm:ssZ where CC denotes the century, YY denotes the year, MM denotes the month, DD denotes the day, T is the date/time separator, hh, mm, ss represent the hour, minute, and second respectively, and Z is the mandatory UTC indicator. For example, 2002-12-31T23:59:59Z represents December 31st, 2002, 23:59:59 UTC.
SCE entities MUST support at least 256 byte long values for attributes or elements of type anyURI in the schemas specified in this specification. Implementations are RECOMMENDED to use values that are less than 256 bytes in length for such elements or attributes.

In this version and minor upgrade of the specification, the namespace URI for the generic XML Schema for SCE is “urn:oma:drm:sce:gen”. For the sake of convenience, this specification calls the generic XML Schema for SCE as the GEN schema and uses the namespace prefix for the GEN schema namespace as “gen”.
Change 2

5.7 Request

A Requester sends a Request message to a Responder when executing a protocol. The following XML schema fragment defines a Request message:

<complexType name="Request" >


<sequence>



<element name="reqID" type="gen:Identifier"/>



<element name="resID" type="gen:Identifier"/>



<element name="nonce" type="gen:Nonce" minOccurs="0"/>


<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>



<element name="reqInfo" type="gen:RequestInformation" minOccurs="0"/>


<element name="signature" type="base64Binary" minOccurs="0"/>


</sequence>


<attribute name="triggerNonce" type="gen:Nonce"/>


<attribute name="sessionID" type="gen:String64"/>

</complexType>
<complexType name="RequestInformation" abstract=”true”>


<sequence>





<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>

</complexType>
triggerNonce: This attribute, if present, MUST contain the value of the <nonce> element sent in a <trigger> message.
sessionID: TBD 

reqID: This element contains the identity of the Requester. If the request message is  part of a registration protocol, this element contains the identity that the Requester plans to register with. Otherwise, the Requester MUST set this value to equal the Requester’s ID that was stored in the ResContext during registration with the Responder. 

resID: This element contains the identity of the intended Responder. The Requester MUST set this value to equal the <resID> that was stored in the ResContext during registration with this Responder. TBD: what if the Requestor has not registered with the Responder and hence there is no ResContext?
nonce: This element, if present, contains a nonce randomly generated by the Requester. Nonces are generated and used as specified in section 5.4. 
certificateChain: This element, if present, contains the Requester’s certificate chain. It is sent unless it is indicated in the ResContext that the Responder has stored the necessary certificate information. When present, the parameter value SHALL be as described for the certificateChain parameter in the registration protocol of the protocol suite. TBD: How do you know which registration protocol?
reqInfo: This element, if present, contains additional information about the request message. This element is of type RequestInformation, which is abstract. Any concrete request should define a concrete RequestInformation element.
signature: This element, if present, is a signature over the message besides the <signature> element itself. Before a Requester has registered with a Responder, the <signature> element is generally a public key signature (the default is an RSA-PSS signature). After a Requestor has registered with a Responder, the <signature> element is generally a MAC signature using the negotiated algorithm (the default is an HMAC-SHA-1 signature) and the MK received during registration.
Change 3
5.7.4 Request Processing Results

After receiving a Request message, the Responder MUST process the message and send a Response message to the Requester with the result of the processing. The result is indicated in the status attribute of a Response message. The following table lists the valid values for the status attribute.

Table 1 - Values 
for the status attribute

	Value
	Description

	Abort 
	The Request message was rejected for unspecified reasons.

	AccessDenied
	The Requester is not authorized to contact this Responder.

	DomainAccessDenied
	The Responder does not have a User Domain Authorization for the Requester.

	DomainFull
	The User Domain has already reached it maximum number of Devices.

	InvalidCertificateChain
	The Responder received or has an invalid certificate chain for the Requeser.

	InvalidDomain
	The Responder does not recognize the requested User Domain.

	InvalidRO
	The RO has some invalid fields, or is unknown to the Responder.

	InvalidUserDomainAuthorization
	The Requester's User Domain Authorization is invalid.

	LowUserDomainGeneration
	The Requester's User Domain generation is lower than the Responder's User Domain generation.

	MACError
	The MAC value of a received message is incorrect.

	MalformedRequest
	The Responder failed to parse the Request message.

	MovePermissionNotPresent
	The Move operation requested by the Requester is not allowed because the permission is not present in the RO.

	MoveServiceNotProvided
	The Responder does not provide the Move via RI Service.

	NoCertificateChain
	The Responder needs a current certificate chain for the Requester.

	NotFound
	Requested object was not found.

	NotRegistered
	The Responder does not have a ReqContext for the Requester.

	NotSupported
	The Request message requested a feature currently not supported by the Responder.

	RequesterTimeError
	The Requester’s DRM Time is deemed inaccurate by the Responder.

	SignatureError
	The Responder could not verify the Requester’s signature.

	Success
	The Request message was processed message successfully.

	TriggerExpiredOrInvalid
	The trigger, from which a session is initiated by the Requester, is Expired or Invalid

	TrustedRootCertificateNotPresent
	The Responder does not have the appropriate Trusted Root Certificate to verify the Requestor’s certificate chain..

	UnknownRO
	The Responder did not generate the RO.

	UnsupportedAlgorithm
	The Responder does not support a requested algorithm.

	UnsupportedVersion
	The Responder does not support the requested protocol version.

	UpgradeServiceNotProvided
	The Responder does not provide the Upgrade service to the requester.

	UserDomainAuthorizationRequired
	The Responder needs a current User Domain Authorization from the Requester.

	UserDomainFull
	No more Devices are allowed to join the User Domain.

	UserDomainNotSupported
	The Requester's User Domain generation is higher than the Responder's User Domain generation, or the Responder has no valid User Domain Authorization.


If the processing of the Request message fails (i.e. the status attribute is not equal to “Success”), the Responder MAY add an errorMessage attribute containing a Responder defined description of the error. In addition, the Responder MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. If the  errorRedirectURL attribute is present, then the errorMessage attribute MUST also be present.
Upon transmission or reception of a Response message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise elsewhere, is that both the Requester and the Responder SHALL immediately close the connection and terminate the protocol. Requesters and the Responders are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the protocol.

Depending on the entity, a Requester SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Requester SHOULD also either include the value of the errorRedirectURL attribute as part of the error message to the User, or provide the User with an option to be redirected to the errorRedirectURL using a browser.
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6.4  Registration Request 

A Requester sends a Registration Request message to a Responder as the third message in a 4-pass registration protocol of a given protocols suite. The root element of the message MUST be a <registrationRequest> element as defined in the following XML schema fragment:

<element name=”registrationRequest” type=”gen:Request”/>

A Registration Request message MUST be formatted as specified in the table below:

	element / attribute
	usage
	value

	triggerNonce
	TBD
	TBD

	sessionID
	M

	Default, as specified in section xyz

	reqID
	M 
	Default, as specified in section xyz

	resID
	M
	Default, as specified in section xyz

	Nonce
	M
	Default, as specified in section xyz

	Time
	O
	Default, as specified in section 5.7

	certificateChain
	O
	Default, as specified in section xyz

	reqInfo
	M
	Specified below

	Signature
	M
	Specified below


Table 5: Registration Request Message Parameters

The Registration Request message MUST contain a <reqInfo> element as defined in section 6.4.1.

signature: This element contains the signature over the Registration Request message besides the <signature> element itself. The signature is made using the negotiated public key algorithm and the Requester’s private key.
The Registration Responder MUST verify the signature on the Registration Request message.













�Values strikenthrough are not applicable to SCE.


�Is this correct?
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