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1 Reason for Change

To address attack against Move via RI protocols.
Also, it is clarified that retries are done using a fresh nonce value (for consistency with letting the RI track (a limited number of) Device nonces as a means to detect replay).
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the OMA DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  Correct aspects of section 9.1.1
9.1.1 Sending MoveDeviceRORequest

ROAP-MoveDeviceRO protocol can be initiated either by receiving a ROAP-MoveDeviceRO Trigger or by user interaction with the Device (e.g. the user of the Source Device can select RI-issued Rights to Move using a built-in menu in the phone).

To package a ROAP-MoveDeviceRORequest message, the DRM Agent MUST proceed as follows:

1. The Device lets the user select Rights Objects that are issued by an RI or LRM, to be Moved. The Source Device MUST ensure that the selected Rights Object has a <move> permission containing no <system> constraint or a <move> permission containing a <system> constraint which identifies Move Device RO via RI protocol. Further details of this step are beyond the scope of this specification.

2. The DRM Agent marks the selected Rights Objects as unusable. If the Rights Object is stateful and just a portion of the Rights Object is being Moved, then it marks the portion being Moved as unusable.

3. The DRM Agent generates a ROAP-MoveDeviceRORequest message. Generation of <rightsInfo> element (of sceroap:RightsInfo type) conforms to section 5.4.1. If the RO included in the <rightsInfo> element is created by an RI, the DRM Agent MUST ensure that the RI (as peer entity of recipient of MoveDeviceRORequest message) is the same RI which is indicated in the <signature> element in the <rightInfo> element. If the RO included in the <rightsInfo> element is created by an LRM, the DRM Agent MUST ensure that the RI (as peer entity of recipient of MoveDeviceRORequest message) is one of RI that is indicated as being eligible to provide move service in the RO.

4. If there was a preceding trigger, the DRM Agent sends the request message using the roapURL in the trigger message. Else, the DRM Agent sends the request message to the riURL which is stored in the RI Context.

If any error occurred during sending the request message, the DRM Agent MAY resend the message using a fresh nonce value. How many times the DRM Agent retries is left to implementation. 
Change 2:  Correct aspects of section 9.1.1
9.1.3 Processing MoveDeviceROResponse

When a DRM Agent receives a ROAP-MoveDeviceROResponse message, the DRM Agent MUST process the response message as follows:

1. it checks if <reqID>, <resID>, <nonce> elements in the response message are same as the preceding request message. If any of these does not match, it terminates the Move RI Rights protocol.

2. it verifies <signature> element in the response message. If the verification is failed, it terminates the ROAP-MoveDeviceRO protocol.

3. it checks <status> element in the response message and process as follows:

a. If the status in the response message is “Success”, the DRM Agent MUST:

· In case of Move of full Rights, remove the corresponding Rights Objects and (and their State Information if present) which were identified in the request message.

· In case of Move of partial Rights, update their State Information by amount of transferred rights. E.g. if 3 counts remained before starting the ROAP-MoveDeviceRO protocol and 1 count was transferred to RI, then the DRM Agent decrements the State Information to be 2 counts.

· If the Post Response URL extension is present, the DRM Agent MUST send an HTTP GET request to the URL specified in the value of the <prURL> element of this extension at the first available opportunity. If the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.
b. If the status in the response message is not “Success”, the DRM Agent MUST mark the corresponding Rights Objects as usable and terminate the ROAP-MoveDeviceRO protocol.
Change 3:  Correct aspects of section 9.2.1
9.2.1 Sending MoveUserDomainConstrainedRORequest

The Move <userDomain>-constrained RO protocol can be initiated either by receiving a MoveUserDomainConstrainedROTrigger or by user interaction with the Device (e.g. the User of the Source Device can select RO(s) to Move using a built-in menu in the phone).

To package a MoveUserDomainConstrainedRORequest message, the DRM Agent MUST proceed as follows:

1. let the User select <userDomain>-constrained RO(s) to be Moved. The DRM Agent MUST ensure that the selected RO(s) have a <move> permission containing no <system> constraint or a <move> permission containing a <system> constraint which identifies the Move <userDomain>-constrained RO via RI protocol. The DRM Agent MUST also ensure the RI´s ID is present in the <moveIndication> element.
2. mark the selected RO(s) as unusable. For stateful RO, if only a portion of the Rights is to be Moved, only that portion is marked as unusable.
3. generate a MoveUserDomainConstrainedRORequest message. For each of the User Domains the selected RO(s) are bound to, a corresponding <sourceDeviceUserDomainAuthorization> element MUST be included.

4. if there was a preceding MoveUserDomainConstrainedRO trigger, the DRM Agent sends the request message using the reqURL in the trigger. Else, the DRM Agent sends the request message to the riURL which is stored in the RI Context.

If any error occurred during sending the request message, the DRM Agent MAY resend the message using a fresh nonce value. How many times the DRM Agent retries is left to implementation. 
Change 4:  Correct aspects of section 9.2.3
9.2.3 Processing MoveUserDomainConstrainedROResponse

When a DRM Agent receives a MoveUserDomainConstrainedROResponse message, the DRM Agent MUST process the response message as follows:

1. check if the <reqID>, <resID>, <nonce> elements in the response message match the ones sent in the preceding request message. If any of these does not match, the DRM Agent SHALL terminate the Move <userDomain>-constrained RO protocol.

2. verify the <signature> element in the response message. If the verification fails, the DRM Agent SHALL terminate the Move <userDomain>-constrained RO protocol.

3. check the <status> element in the response message. If the value is not “Success”, the DRM Agent SHALL mark all the RO(s) being Moved as usable and terminate the Move <userDomain>-constrained RO protocol.

4. for each <RIUserDomainAuthorization> element in the response message:
a. verify the DEA signature
b. check whether the <entityId> sub-element matches the <resID> element in the response
c. check the <notBefore> and <notAfter> sub-elements to see if the authorization is valid
If any of the above checks fails, the DRM Agent SHALL mark those RO(s) that are bound to this User Domain as usable.

If in the response message there is no <RIUserDomainAuthorization> element for a User Domain to which one or more of the RO(s) being Moved are bound, the DRM Agent SHALL mark those ROs as usable.

5. for each of the rest of RO(s) being Moved:
· In case of Move of full Rights, remove the RO and associated State Information 

· In case of Move of partial Rights, update the associated State Information by the amount of transferred rights. E.g. if 3 counts were remained before starting the Move <userDomain>-constrained RO protocol and 1 count was transferred to RI, then the DRM Agent updates the State Information to have 2 counts.
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