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1 Reason for Change

The change proposed in this CR is necessary in order to align the degree of damage-curtailing effect of RO source entity revocation when applied to A2A with that achieved (as a result of the key management convergence) when applied to Move via RI or when applied to out-of-band delivery of User Domain ROs.
1. [SCE-DOM] Out-of-band delivery of a User Domain RO to an SCE Device: The DRM Agent MUST NOT install the RO unless it can acquire an (unexpired) RI/LRM User Domain Authorization that is of the same domain generation as the most current one in the DRM Agent (section 8.2.2). The DEA can refuse to issue an RI/LRM User Domain Authorization based on the revocation status of the RI/LRM.
2. [SCE-DRM] The use of the <moveIndication> element with embedded <originalIssuer> element enables revocation checking as a condition of fulfilling the Move.
3. [A2A-TS] The situation as currently specified is such that revocation of source entity cannot effectively be propagated relative to A2A transactions/operations (as described in more detail below*)
Additionally, the change in this CR is necessary to cap vendor liability associated with manufacture of LRMs.

*A specific purpose of this CR is to enable system recovery against instances of abuse of what was intended when specifying differentiation of key purposes relevant to the original issuer of ROs that are ultimately transferred via A2A, as well as what was intended when specifying distinct types of permissions that apply to A2A, such as <move> vs. <lend>. As an example, an LRM that has a certificate with a localRightsManagerDomain key purpose but not a localRightsManagerDevice key purpose should not end up effectively and irrecoverably as an LRM with a localRightsManagerDevice key purpose issuing Device ROs with a <move> permission rather than a <userDomain>-constrained RO that is allowed to be <moved> within the User Domain and where at most a limited-usage <lend> permission (as circumscribed by the trust authority and/or a controlling entity upstream of an LRM) is to be granted to Devices that are not required to be members of the User Domain in order to consume. As a concrete case, consider that in violation of hard-coded or inherited/dynamic rules, a rogue LRM generates a <userDomain>-constrained RO with a <lend> permission that has a <lending-interval> constraint set at 100 years. The result is that the Lend operation looks like a Move to any Device in that the recipient Device can hold onto the RO as long as it wants (<100 years) and if/when it releases it, another Lend operation can happen. But Move of this RO was supposed to be limited to the User Domain since the LRM’s certificate does not have a localRightsManagerDevice key purpose.
Note further, that if the RO is ever lent by a DRM Requester to a rogue DRM Agent, that recipient Device can “lend” the RO concurrently to an arbitrary number of Devices (i.e., without waiting for release), each of which has seemingly legitimate use of the RO for 100 years. There is currently no way to recall the RO from further transfers, even if the LRM has been revoked and any known-compromised Devices that have handled the RO have been revoked. Furthermore, such an RO can be associated with arbitrary content by creating a DCF based on knowledge of the legitimate CEK (as long as DCF hash has not been included in the original RO).
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the DRM group agree this CR.

6 Detailed Change Proposal

Change 1:  Add new section (numbered as 10.) immediately following current section 9. R01 changed this section to number 10 rather than 9.7 (following current section 9.6 (Get CRL Operation)) so that it does not occur in the middle of section 9 (A2A Operations and Transactions)
10. SourceCertificateChain Revocation Checking

When receiving an RO via an instance of a Move RO transaction, Copy RO operation, Share RO operation, or Lend RO operation, the DRM Agent MAY refuse to install the RO or consume the RO for the first time if, based on available CRL or OCSP information the (RI or LRM) entity that generated the <signature> element over the <rights> element has been revoked. The decision to implement this functionality is left to the Trust Authority.
Such CRL MAY be acquired by the Device by using the Get CRL operation (see section 9.6) or by other means. Such OCSP response MAY be acquired during registration of the Device with the specific entity. Such OCSP response MAY be acquired through unspecified communication of the Device with another Device or other entity. This checking of the revocation status of the source entity identified by the SourceCertificateChain field is in addition to verification of the signature on the RO, including the SourceCertificateChain field as specified within the processing of the transaction or operation (see section 9).
Note that to be sure that the DRM Requester does not inadvertently lose access to the content received via one of the named transactions or operations, a fresh exchange between the DRM Requester and DRM Agent of the latest revocation information MAY be performed prior to completing the transaction or operation.
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