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1 Reason for Change

To accommodate a <contextRequired> constraint in order to enable consistency of A2A Move with Move via RI of Device ROs. Under converged key management, the recipient of a Device RO acquired through the Move via RI protocol must be registered with the RI whether the RO was generated by that RI or by an (original Issuer) LRM that designated that RI as eligible to handle the Move on its behalf. The use of the <contextRequired> constraint also provides consistency with the flow is section 5.4.6 (“Import and subsequent Move”) of the [SCE-AD]. No communication is required between the A2A-Move recipient Device and the LRM or RI that originally issued the RO if the Device has a current Context.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the DRM group agree this CR.

6 Detailed Change Proposal

Change 1:  Modify section 5.5 as below
5.5 Constraint Model

The constraint model enhances the permission model by providing fine-grained consumption control of content. In addition to the semantics as defined in [DRM-REL-v2.1], SCE adds the optional <userDomain>, <proximity>, <banning-interval>, <max-concurrent>, <lending-interval> and <contextRequired> elements to the <constraint> element.
5.5.1 Element <constraint>

<xsd:element name="constraint" type="o-ex:constraintType" />

<xsd:element name="constraintElement" abstract="true" />

<xsd:complexType name="constraintType">

      <xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


     </xsd:sequence>
      <xsd:attributeGroup ref="o-ex:IDGroup" />

      <xsd:attribute ref="o-ex:type" />

</xsd:complexType>
The <constraint> element is the top most element in the constraint model. It contains the optional <count>, <timed-count>, <datetime>, <interval>, <accumulated>, <individual>, <system>, <userDomain>, <proximity>, <banning-interval>, <max-concurrent>, <lending-interval> and <contextRequired> elements.

5.5.2 Element <count>

<xsd:element name="count"  substitutionGroup="o-ex:constraintElement">
  <xsd:complexType> 
    <xsd:simpleContent> 
      <xsd:extension base="xsd:positiveInteger"> 
        <xsd:attributeGroup ref="o-ex:IDGroup"/> 
      <xsd:attribute ref="o-ex:type"/> 
      </xsd:extension> 
    </xsd:simpleContent> 
  </xsd:complexType> 
</xsd:element> 
In addition to the semantics as defined in [DRM-REL-v2.1], the following applies:

If the parent <constraint> element is a child element of a <move> element, the <count> element specifies the number of times the <move> permission may be granted over the Rights Object itself. When used to constrain the <move> permission, the count MUST be decremented upon commencement of a Move process.

If the parent <constraint> element is a child element of a <copy> element, the <count> element specifies the number of times the <copy> permission may be granted. 

5.5.3 Element <userDomain>

<xsd:element name="userDomain" type="o-ex:constraintType" substitutionGroup="o-ex:constraintElement"/>
If a User Domain RO is <userDomain> constrained, it MUST be used only by Devices that have been targeted by an RI/LRM or Devices that are recipients of an A2A operation or transaction.

The <userDomain> constraint SHALL be in a top-level <constraint> element. 
ROs with a <userDomain> constraint SHALL include a <userDomainAuthorization> element in the <context> element in the <party> element to proof that the RI or LRM was authorized by the DEA to generate ROs for that User Domain and  to specify to which User Domain the RO is bound.
If a permission is restricted with a <userDomain> constraint, the Device SHALL only grant the permission if it is a member of the User Domain indicated by the <userDomainID> element in the corresponding <userDomainInfo> element in the <udaBody> in the <userDomainAuthorization>. However, the recipient Device of a Move or Copy operation does not need to be in the User Domain when it receives the RO over the A2A operation. 
To Move an RO containing a <userDomain> constraint, the RO MUST contain a <move> permission. An RO with a <userDomain> constraint MUST only be Moved by using either the A2A Move RO or Move via RI protocol.

To Copy an RO containing a <userDomain> constraint, the RO MUST contain a <copy> permission and MUST only be Copied by using the A2A Copy RO protocol. 
If an RO that was received as part of an Ad-Hoc Sharing or Lending operation contains a <userDomain> constraint, the recipient Device can consume the RO independently of its membership in the User Domain.The <userDomain> constraint also assures that the related permission is only granted to SCE Devices. Since the <userDomain> constraint is not understood by OMA DRM 2.0 or OMA DRM 2.1 Devices, including the <userDomain> constraint disallows the permission to be exercised by OMA DRM 2.0 or OMA DRM 2.1 Devices.
5.5.4 Element <proximity>

<xsd:element name="proximity" substitutionGroup="o-ex:constraintElement">

  <xsd:complexType>

    <xsd:complexContent>

      <xsd:extension base="o-ex:constraintType">

        <xsd:attribute name="method" type="xsd:anyURI"  use="required"/>

      </xsd:extension>

    </xsd:complexContent>

  </xsd:complexType>

</xsd:element>

The <proximity> element restricts the user of the related permission based on the determination of proximity. The use of proximity is not limited to nearness in space, but also includes nearness in time or relation of the Users of the Devices. The <proximity> element MUST have a method attribute that describes, which proximity method is used for this constraint... 

If the Device is not able to process the proximity method as required by the semantics of this element, or does not understand a sub-element of the <proximity> element, then the Device MUST treat the constraint as not met and MUST NOT grant the corresponding permission. The RI/LRM MAY use the DeviceDetails extension in the RegistrationRequest message to find out the Device manufacturer, model and version, from which it can determine which proximity method can be used before issuing the RO.
The method attribute contains a string value that specifies the URN associated with the required proximity method to be evaluated, e.g., method=”urn:oma:proximity:pm042_iph:3.14”. The <proximity> element MAY contain any number of child elements carrying specific parameters depending on the proximity method.

The child elements SHOULD be given in the name space that is named after the name of the proximity method. For example, if the OMNA registered name of the Proximity Method is urn:oma:{OMAresource}:{ResourceSpecificString}, then the name space for child elements within the <proximity> element should be {ResourceSpecificString}.

5.5.5 Element <system>

<xsd:element name="system" type="o-ex:constraintType" substitutionGroup="o-ex:constraintElement"/>
In addition to the semantics as defined in [DRM-REL-v2.1], the following applies:

The <system> constraint is allowed to also constrain the <move>, <copy>, <adhoc-share> and <lend> permissions.
In the case of a <move>, <copy>, <adhoc-share> or <lend> permission, the <system> constraint specifies the protocol(s) that MUST be used to respectively Move, Copy, Ad Hoc Share or Lend the ROs. In this case, the <context> elements SHALL contain a <version> element and a <uid> element. The <version> element specifies the minimum version of a protocol that MUST be used, whereas the <uid> element contains the URN to identify the protocol as registered with the OMNA.

5.5.6 Element <banning-interval>

<xsd:element name="banning-interval" type="xsd:duration" substitutionGroup="o-ex:constraintElement"/>
The <banning-interval> element is only used for <adhoc-share> permission. The <banning-interval> element specifies a minimum value for the period of time that the source DRM Agent MUST NOT conduct Ad Hoc Share with the recipient DRM Agent after conducting Ad Hoc Share with the same recipient DRM Agent.

The format used to specify the value of the <banning-interval> element is of type duration, which has the same format as the <interval> element from [DRM-REL-V2.1] (e.g. the value can be “P1D”).
5.5.7 Element <max-concurrent>

<xsd:element name="max-concurrent" type="xsd:positiveInteger" substitutionGroup="o-ex:constraintElement"/>
The <max-concurrent> element is only used for <adhoc-share> permission. The <max-concurrent> element specifies a maximum number of recipient DRM Agents that can simultaneously do ad hoc share with the source DRM Agent. The value of the <max-concurrent> element MUST be a positive integer.
5.5.6 Element <lending-interval>

<xsd:element name="lending-interval" type="xsd:duration" substitutionGroup="o-ex:constraintElement"/>
The <lending-interval> element is used for the <lend> permission. The <lending-interval> element specifies the maximum amount of time that an RO can be Lent. The format used to specify the value of the <lending-interval> element is of type duration, which has the same format as the <interval> element from [DRM-REL-V2.1] (e.g. the value can be “P1D”).
5.5.9 Element <contextRequired>
<xsd:element name="contextRequired" type="o-ex:constraintType" substitutionGroup="o-ex:constraintElement"/>
The <contextRequired> constraint is used to restrict consumption of a Device RO received via an A2A Move transaction to Devices that have a current RI/LRM Context corresponding to the source RI/LRM [SCE-DRM]. The <contextRequired> constraint SHALL be in a top-level <constraint> element.

If an RO that was received as part of an Ad-Hoc Sharing or Lending operation contains a <contextRequired> constraint, the recipient Device is not required to have registered with the source RI/LRM in order to consume.
If the <contextRequired> element is included, the <context> element in the <party> element MUST include an <issuerURL> element, indicating the URL to which the Device can register.
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