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1. Scope
(Informative)

This document defines the requirements for the Secure Removable Media (SRM) 1.1 along with the use cases in Appendix B to provide contexts or additional informations so as to improve the understanding of the requirements.   

All the requirements and use cases in this document fall under the scope of the work areas described in [SRM 1.1 WID], and they will be the basis of the subsequent technical activities.  

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, http://www.openmobilealliance.org 

	[SRM 1.1 WID]
	Work Item Document for the Secure Removable Media 1.1, Open Mobile Alliance™, OMA-WID_0177-SRM1_1-V1_0-20081117-A, http://www.openmobilealliance.org

	[OMA SCE 1.0]
	“Enabler Release Definition for Secure Content Exchange”, Version 1.0, Open Mobile Alliance™, OMA-ERELD-SCE-V1_0-20081117-D, http://www.openmobilealliance.org

	[OMA SRM 1.0]
	“OMA Secure Removable Media”, Version 1.0, Open Mobile Alliance™, OMA-TS-SRM-V1_0, http://www.openmobilealliance.org

	[OMA DRM 2.1]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_1, http://www.openmobilealliance.org/

	[OMA SRM 1.0 RD]
	“OMA Secure Removable Media Requirements”, Open Mobile Alliance(, OMA-RD-SRM-V1_0, http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
3.2 Definitions

	
	

	
	

	Content Provider
	An entity that is either a Content Issuer or a Rights Issuer.

	Device
	 A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.  The Device may include a smartcard module (e.g. a SIM) or not depending upon implementation.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device.

	DRM Content 
	Media Objects that are consumed according to a set of Permissions in a Rights Object.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

	Move
	To make Rights existing initially on a source Device or SRM fully or partially available for use by a recipient Device or SRM, such that the Rights or parts thereof that become usable on the recipient Device or SRM can no longer be used on the source Device or SRM.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content.

	Rights
	Rights are the collection of permissions and constraints defining under which circumstances access is granted to DRM Content.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM Conformant Devices.

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content. 

	Secure Memory Card
	A portable tamper resistant Device with an embedded microprocessor chip and a secure storage area. A Secure Memory Card is used for securely storing data (e.g. contents, rights etc.) and for performing security related operations like encryption and authentication.

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal 
Data and includes a SRM Agent (e.g. Secure Memory Card, Smart Card)

	Smart Card
	A portable tamper resistant Device with an embedded microprocessor chip and a secure storage area. A Smart Card is used for securely storing data (e.g. access codes, user subscription information, secret keys, contents, rights etc.) and performing security related operations like encryption and authentication. A Smart Card may contain one or more network authentication applications like the SIM, USIM, R-UIM.

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights Objects in Secure Removable Media, for delivering Rights Objects from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM Agent is a part of Secure Removable Media.

	User
	The human user of a Device.  The User does not necessarily own the Device.


3.3 Abbreviations
	OMA
	Open Mobile Alliance

	DRM
	Digital Rights management

	SCE
	Secure Contents Exchange

	ISO
	International Standards Organisation

	MMC
	Multi Media Card

	MPEG
	Moving Picture Expert Group

	MP3
	MPEG audio layer 3; coding scheme for audio compression

	PC
	Personal Computer

	ROAP
	Rights Object Acquisition Protocol

	RUIM
	Removable User Identity Module

	SD
	Secure Digital

	SIM
	Subscriber Identity Module

	SRM
	Secure Removable Media

	UFD
	USB Flash Drive

	USIM
	Universal Subscriber Identity Module


4. Introduction
(Informative)

The enabler named Secure Removable Media (SRM) extends the OMA DRM technology by defining the SRM Agent, a trusted entity located in the Secure Removable Media (SRM), and a set of protocols to provide the DRM contents portability and flexibility through the SRM. The SRM is a removable media containing a SRM Agent and a secure storage area protected against unauthorized reading and writing such as MMC, Smart Card, SD, UFD, etc. 
The SRM 1.0 enabled the Rights move between the Device and SRM and consumption of Rights stored in SRM on the Device hosting the SRM. In SRM 1.0 release, however, there were one use case (Scenario 2: Provisioning of Rights Object in the Smart Card) and the associated requirement (REQ-FCT-7) left unfulfilled. And, it is the primary objective of the SRM 1.1 to deliver technical specifications for them. This will allow the Rights Issuer to issue the Rights directly to the SRMs and provide seamless and flexible user experiences with their contents and/or services while maintaining the level of security demanded by the Content Providers. Therefore, in this requirement document, those uncovered use case and requirement will be revisited and improved with needed clarifications and extended requirements. 

In addition to that, as OMA DRM technology evolves, the SRM enabler needs to be updated to maintain compatibility with such new technical specifications such as DRM 2.1 [OMA DRM 2.1], SCE 1.0 [OMA SCE 1.0]. In this requirement document, therefore, such requirements and use cases will be investigated and specified.  
Also, in this requirement document, those requirements and use cases for Rights move between SRMs for those Devices supporting multiple SRMs, and for storing and retrieving the DRM data, such as metering data, will be investigated and specified.   
This requirement document builds on the SRM 1.0 [OMA SRM 1.0], DRM 2.1 [OMA DRM 2.1] and SCE 1.0 [OMA SCE 1.0] specifications. 

5. Release Description 
(Informative)

The purpose of this section is to provide a general description about the SRM 1.1 in terms of its functions, usability, and interoperability as well as the relationship with the SRM 1.0.
5.1 Version 1.0
By specifying the SRM Agent, which is a trusted entity embedded in the Secure Removable Media, the Secure Removable Media (SRM) 1.0 extends the OMA Digital Rights Management (DRM) to support Rights move between the Device and SRM and consumption of Rights stored in SRM on the Device hosting the SRM. The followings are the main functionalities specified in the SRM 1.0:
· Mutual authentication and key exchange between Device and SRM
· Device to SRM Rights move

· SRM to Device Rights move

· Local rights consumption
5.2 Version 1.1
The primary objective of the Secure Removable Media (SRM) 1.1 is to deliver the technical specifications for direct provisioning of Rights into the SRMs, where the Rights are cryptographically bound to the SRM preventing key materials from being exposed outside the SRM over the course of provisioning. 
In addition, the SRM 1.1 will also provide the following functionalities as well as improved compatibility: 
· Rights move between SRMs
· Secure storage and retrieval of DRM data, for example metering data.

· Compatibility to OMA SCE 1.0 [OMA SCE 1.0].
Note that the SRM 1.1 will have dependency on the SRM 1.0 [OMA SRM 1.0], SCE 1.0 [OMA SCE 1.0], and DRM 2.1 [OMA DRM 2.1]. 
6. Requirements
(Normative)

<< This section should capture the requirements necessary for service releases to support end-to-end interoperability across different devices, networks, service providers and network operators.  Linkage of requirements to Use Cases is not mandatory.

In cases where a common or shared requirement document will supply requirements for a section below (e.g. Privacy RD), note it in the appropriate section and reference the requirements to be included.  Then, in the table, add any specific requirements not covered by the shared document.

Each requirement listed in the tables below includes an indication of release.  The value for the release should identify the release in which the requirement desired, expected, or is fulfilled.  In early phaes of RD development preceding the RD Review, this field should provide guidance on preferences.  Before commencing the Consistency Review, the fields should be updated, if needed, to reflect the actual requirement coverage fulfilled by the release.

Within the requirement description column in the tables of the following sections, “Notes” might be optionally included. These notes will be considered informative material. Notes are intended to be used to include any kind of information that could help to clarify the corresponding requirement (meaning, applicability, implications, etc.).

In order to improve further development it is recommended that the reason for classifying a requirement as "SHOULD" or “MAY”(instead of "SHALL") shall be given as an "Informational Note" for each such requirement.  See the following example:
	Label
	Description
	Release
	Functional module

	FOO-EXMPL-001
	The FOO Enabler MAY be capable to notify users or not based on political affiliations contained in the User Profile.

Informational Note: This requirement is optional because in some markets this functionality could be forbidden due to regulatory aspects.
	FOO V1.0
	Monitor


For each table (i.e. set of requirements) in this chapter, please provide introductory text describing the background to the requirements.

DELETE THIS COMMENT >>

6.1 Modularisation

<< This section depicts the whole release as a collection of different functional modules. This is NOT an architectural model or diagram but a collection of functional modules where each one is a group of requirements identified as related with the offering/delivering of a functionality.

Modules can be absolutely needed to be able to build a service using the release or it can be a merely optional part adding value. In some way, functional modules can be described as mandatory functionality (core functionality) or optional functionality (value-added functionality). 

Thus, this section will only include a description of each identified functional module and the general character (mandatory / optional) considered for it. 

RELATED WITH THE “FUNCTIONAL MODULE” COLUMN IN THE TABLES IN THE FOLLOWING SECTIONS:

Each requirement listed in the tables in the following sections shall include an indication of the functional module(s) it is intended to pertain to (from the list identified in this section) and if it considered mandatory or optional within each one. 

Each requirement can be part of more than one module and can have a different character in each one (mandatory in some of them and optional in others). 

Examples of functional modules would be: File distribution, Provisioning, Content protection, Remote management, etc.

DELETE THIS COMMENT >>

<Modularisation text goes here>
6.2 High-Level Functional Requirements

<< This clause identifies the high level functional requirements for this release.  These requirements will be used to describe and derive the functions and interfaces that the release will support, and which defines its core purpose.  When writing requirements, care should be taken to recognise the difference between the release specifying a mechanism to perform a function versus its required usage in any given deployment.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Whenever a requirement is directly attributable to a particular actor, it is recommended to mention it.

Examples of such requirements are:

The XYZ release SHOULD support content delivery estimation time before and /or during service execution.

The XYZ release MUST be capable of supporting the Service Provider to log information about invocations of this release
The XYZ release MUST allow the end user to terminate a session

The XYZ release MUST allow actor X to perform function Y

If possible, requirements should be listed in a logical sequence that intuitively captures the behaviour of the release (or feature of the release).

DELETE THIS COMMENT >>

<intro text for High Level requirements here>
	Label
	Description
	Release
	Functional module

	PROV-HLF-001
	Rights Issuer SHALL be able to indicate that the Rights MUST be stored in the Secure Removable Media.
Informational Note: 
	1.1
	Provisioning

	
	
	
	

	
	
	
	


Table 1: High-Level Functional Requirements

6.2.1 Security

<< This clause identifies the high-level security needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements. 

in this area.

DELETE THIS COMMENT >>

<intro text for Security requirements here>
	Label
	Description
	Release
	Functional module

	FOO-SEC-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1 Authentication

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST be able to authenticate the {requestor of this function | user | device | initiator | ...} {if required by the applicable policies}.
	
	

	
	This function MUST be able to authenticate the {provider of this function | server | proxy | responder | ...} {if required by the applicable policies}.
	
	

	
	This function MUST be able to provide data origination authentication {if required by the applicable policies}. This means, it MUST be possible to ensure confidence that a received message or piece of data has been created by a certain party at some (unspecified) time in the past, and that this data has not been corrupted or tampered with.
	
	

	
	This function MUST be able to provide replay protection {if required by the applicable policies} to ensure confidence that a received message has not been recorded and played back.
	
	

	
	This function MUST be able to authenticate the source of the broadcast or streaming {if required by the applicable policies}.
	
	

	
	This function MUST be able to implicitly authenticate the destinations of the broadcast or streaming {if required by the applicable policies}.
	
	

	
	This function MUST allow the user to authenticate himself to the {device | agent} e.g., by entering a PIN code or by using biometrics if applicable.
	
	

	
	
	
	

	
	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.2.1.2 Authorization

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST be able to authorize access only to requestors entitled to access the function.
	
	

	
	
	
	

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.2.1.3 Data Integrity

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

<intro text for Data Integrity requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST be able to provide data integrity, protecting against accidental or intentional changes to the data, by ensuring that changes to the data are detectable.
	
	

	
	
	
	

	
	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.4 Confidentiality

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

<intro text for Confidentiality requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST use/support data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.
	
	

	
	This function MUST use/support* data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.
	
	

	
	
	
	

	
	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

6.2.2 Charging

<< This clause identifies the high-level charging needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

<intro text for Charging requirements here>
	Label
	Description
	Release
	Functional module

	FOO-CHG-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 7: High-Level Functional Requirements – Charging Items

6.2.3 Administration and Configuration

<< This clause identifies the high-level administration and configuration needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

<intro text for Administration and Configuration requirements here>
	Label
	Description
	Release
	Functional module

	FOO-ADM-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.2.4 Usability

<< This clause identifies the usability needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

<intro text for Usability requirements here>
	Label
	Description
	Release
	Functional module

	FOO-USE-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 9: High-Level Functional Requirements – Usability Items

6.2.5 Interoperability

<< This clause identifies the high-level interoperability needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

<intro text for Interoperability requirements here>
	Label
	Description
	Release
	Functional module

	FOO-INT-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.2.6 Privacy

<< This clause identifies the high-level privacy needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

<intro text for Privacy requirements here>
	Label
	Description
	Release
	Functional module

	FOO-PRV-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

6.3 Overall System Requirements

<<This clause describes the general behaviour and characteristics of the release such as deployment options, conformance, exceptions, use of existing technologies and specifications, etc.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Examples of General System Requirements are:

The XYZ release MUST NOT restrict deployment options

The XYZ release MUST be defined in an execution environment neutral manner

The XYZ release MUST specify interfaces that are access technology neutral

The XYZ release MUST be able to support services applicable to any kind of users or segments

It SHOULD be possible to use existing OMA Device Management and Provisioning releases.

DELETE THIS COMMENT >>

<intro text for System requirements here>
	Label
	Description
	Release
	Functional module

	FOO-SYS-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 12: High-Level System Requirements

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-xxyyz-V1_0-20021001-A
	01 Oct 2002
	Initial document to address the basic starting point

   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	OMA-xxyyz-V1_1-20030405-A
	05 Apr 2003
	description of changed

   Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApproval


A.2 Draft/Candidate Version 1.1 History

	Document Identifier
	Date
	Sections
	Description

	Draft Version

OMA-xxyyz-V1_2
	
	
	

	
	
	
	


Appendix B. Use Cases
(Informative)

The purpose of the use cases is to bring contexts or additional informations to the requirements in section 6 so as to present improved understanding of the requirements.
B.1 Provisioning of Rights Object in the Smart Card
B.1.1  ASK  \* MERGEFORMAT Short Description

Alice owns a state of the art mobile phone and is a faithful subscriber enjoying the multitude of services that her Network Service Provider offers. Alice wants to use the advanced features of her mobile phone but is reluctant to learn complicated technical topics. She wants a service that allows her to download music, and the associated Rights, in a seamless manner. In fact, Alice does not know what Rights Objects are and does not want to know how to “move” these “Rights Objects”. She wants to surf to her Network Service Provider’s portal, choose the music that she likes, download it, pay for the transaction and then just use it with the minimum of ease. 

Alice accepts that her Smart Card, which includes all her telecom account details, can be used to store Rights. Alice acquires a new mobile phone and wants to have her existing Rights transferred to the new mobile phone along with her account details. She just wants to be able to plug her Smart Card in her mobile phone, or any new mobile phone in the future, and immediately be able to consume the music for which she has acquired the Rights.
B.1.2 Market benefits

<text here>
B.1.3 Actors
	DRM Agent
	A DRM Agent embodies a trusted entity in a Device. This entity is responsible for enforcing permissions and constraints associated with DRM Contents, controlling access to DRM Contents, etc. In this specification, the DRM Agent is also responsible for enforcing permissions and constraints of Rights Objects in Secure Removable Media by interfacing with SRM Agent.

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights Objects in Secure Removable Media, for delivering Rights Objects from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM Agent is a part of Secure Removable Media.

	User
	A user is the human user of DRM Content. Users can only access DRM Content though a DRM Agent. Users can choose Secure Removable Media as a secondary storage of their Devices and enable the flexibility of moving and consuming of DRM Content or Rights Objects in other Devices.


B.1.3.1 Actor Specific Issues
The DRM Agent and the SRM Agent interact with each other to transfer Rights Objects.

B.1.3.2 Actor Specific Benefits
The User can purchase DRM Content, along with the associated Rights Objects, and know that she can use this DRM Content as long as her Smart Card is plugged in her mobile phone. When she wants to change to a new or different mobile phone she just needs to plug her Smart Card in the new mobile phone.

B.1.4 Pre-conditions
The User has acquired various DRM Contents and Rights Objects using her mobile phone. 
B.1.5 Post-conditions
DRM Content is delivered to the OMA conformant mobile phone while the Rights Objects are delivered directly to her Smart Card that is plugged in the mobile phone.

B.1.6 Normal Flow  
1. The User has purchased and downloaded DRM Content using her mobile phone that contains a Smart Card (e.g. SIM with SRM Agent embedded) 
2. The downloaded Rights Objects are installed directly in the user’s Smart Card or are seamlessly transferred by the mobile phone DRM Agent, only after successful mutual authentication between DRM Agent and SRM Agent, to the Smart Card.
3. The User can consume the acquired DRM Content according to the specified Rights in the Rights Objects installed in her Smart Card.
B.1.7 Alternate flow

If there are no remaining Rights or Rights have expired for the DRM Content on the Smart Card, the User cannot Consume the corresponding DRM Content. If mutual authentication has failed the Consumption of DRM Content SHALL be prevented.
B.2 <Use Case Title>

<< For the second and subsequent Use Cases, the template for section B.1 should be followed.  DELETE THIS COMMENT >>

Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT
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