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1 Reason for Contribution

In last Osaka meeting, replay cache management in DRM TS and LRM TS was discussed and agreed.

During incorporating agreed CR 461R04 to DRM TS, the editor of DRM TS found that there are some minor bugs. Hence this input contribution proposes to fix those bugs in DRM TS at first.
2 Summary of Contribution

This input contribution proposes text changes for section 15 of OMA-TS-SCE_DRM-V1_0-20081110-D.
3 Detailed Proposal

15. Replay Cache Management

This section describes how a DRM Agent and a RI manage replay cache to prevent replay attack from malicious third party and to handle retry of request message from Source Device. The DRM Agent and RI MUST also support Replay Cache management mechanism defined in [DRM-DRM-v2.1].

When a RI receives a request message for Move RO via RI protocol, it SHALL check the <reqID> and the <nonce> element in the request message as follows: 

· If the <reqID> element and <nonce> element in the request message matches with one of replay cache entry, the RI SHALL check the <time> element in the request message as follows:
· If the <time> element in the request message matches with a <time> in the replay cache entry, the RI SHALL ignore the request message. This ensures that RI prevents replay attack using same request message.
· Else, the RI SHALL generate a response message which contains information resulting from the processing of  request message which is stored in the matching replay cache entry, and send the generated response message. The RI SHALL NOT regenerate RO for Recipient Device nor send RO to the Recipient Device. This ensures that RI handles retry of request message.
· Else, the RI SHALL continue to process the request message according to processing rules of each specific protocol (see section 9.1.2 and 9.2.2). After that, the RI SHALL store one replay cache entry which is at least composed of <reqID>, <nonce>, <time> and an information resulting from the processing of the received request message, where the information from the processing contains status, errorMessage, errorRedirectURL attributes and any relevant associated data in response message.
It is strongly RECOMMENDED that the RI does not remove the replay cache entry until when the RI deems that the replay cache entry is old enough so that the source Device will no longer retry with the same nonce. In any case, the RI MUST keep the replay cache entry until the time when the RI would reject the request based on expiration, where the validity time window is RI implementation specific.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author of this contribution recommends that DRM WG tentatively agrees the proposed changes described in this input contribution. 
Also the section 6.1.5 in the LRM TS also should be revised with these changes accordingly.
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