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1 Reason for Contribution

This Input Contribution clarifies the User Domain Identifier in SCE DOM TS.
AP 1033
Youn-Sung to create a CR for the format of the User Domain Identifier.
The format of the User Domain Identifier was already defined in section 4.1 in DOM TS. This AP can be closed.

The format of the User Domain Identifier was defined as below:

<simpleType name="UserDomainIdentifier">


<restriction base="string">



<pattern value=".{1,24}\d{3}"/>


</restriction>
</simpleType>

2 Summary of Contribution

Clarify the User Domain Identifier in SCE DOM TS.

3 Detailed Proposal

Change 1:  Modify section 3.3 Abbreviations
3.3
Abbreviations

	A2A
	Agent to Agent

	AES
	Advanced Encryption Standard

	CEK
	Content Encryption Key

	DA
	Domain Authority

	DCF
	DRM Content Format

	DEA
	Domain Enforcement Agent

	DRM
	Digital Rights Management

	HTTP
	HyperText Transfer Protocol

	LRM
	Local Rights Manager

	MAC
	Message Authentication Code

	MIME
	Multipurpose Internet Mail Extensions

	MK
	Message Integrity Key

	N/A
	Not Applicable

	OCSP
	Online Certificate Status Protocol

	OMA
	Open Mobile Alliance

	REL
	Rights Expression Language

	REK
	Rights Object Encryption Key

	RI
	Rights Issuer

	RI/LRM
	RI or LRM

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSA
	Rivest-Shamir-Adelman public key algorithm

	SA
	Security Association

	SCE
	Secure Content Exchange

	SCR
	Static Conformance Requirement

	SHA-1
	Secure Hash Algorithm

	SK
	Session Key

	UDI
	User Domain Identifier

	UDK
	User Domain Key

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	XML
	Extensible Markup Language


Change 2:  Modify section 4. Introduction

4. Introduction

A User Domain is a set of v2.x and/or SCE DRM Agents that can share ROs created for the User Domain. DRM Agents can join multiple User Domains managed by one or more DEAs.

The DEA defines the User Domain, manages the key material, and controls which and how many DRM Agents are included and excluded from the User Domain. The DEA also controls which entities (RIs and/or LRMs) are authorized to create User Domain ROs.
A User Domain is associated with a unique User Domain Identifier, which includes a User Domain Generation counter, and one or more User Domain Keys. Multiple User Domain Keys are a result of User Domain upgrades performed by the DEA that manages the User Domain. Each User Domain Key corresponds to a specific User Domain Generation. The value of the User Domain Generation counter indicates the number of upgrades performed on the User Domain.
Change 3:  Modify section 6.3.3 Leave User Domain Response

6.3.3 Leave User Domain Response

A Leave User Domain Response message is sent from a DEA to a DRM Agent as the last message of the 2-pass Leave User Domain protocol. The message MUST be a <dmpLeaveUserDomainResponse> element as defined in the following XML schema fragment:

<element name="dmpLeaveUserDomainResponse" type="gen:Response"/>

If the processing of the Leave User Domain Request is not successful, then the response MUST be formatted as specified in [SCE-GEN]. Otherwise the response MUST be formatted per the table below:

	element / attribute
	Usage
	value

	status
	M
	“Success”

	reqID
	M 
	DRM Agent ID

	resID
	M
	DEA ID

	nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	resInfo
	M
	Specified below. 

	signature
	M
	Specified below


Table 1 – Leave User Domain Response Message Parameters

The Leave User Domain Response message MUST have a <resInfo> which MUST have a <dmpLeaveUserDomainResponseInformation> element as defined by the following XML schema fragment:

<element name="dmpLeaveUserDomainResponseInformation">


<complexType>



<sequence>




<element name="userDomainID" type="dom:UserDomainIdentifier" />



</sequence>





</complexType>

</element>

userDomainID: This element identifies the User Domain from which the DEA removed the DRM Agent. The User Domain Generation part of the User Domain Identifier SHALL be ignored. 

signature: This element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ReqContext for the DRM Agent.
The DEA sends the Leave User Domain Response after having deleted the association of this DRM Agent to the User Domain (i.e. updated the User Domain membership status).
Change 4:  Modify section 8.2.2 Ensuring User Domain RO validity

8.2.2 Ensuring User Domain RO validity 

If the User Domain RO is received out-of-band, then the DRM Agent MUST NOT install the User Domain RO if it includes a <userDomain> constraint. 

To further ensure the validity of the User Domain RO the DRM Agent MUST have a valid User Domain Authorization that proves that the RI/LRM is authorized by the DEA to create ROs for the User Domain. A valid User Domain Authorization will be present in the User Domain RO, but it may also have expired or be otherwise invalid. In this case a valid User Domain Authorization may be acquired from the DEA through execution of the dmpJoinDomain protocol. 

The DRM Agent MUST check that it has a RI/LRM User Domain Authorization for which:

1. The <userDomainId> element equals a User Domain Identifier in a valid DA Context as described in section 8.2.1. (e.g. equal values for <dadeaID> and <userDomainId>, both User Domain baseID and User Domain Generation parts)

(In other words: RI/LRM’s User Domain Authorization is of the same domain generation as the most current one in the DRM Agent)

2. This User Domain Authorization element contains

a. A <deaID> element that equals the <deaID> in the <user Domain Authorization> element in the <party> element in the User Domain RO 

b. A <userDomainId> element of which the User Domain baseID equals the User Domain baseID of the <userDomainId> element in the <User Domain Authorization> element in the User Domain RO. If the UserDomainRO is received using ROAP, then also the User Domain Generation Parts MUST be equal. 

(In other words: If received out-of-band, then the User Domain RO may be created for a different generation of the domain than the most recent) 

3. The <entityId> element equals the <riID> element in the User Domain RO

4. An <isRIorLRM> element is present.

5. If the <notBefore> element is present, the Current DRM Time is later than the value of the <notBefore > element

6. If the <notAfter> element is present, the Current DRM Time is earlier than the value of the <notAfter> element

7. The signature verification using the DEA’s Public Key is succesful. 

If such <user Domain Authorization> exist, than the DRM Agent MUST verify the signature of the User Domain RO using the RI/LRM public key. Also, the DRM Agent MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). 

If any of these the verifications fails the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF. 

If the User Domain RO is stateful, then the DRM Agent MUST perform the replay protection related checks defined in [DRM-DRM-v2.1].

If the User Domain Context has expired (indicated by the User Domain Context Expiry Time) the DRM Agent MUST NOT install ROs for this User Domain. 

Change 5:  Modify section 8.4 Use of hash chains for Domain key management

8.4 Use of hash chains for Domain key management

To avoid storage of multiple keys per User Domain in the DRM Agent and in the DEA (for the purpose of using old and new User Domain ROs after User Domain upgrade) it is possible to have a relation between the User Domain Keys using Hash Chains [DRM-DRM-v2.1], as illustrated in the example below. The DRM Agent MAY support Hash Chains and the DEA MAY support Hash Chains. 

Example1. Without hash chains

When generating a new User Domain, the DEA generates:

· A unique User Domain Identifier UDI, the User Domain Generation is set to 000. 

· A random secret User Domain Key UDK0
At User Domain upgrade the Domain Generation g is increased by 1, which is reflected in the User Domain Identifier, and a new User Domain Key UDKg is generated. The old UDK (s) must be stored in DEA and DRM Agent to allow use of ROs issued before the upgrade. When Devices join a User Domain, all UDKs of this User Domain are sent in the <rspInfo> element of JoinUserDomainResponse (see 6.2.3).

Example 2. With Hash Chains (optional)

When generating a new User Domain, the DEA 

· Generates a unique User Domain Identifier UDI, the User Domain Generation is set to 000

· Generates an initial User Domain Key UDK for the User Domain

· Selects the maximum number of generations n for this User Domain (not larger than 999)

· Defines a sequence of UDKs using the method described in [DRM-DRM-v2.1].
Since old UDKs (with low generation value) are possible to efficiently derive from new UDKs (with higher generation value), it is only necessary to store the newest User Domain Key in the DRM Agent (and corresponding User Domain Identifier so the Domain Generation is known). For the DEA it is sufficient to store UDK, n and the current User Domain Identifier.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG tentatively agrees the proposed changes described in this input contribution.
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