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1 Reason for Change

This CR provides the text for SRM RD1.1 based on the proposal “OMA-DRM-2008-0522-INP_Use_Case_for_SRM_1_1”. 
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Changes to Section 6.2, 6.2.1, 6.2.5 as follows:
6.2 High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	SRM-HLF-001
	The DRM Agent SHALL be able to transfer Rights to the SRM Agent.
	SRM V1.0
	

	SRM-HLF-002
	The SRM Agent SHALL be able to transfer Rights to the DRM Agent.
	SRM V1.0
	

	SRM-HLF-003
	The DRM Agent SHALL be able to use Rights which are transferred from the SRM Agent.
	SRM V1.0
	

	SRM-HLF-004
	The DRM Agent SHALL be able to use Rights that are stored in the SRM and update state information in the SRM for stateful rights.
	SRM V1.0
	

	SRM-HLF-005
	SRM enabler SHALL ensure that only one instance of the Rights Object is usable at any time.
	SRM V1.0
	

	SRM-HLF-006
	The DRM agent on the Device SHALL ensure that Rights that are Moved from the Device to a SRM can no longer be used on the Device.
	SRM V1.0
	

	SRM-HLF-007
	Rights Issuer SHALL be able to indicate that the Rights MUST be stored in the Secure Removable Media.
	SRM V1.0
	

	SRM-HLF-008
	Rights Issuer SHALL be able to restrict the number of times the Rights are transferred between the Device and Secure Removable Media.
	SRM V1.0
	

	SRM-HLF-009
	The communication protocol between the Device and the SRM Agents (Memory Card, Smart Card …) SHALL be independent of the physical layer.
	SRM V1.0
	

	SRM-HLF-010
	It SHALL be possible for the user to Backup Stateless Rights Objects from the SRM to a local PC, a remote server or other local mass memory media, and subsequently restore these Rights Objects for usage to the user’s SRM
	Future
	

	SRM-HLF-011
	The DRM Agent SHALL be able to read Rights from the Secure Removable Media after the successful mutual authentication with the SRM Agent.
	SRM V1.0
	

	SRM-HLF-012
	The DRM Agent SHALL be able to write Rights on the Secure Removable Media after the successful mutual authentication with the SRM Agent.
	SRM V1.0
	

	SRM-HLF-013
	The DRM Agent SHALL be able to remove Rights from the Secure Removable Media after the successful mutual authentication with the SRM Agent.
	SRM V1.0
	

	SRM-HLF-014
	The DRM Agent SHALL be able to update Rights Object states on the Secure Removable Media after the successful mutual authentication with the SRM Agent.
	SRM V1.0
	

	SRM-HLF-015
	The SRM enabler SHALL allow the direct Rights transfer from one SRM Agent to another SRM Agent.
	SRM V1.1
	SRM to SRM rights Move

	SRM-HLF-016
	It SHALL be possible to support the subscription model for DRM contents service based on the SRMs, i.e. subscriber cards.
	SRM V1.1
	Provisioning

	SRM-HLF-017
	It SHALL be possible for the User to access the DRM contents service continuously and seamlessly from different host Devices as long as the SRM is attached to the Device. 

Informational Note: It includes not just contents consumption, but also contents purchase from different Devices using the same subscription or billing information stored in the SRM.
	SRM V1.1
	Provisioning

	SRM-HLF-018
	It SHALL be possible to issue the Rights for the SRMs, download and install it into the SRMs directly.
	SRM V1.1
	Provisioning

	SRM-HLF-019
	When the User purchases contents, the Content Provider MUST be able to determine whether it is going to create the Rights for the SRM and trigger subsequent acquisition procedures. 
	SRM V1.1
	Provisioning

	SRM-HLF-020
	Both separate delivery and combined delivery for the Contents and Rights SHALL be supported.
	SRM V1.1
	Provisioning

	SRM-HLF-021
	The solution SHALL be easily, widely applicable to the media with severe resource constraints, such as computing power and memory.


	SRM V1.1
	Provisioning

	SRM-HLF-022
	Rights Issuer SHALL be able to create upgraded rights for rights installed in SRM.
	SRM V1.1
	SRM rights Upgrade

	SRM-HLF-023
	DRM Agent SHALL be able to apply to Rights Issuer for upgraded rights for the rights on SRM.
	SRM V1.1
	SRM rights Upgrade

	SRM-HLF-024
	DRM Agent SHALL be able to upgrade rights on SRM after the successful mutual authentication with the SRM Agent.
	SRM V1.1
	SRM rights Upgrade

	SRM-HLF-025
	SRM enabler SHALL be able to upgrade installed rights with upgraded rights issued from RI via DRM Agent.
	SRM V1.1
	SRM rights Upgrade

	
	
	
	


Table 1: High-Level Functional Requirements
6.2.1 Security

	Label
	Description
	Release
	Functional module

	SRM-SEC-001
	The DRM Agent SHALL be able to authenticate the SRM Agent.
	SRM V1.0
	

	SRM-SEC-002
	The SRM Agent SHALL be able to authenticate the DRM Agent.
	SRM V1.0
	

	SRM-SEC-003
	A Backed Up Rights Object SHALL NOT be Moved.
	SRM V1.0
	

	SRM-SEC-004
	The mutual authentication between the SRM Agent and a DRM Agent SHALL be secure, e.g. against replay attacks.
	SRM V1.0
	

	SRM-SEC-005
	Rights or parts thereof in use by a Device SHALL NOT simultaneously be available for use by a SRM that provided such Rights to that Device.
	SRM V1.0
	

	SRM-SEC-006
	If an SRM Agent provides Rights to a DRM Agent, then any reverting back of the Rights or parts of the Rights to the SRM Agent SHALL be accomplished via a secure method.
	SRM V1.0
	

	SRM-SEC-007
	Protocol between the DRM Agent and the SRM Agent SHALL allow recovery from an unexpected communication interrupt.
	SRM V1.0
	

	SRM-SEC-008
	Rights Object SHALL not be exposed unless upon request from the SRM agent.
	SRM V1.0
	

	SRM-SEC-009
	The SRM enabler SHALL ensure the Confidentiality of any Content Encryption Key (CEK) in the Rights Object, in a manner independent of the transport mechanism between the SRM Agent and the DRM Agent such that the CEK can only be used by the DRM Agent.
	SRM V1.0
	

	SRM-SEC-010
	The SRM enabler SHALL ensure the Integrity of the Rights Object, in a manner independent of the transport mechanism between the SRM Agent and the DRM Agent.
	SRM V1.0
	

	SRM-SEC-011
	Devices and SRM SHALL be able to use revocation information as part of ensuring a secure mechanism between DRM Agents and SRM Agents.
	SRM V1.0
	

	SRM-SEC-012
	The SRM enabler SHALL ensure the Integrity of the Rights Object, in a manner independent of the transport mechanism between the SRM Agent and another SRM Agent.
	SRM V1.1
	SRM to SRM rights Move

	SRM-SEC-013
	Both SRMs SHALL be able to use revocation information as part of ensuring a secure mechanism for SRM to SRM rights Move.
	SRM V1.1
	SRM to SRM rights Move

	SRM-SEC-014
	The SRM 1.1 enabler SHALL ensure the confidentiality of the Rights Object, in a manner independent of the transport mechanism between the SRM Agent and the Rights Issuer.
	SRM V1.1
	Provisioning

	SRM-SEC-015
	The SRM 1.1 enabler SHALL ensure the integrity of the Rights Object, in a manner independent of the transport mechanism between the SRM Agent and the Rights Issuer.
	SRM V1.1
	Provisioning

	SRM-SEC-016
	It SHALL be possible for the Rights Issuer to authenticate the identity of the SRM Agent that is requesting the Rights Object.
	SRM V1.1
	Provisioning

	SRM-SEC-017
	Upgraded rights SHALL not be exposed unless upon request from the SRM agent.
	SRM V1.1
	SRM rights Upgrade

	
	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.2.5 Interoperability

	Label
	Description
	Release
	Functional module

	SRM-INT-001
	The SRM enabler SHALL be backward compatible with OMA DRM v2.1, SRM v1.0.
	SRM V1.1
	SRM to SRM rights Move

	SRM-INT-002
	The SRM enabler SHALL be able to Move Rights Object that is consistent to SCE REL.
	SRM V1.1
	SRM to SRM rights Move

	SRM-INT-003
	The Rights acquisition for the direct provisioning of the Rights MUST be backward compatible with SRM 1.0 and DRM 2.1.
	SRM V1.1
	Provisioning

	SRM-INT-005
	The rights upgrade SHALL be backward compatible with OMA SCE 1.0.
	SRM V1.1
	SRM rights Upgrade

	
	
	
	


Change 2:  add Section appendix B.11 as follows:
B.11 SRM Rights Upgrade 
B.11.1  ASK  \* MERGEFORMAT Short Description

Xiaoming owns a mobile phone which is inserted with a SRM. All the rights he bought for songs are installed on the SRM.
Xiaoming’s friend Xiaoli finds a song she favourites much when playing Xiaoming’s mobile phone, therefore Xiaoming decides to give it to her as a gift.
But right then, the rights of that song can not be Moved since Xiaoming has not ever purchased the Move permission for it. Xiaoming at once applies the Move permission from service provider for rights of that song. After successful application, the rights of that song is upgraded with new Move permission Xiaoming pulls SRM out from his mobile phone and subsequently inserts it in Xiaoli’s mobile phone.
That song and its rights as well are Moved successfully from Xiaoming’s SRM to Xiaoli’s mobile phone.
B.11.2 Market benefits

It is very economical for user since he just pays for the additional permission when he wants. This kind of consuming experience is very flexible to the user and therefore be much helpful for the business development.
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