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1 Reason for Contribution

DRM WG has been working on the SRM 1.1 Requirements Document. The requirements for the Direct Provisioning of Rights were almost completed in current draft version of SRM 1.1 RD.

This Input Contribution proposes the basic sequence diagram for Direct Provisioning of Rights to the SRM.
2 Summary of Contribution

Add the basic sequence diagram for Direct Provisioning of Rights in the SRM 1.1 AD.
3 Detailed Proposal

6.1.4 Direct Provisioning of Rights to the SRM
The technical use case illustrates Direct Provisioning of Rights to the SRM where the Rights Issuer issues a Rights Object to SRM Agent. For the actions below, the DRM Agent interacts with the SRM Agent and requests the signature of the SRM Agent. The Rights Object to be downloaded and installed is cryptographically bound to the SRM Agent.
Action:

Rights Issuer sends ROAP Trigger message to the DRM Agent, indicating in the Trigger that the Rights Object is to be issued for the SRM Agent.

1. DRM Agent generates the RO Request message for Rights installation to SRM Agent. At the time the DRM Agent needs a signature of the SRM Agent.
2. DRM Agent sends Signature Request message to SRM Agent with RO Request message which needs the signature of the SRM Agent.
3. SRM Agent sends Signature Response message to DRM Agent with the signature of the SRM Agent.
DRM Agent sends RO Request message to Rights Issuer with the signature of the SRM Agent which signified that RO is requested by the SRM Agent.
Rights Issuer sends RO Response message to the DRM Agent with Rights Object that was bound to SRM Agent.
DRM Agent sends Rights Provisioning Request message to SRM Agent with the Rights for installation.
SRM Agent verifies the Rights. If verification of the Rights is successful, the SRM Agent installs the Rights and sends Rights Provisioning Response message to DRM Agent.

It is assumed that the DRM Agent performs necessary authentication and validation procedures prior to communicating with the SRM Agent. It also assumes that the Rights Object is signed by the Rights Issuer.
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Figure x: Sequence Diagram – Direct Provisioning of Rights to the SRM
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to agree on the basic sequence diagram for Direct Provisioning of Rights to the SRM.
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