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1 Reason for Change

In OMA DRM2.0, there are Pull and Push Models for basic download (see OMA AD DRM 2.0). Hence in OMA TS DRM 2.0, there are 1-pass and 2-pass protocols for RO Acquisition.

As regards current AD SRM 1.1, it just gives the Pull Model for issuing RO for SRM from RI to DRM Agent. So, this CR proposes to fulfil direct provision of rights by Push Model of RO issuing for SRM.

R01：Swap the sequence of Push and Pull parts in original proposal and some editorial changes in Push model part.
R02: Editorial changes during the Conference Call.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Changes to Section 6.1.4 as follows:
6.1.1 Direct Provisioning of Rights to the SRM

The technical use case illustrates Direct Provisioning of Rights to the SRM where the Rights Issuer issues a Rights Object to SRM. For the actions below, the DRM Agent interacts with the SRM Agent and requests the signature of the SRM Agent.  The Rights Object to be downloaded and installed is cryptographically bound to the SRM Agent.

Action on Pull model of RO issuing:
· Optionally, Rights Issuer sends ROAP Trigger to the DRM Agent, indicating in the Trigger that the Rights Object is to be issued for the SRM Agent.
· DRM Agent generates body of the RO Request for Rights installation to SRM Agent. At the time the DRM Agent needs a signature of the SRM Agent.
· DRM Agent sends Signature Request to SRM Agent with message body of RO Request which needs the signature of the SRM Agent.
· SRM Agent sends Signature Response to DRM Agent with the signature of the SRM Agent.
· DRM Agent sends RO Request to Rights Issuer with the signature of the SRM Agent which signified that RO is requested by the SRM Agent. 

· Rights Issuer sends RO Response to the DRM Agent with Rights Object that was bound to SRM Agent.

· DRM Agent sends Rights Provisioning Request to SRM Agent with the Rights for installation.
· SRM Agent verifies the Rights. If verification of the Rights is successful, the SRM Agent installs the Rights and sends Rights Provisioning Response to DRM Agent.

It is assumed that the DRM Agent performs necessary authentication and validation procedures prior to communicating with the SRM Agent. It also assumes that the Rights Object is signed by the Rights Issuer.
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Figure 13: Sequence Diagram – Direct Provisioning of Rights to SRM on Pull Model
Action on Push model of RO issuing:
Another scenario for Direct Provision shown in Figure 14 is the subscription based push of rights. In this model, the RI has an established subscription and charging agreement with DRM Agent for the SRM which is bound to that DRM Agent. As a result of this, the Rights Issuer can push both DRM Content and Rights Objects to the clients on a regular interval.
Following is the general description:
· RO Subscription is made for SRM which is bound to DRM Agent. Optionally, DRM Agent makes subscription via the portal of RI and registers the information of target SRM which is inserted in that DRM Agent.
· Rights Issuer sends RO Response to the DRM Agent with Rights Object that was bound to SRM Agent.

· DRM Agent sends Rights Provisioning Request to SRM Agent with the Rights for installation.
· SRM Agent verifies the Rights. If verification of the Rights is successful, the SRM Agent installs the Rights and sends Rights Provisioning Response to DRM Agent.

It is assumed that the DRM Agent performs necessary authentication and validation procedures prior to communicating with the SRM Agent. It also assumes that the Rights Object is signed by the Rights Issuer.
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Figure 14: Sequence Diagram – Direct Provisioning of Rights to SRM on Push Model
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