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1 Reason for Change

This Change Request proposes descriptions of the functional components and interfaces of the SRM v1.1 Architecture.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify the section 5.3
5.3 Functional Components and Interfaces

5.3.1 Functional Components

This section describes the OMA SRM v1.1 functional components.  Some of these components are existing entities whose details are defined in [OMADRMv2.1].

· Rights Issuer (RI)
The Rights Issuer is an entity that assigns permissions and constraints to DRM Content, and generates Rights Objects.  Rights Objects govern how DRM Content may be used – DRM Content cannot be used without an associated Rights Object, and may only be used as specified by the Rights Object.  The Rights Issuer specifies in the Rights Object the usage of the SRM to store Rights.
Compared to OMA DRM v2.1, new functionalities for the RI include:
· Providing a Rights Object to be downloaded and installed to a SRM.
· Upgrading an existing Rights Object with additional permissions.
· DRM Agent

A DRM Agent embodies a trusted entity in a device. This trusted entity is responsible for enforcing permissions and constraints associated with DRM Content, controlling access to DRM Content, etc.   The DRM Agent securely communicates with the SRM Agent to control and manage the Rights stored in the SRM.
Compared to OMA DRM v2.1, new functionalities for the DRM Agent include:
· Mutual authentication and establishment of secure authenticated channel with a SRM Agent.
· Support of new permissions such as Move.
· Requesting a Rights Issuer to issue a Rights Object to a SRM.
· Requesting a Rights Issuer to upgrade an existing Rights Object with additional permissions.
· SRM Agent

A SRM Agent is a trusted entity embodied in Secure Removable Media. This trusted entity is responsible for storing and removing Rights Objects in Secure Removable Media.  It also securely transfers Rights Objects and associated information to and from a DRM Agent.
5.3.2 Interfaces

The OMA SRM interfaces are defined in Table 1.

	Interfaces
	Description

	SRM-1
	This interface supports 

Requests to transfer Rights Objects and associated state information.
Requests to read the list of Rights in the SRM.
Requests to transfer Rights in the SRM.
Requests to consume Rights.
The use of this interface can involve mutual authentication, confidentiality, and integrity.

	SRM-ROAP
	The SRM-ROAP interface is an extended version of the ROAP interface as specified in OMA DRM v2.1.
This interface supports

Issues a Rights Object to the Device.

Issues a Rights Object to the SRM.

Upgrades an existing Rights Object with additional permissions.



Table 1: Interface descriptions
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