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1 Reason for Change

Although section 9 of the SCE DOM TS is currently marked as informative, subsection 9.4 contains normative text. This CR makes corrections and clarifications within section 9 and its subsections*, and marks 9.4 as normative (leaving section 9 as informative).
As a result of the changes mentioned above a definition from the LRM TS (namely, “Non-OMA DRM”) is added to the Definitions section (3.2) of the SCE DOM TS.
Section 8.2.1 itemizes 3 possible outcomes, when in fact there are 4. The text is correspondingly corrected.
R01: The text is further clarified to indicate within possible outcomes 1 and 2 of section 8.2.1 that as a prerequisite for User Domain RO installation, “verification of User Domain RO validity as specified in section 8.2.2 concludes successfully” (in accordance with bullet 2 of (unchanged) section 8.2).
*Additional explanation regarding reason for change to section 9.4: The reason for proposing the change in title of section 9.4 is that under the (normative) definition of “Import” an RI does not perform Import (by functional name), although it can, nevertheless, perform User Domain RO creation. The RI role (“An entity that issues Rights Objects to OMA DRM conformant Devices”) is oblivious to whether in a previous life similar content/rights existed under a different (i.e., Non-OMA DRM) protection scheme. Prior to SCE, RIs could be deployed in the network or locally/in the home, but Import, per se, did not exist as a specifically identified function. Per [SCE-RD]: “Because there is no single DRM system deployed across all these different devices, the SCE Enabler also enhances the interoperability between OMA and non-OMA DRM systems by defining an Import function for OMA DRM.“ [SCE-RD] further states that “The transcoding and translation will be performed by a Local Rights Manager (LRM) that receives the original content from the DVR and distributes it to one or more devices within the user’s “personal domain” or home network.“ Import is discussed (informatively) as Appendix I of [DRM-DRM-v2.1]. However, Import as a normatively defined function (and introduction of an LRM) first appears within the SCE Enabler. The (informative) Scope section of [SCE-LRM] states, in particular, that: “The scope of OMA Secure Content Exchange (SCE) is to enhance the OMA Digital Rights Management v2.1 [DRM-DRM-v2.1] specifications to enable the secure exchange of DRM Content among multiple devices. These enhancements include the following:…The definition of the Import function allows content protected by Non-OMA DRM mechanisms to be consumed by SCE Devices…This document specifies the Local Rights Manager (LRM), which is used for the conversion of Non-OMA DRM protected content to OMA DRM protected content.” Note that the proposed text in section 9.4 does not prohibit a “true” Rights Issuer (i.e., an entity with an oma-kp-rightsIssuer key purpose and without an oma-kp-localRightsManagerDomain key purpose and without an oma-kp-localRightsManagerDevice key purpose) from being deployed locally.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the OMA DRM WG agree this CR.
6 Detailed Change Proposal
Change 1:  Section 9 and subsections 9.1-9.4 are corrected for consistency.
9. User Domain related transfer operations (informative)

[DRM-DRM-v2.1] allows Domain ROs to be embedded into a (P)DCF and exchanged freely between DRM Agents, using any mechanism or protocol. This enabler builds on this functionality and adds mechanisms that provide more fine-grained control over the exchange of content in relation to a User Domain. Rights Issuers are enabled to limit the number of copies that are usable in the User Domain and the system will enforce that the limited number of usable copies are securely Moved between Devices in the User Domain. 

The free exchange of Protected Rights Objects as enabled by [DRM-DRM-v2.1] is also possible in SCE. However, not all User Domain ROs can be used simultaneously on all Devices in the User Domain. Therefore Rights Issuers will explicitly express content exchange related rights in the Rights Object. This section clarifies the semantics of content exchange related elements of the [SCE-REL] for User Domain ROs. The mechanisms that must be employed to enforce these rights are specified (in [SCE-A2A] for direct (Device-to-Device) Move and Copy of <userDomain>-constrained ROs utilizing the Move RO transaction and Copy RO operation, respectively, and in [SCE-DRM] for RI-assisted Move utilizing the Move <userDomain>-constrained RO Protocol). 
This section is NOT concerned with limited sharing of Rights with recipient Devices that are not required to join the specific User Domain in order to consume. Discussion of such operations (e.g., Lend RO and Share RO) is found in [SCE-A2A].
9.2 Out-of-band delivery to Devices in a User Domain

If a User Domain RO does not have a top-level <userDomain> constraint, it can be delivered out-of-band and used by any SCE Device that is member of the User Domain to which the RO was issued (where SCE Devices join the User Domain via the DEA that manages that User Domain).  Such a User Domain RO can also be used by any v2.x DRM Agent that is a member of the User Domain by way of joining the User Domain via the specific Rights Issuer (or LRM with oma-kp-rightsIssuer key purpose) that generated the <signature> element over the <rights> element of the RO (where a v2.x DRM Agent may be a member of the User Domain through multiple RIs and/or LRMs).
An SCE DRM Agent will NOT accept out-of-band delivery of ROs that have a top-level <userDomain> constraint (see section 8), and a v2.x DRM Agent will reject top-level <userDomain>-constrained ROs regardless of the delivery mechanism. A User Domain RO that allows the same usage as an OMA DRM v2.x Domain RO does not have any <copy> or <move> permission and does not have any <userDomain> constraint, so that out-of-band delivery is allowed. 

9.3 Move between Devices in a User Domain

The <move> element grants permission to transfer the User Domain RO to another DRM Agent. If the “allowPartial” attribute is false, then this transfer is performed in such a way that after the transfer process the User Domain RO and all its related state information is usable by the recipient DRM Agent and is no longer usable by the source DRM Agent. If the “allowPartial” attribute is true, then after the transfer process the User Domain RO may be usable on the source as well as the sink DRM Agent, but the total amount of state information that is available on source and sink remains constant. In other words, “part” of the state information may be transferred and the remaining portion of the state information may be retained.

A <count> element contained in a <constraint> child element to <move> is used, if present, to specify the number of times the <move> permission may be granted.

If a <move> permission is included in a User Domain RO, also a <userDomain> element contained in a top-level <constraint> is included. This is used to signal that the DRM Agent is only permitted to make a User Domain RO available to other DRM Agents that are (or become) members of the same User Domain. Note that the top-level <userDomain> constraint prevents existing OMA DRM v2.x implementations from using this User Domain RO. 

Note that a <move> element in a User Domain RO may have an associated <system> constraint that limits the allowable Move protocols to those which are explicitly identified.
9.4 Copy to Devices in a User Domain

The <copy> element, if included in a <userDomain>-constrained User Domain RO, grants permission to transfer a User Domain RO to another DRM Agent, in such a way that after the transfer process the User Domain RO is usable on the recipient DRM Agent and also on the source DRM Agent. 

A <count> element contained in a <constraint> child element to <copy> is used, if present, to specify the number of times the <copy> permission may be granted. The count is decremented in the source Device upon successful completion of a Copy operation. The Copy operation results in the source Device keeping any remaining copies, while the recipient DRM Agent which receives a copy of the User Domain RO will not be able to copy the User Domain RO any further.

If a <copy> permission is included in a User Domain RO, also a <userDomain> element contained in a top-level <constraint> is included. This is used to specify that the DRM Agent is only permitted to make the User Domain ROs available to other DRM Agents that are (or become) members of the same User Domain. Note that the top-level <userDomain> constraint prevents existing OMA DRM v2.x implementations from using this User Domain RO.

9.5 Creation of User Domain ROs (normative)
User Domain ROs MAY be created by the following entities:

1. Rights Issuers: entities that have the oma-kp-rightsIssuer key purpose, but do not have the oma-kp-localRightsManagerDevice key purpose and do not have the oma-kp-localRightsManagerDomain key purpose. 
2. LRMs that have at least the oma-kp-localRightsManagerDomain key purpose.
An LRM MAY be deployed in a device that implements an Import function that creates User Domain ROs for content derived from Non-OMA DRM-protected content [SCE-LRM].
Notice that LRMs that do not have the oma-kp-localRightsManagerDomain key purpose, but that do have the 
oma-kp-localRightsManagerDevice key purpose, MUST NOT create User Domain ROs, even if they also have the 
oma-kp-rightsIssuer key purpose. In all cases, the RI/LRM function in the importing device MUST execute the SCE-3-RDP protocol with the DEA managing the User Domain and establish a User Domain Context.

If the RI or LRM creates a User Domain RO that includes a <userDomain> constraint, then it MUST execute the RO Acquisition protocol [SCE-DRM] (over the SCE-1-ROAP/SCE-6-LRMP interface, respectively) to securely deliver this User Domain RO to an SCE DRM Agent. The SCE DRM Agent MUST be a current member of the User Domain as a condition of the RI or LRM creating a <userDomain>-constrained RO for that Device. Move of a <userDomain>-constrained RO by an RI (using the Move <userDomain>-constrained RO Protocol [SCE-DRM]) does not require the recipient Device to be a member of the User Domain in order to receive the RO.
Registration of SCE DRM Agents and of v2.x DRM Agents with an LRM over the SCE-6-LRMP interface is discussed in [SCE-LRM].
User Domain ROs without a <UserDomain> constraint MAY be delivered to DRM Agents via an out-of-band protocol.

Change 2:  Definition of “Non-OMA DRM” is added to section 3.2 to reflect its use within section 9.4

3.2 Definitions

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion.

	Constraint
	A restriction on the Permission over DRM Content (DRM V2.0).

	Consume
	To Play, Display, Print or Execute DRM Content on a Device or to render DRM Content on a Render Client.

	Copy
	To make Rights existing on a source Device available for use by a recipient Device, without affecting availability on the source Device.  Rights may be restricted on the recipient Device. Note: this is different from the V2.1 definition.

	Device
	A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications. The Device may include a smart card module (e.g. a SIM) (DRM V2.0).

	Device Rights Object
	A Rights Object that is initially targeted to a specific entity. Subsequently, the Rights Object may be allowed to be targeted to other entities to be consumed, serially or in parallel, independently of membership in a Domain or User Domain.

	Domain
	A set of v2.x and/or SCE DRM Agents that can consume Domain Rights Objects.

	Domain Authority
	The entity to specify the Domain Policy for a User Domain or an Ad Hoc Domain.

	Domain Enforcement Agent
	The entity to enforce the Domain Policy on behalf of the Domain Authority. It may reside in the network as a service or in a User’s device.

	Domain Policy
	A collection of attributes which defines the policy determining characteristics of the membership of a User Domain or Ad Hoc Domain, as set by the Domain Authority that the Domain Enforcement Agent will enforce.

	Domain Rights Object
	A Rights Object that is targeted to a specific v2.x Domain. The Rights Object can be consumed independently by each v2.x or SCE DRM Agent that is a member of the Domain.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device (DRM V2.1). In this document, the DRM Agent implements some or all the functionality defined in this specification.

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object (DRM V2.0). 

	DRM Time
	A secure, non user-changeable time source. The DRM Time is measured in the UTC time scale (DRM V2.0).

	Execute
	To execute a software programme (DRM V2.0).

	Import
	To convert Import-Ready Data into OMA (P)DCFs and ROs.

	Import-Ready Data
	Content and associated Rights derived from Non-OMA DRM-sourced data that can be converted into OMA (P)DCFs and ROs.

	Imported-Content
	OMA (P)DCF(s) resulting from converting Import-Ready Data.

	Imported-Data
	Imported-Content and associated Imported-Rights-Object(s).

	Imported-Rights-Object
	An OMA RO resulting from converting Import-Ready Data.

	Lending
	The act of sharing such that the Shared Rights cannot be used on the source Device as long as the recipient Device is able to render the shared Content associated with the Shared Rights.

	Local Rights Manager (LRM)
	An entity that is responsible for aspect(s) of Import and it may also manage an Imported-Content for a limited group of OMA DRM Agents.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object (DRM V2.1)

	Move
	To make Rights existing initially on a source Device fully or partially available for use by a recipient Device, such that the Rights or parts thereof that become usable on the recipient Device can no longer be used on the source Device.

	Non-OMA DRM
	A protection system other than OMA DRM, which may include copy protection mechanisms for storage medium and/or transport mechanisms.

	Permission
	Actual usage or activities allowed (by a Rights Issuer or Local Rights Manager) over DRM Content.

	Play
	To create a transient, perceivable rendition of a resource.

	Print
	To create a fixed and directly perceivable rendition of a resource.

	Render Client
	The entity (hardware, software or combination thereof) within a user equipment that implements a Render Agent.  The Render Client is used to transiently render DRM Content.

	Rights
	The collection of permissions and constraints defining under which circumstances access is granted to DRM Content.

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content.

	Set-top Box
	A device capable of receiving digital broadcast services contained in an MPEG-2 transport stream that may be delivered over cable, satellite, terrestrial, IP or any other medium. To access the digital broadcast services, a Set-top Box (STB) may or may not use a Conditional Access System. A STB may or may not be OMA DRM compliant.

	Shared Rights
	Rights that can be consumed on multiple Devices, where the allowed distribution and consumption of the Rights among the Devices are specified by permissions in the Rights themselves or in the Domain Policy of the Domain for which the Rights were obtained.

	Sharing
	The act of providing Shared Rights from a source Device to a recipient Device, such that the recipient Device is able to render the shared content associated with the Shared Rights.

	User
	The human user of a Device. The User does not necessarily own the Device (DRM V2.0).

	User Domain
	A set of v2.x and/or SCE DRM Agents that can consume User Domain Rights Objects.

	User Domain Rights Object
	A Rights Object that is targeted to a specific User Domain. Besides requiring membership in the User Domain, consumption may require being targeted to an SCE DRM Agent.


Change 3:  Section 8.2.1 is corrected to include a missing possible outcome, and to indicate within (existing) possible outcomes 1 and 2 that as a prerequisite for User Domain RO installation, “verification of User Domain RO validity as specified in section 8.2.2 concludes successfully” (in accordance with bullet 2 of (unchanged) section 8.2. 
8.2.1 Ensuring User Domain membership

To ensure that the DRM Agent is a member of the User Domain to which the User Domain RO is bound, it needs to determine if it has a valid DEA Context with the DEA that manages the User Domain. The DRM Agent MUST compare the value of the User Domains ROs <dadeaID> element (child of <userDomainAuthorization> element in the <party> element) with the DEA Identifiers in all valid DEA Contexts stored in the DRM Agent. If the value of the <dadeaID> element does not match that of a DEA Identifier in a valid DEA Context, the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY keep the User Domain RO and MAY send an HTTP GET to the URL specified in the <dadeaURL> element in the <userDomainAuthorization>. An HTTP GET on this URL SHOULD return either a JoinUserDomain Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinUserDomain Trigger. It should be noted that in the event that a JoinUserDomain Trigger is returned and the DRM Agent does not have a valid DEA context then the DRM Agent MUST automatically register with the DEA prior to sending a JoinUserDomainRequest message. 

Next, the DRM Agent MUST compare the <userDomainId> element within the User Domain RO with the User Domain identifiers for any valid User Domain Contexts already established with the DEA, as identified by the <dadeaId> element. There are four possible outcomes of this comparison:

1. The <userDomainId> element matches a User Domain identifier in a valid User Domain Context already established with the DEA. The DRM Agent MAY install the User Domain RO, provided that verification of User Domain RO validity as specified in section 8.2.2 concludes successfully.
2. The User Domain baseID of the <userDomainId> element matches the User Domain baseID of a stored User Domain identifier in a valid User Domain Context already established with the DEA, but the User Domain Generation of the RO is greater than the User Domain Generation of the stored User Domain ID. The DRM Agent MAY attempt to upgrade the User Domain by sending a JoinUserDomainRequest message to the dadeaURL in the DEA Context associated with the User Domain Context. If the User Domain upgrade is successful, the DRM Agent MAY install the User Domain RO, provided that verification of User Domain RO validity as specified in section 8.2.2 concludes successfully. Otherwise the DRM Agent SHALL NOT install the User Domain RO. 
3. The User Domain baseID of the <userDomainId> element matches the User Domain baseID of a stored User Domain identifier in a valid User Domain Context already established with the DEA, but the User Domain Generation of the RO is less than the User Domain Generation of the stored User Domain ID. As discussed below in section 8.2.2, the DRM Agent SHALL NOT install the User Domain RO if it cannot acquire a User Domain Authorization for the RI/LRM such that its User Domain Generation matches the User Domain Generation of the stored User Domain ID.
4. The User Domain baseID of the <userDomainId> field does not match a User Domain baseID in any valid User Domain Context already established with the DEA. The DRM Agent MAY attempt to join the User Domain by sending an HTTP GET request to the URL specified in the <dadeaURL>. 

At the point where the DRM Agent sends an HTTP GET request to the URL specified in the <deaURL> element the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other DRM Agent specific means that is outside the scope of this specification or as a direct result of responding to a subsequent DRM Trigger. As a result of an HTTP GET to this URL the DEA can choose (using its own criteria) whether to allow the DRM Agent to join the User Domain or not and SHOULD return either a JoinUser Domain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinUser Domain ROAP Trigger.
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