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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

DRM V2.2 will improve DRM V2.1 by providing the following new features: 

· Enhanced support for streaming. Technical methods to allow DRM protected streaming at variable bit rates.

· DRM Support for Games / or other Executables. Technical methods to allow enhanced DRM protection for Games/ or other executables. For supporting today’s business models more actions than solely “execute” must be supported. Also, DRM functionality must be available when the Game/Executable is running.

· DRM Support for Widgets. Technical methods to allow DRM protection for W3C widgets and other Widget Frameworks.

· Error handling improvement. Error handling for particular ROAP communication should be enhanced so that errors can be analysed better. For example, if a fault baseURL is stored in the device context and the device contacts a backend with a different URL, the ROAP communication simply stops. On most handset this issue can only be resolved by a master reset.
· PC support. OMA DRM delivery methods are more and more used in the PC environment. The special requirements for the PC environment, e.g. with regards to security, need to be addressed in OMA DRM 2.2.
· Handling of OMA DRM protected files in the DLNA environment (or other @home networks).

Work Areas:

· Enhanced support for streaming. This requires an enhancement of the PDCF format. Switching from one bit rate to another within DRM protected streams needs to be implemented.
· DRM Support for Games / Executables. Rights Expression language and its semantics, such as permission to play level x of game Z, need to be added. Handling of additional file formats need to be defined, e.g. DRM protection of property files. 
· DRM Support for Widgets. Rights Expression language and semantics need to be enhanced. Handling of additional file formats need to be defined. Special requirements of Widgets, e.g. not permitted to access the secure storage on a device, need to be addressed.
· Error handling improvement. New server error messages and the handling on the device need to be defined.
· PC support. All OMA DRM 2.x delivery methods need to be adapted to the PC and the prevailing security constraints in this environment. PC must be added as end user device to all use cases.
· Define the interfaces to the DNLA environment or other @home networks.
Issues this Work Item is Aimed to Solve
· Lack of support for variable bit rates for DRM protected streaming (PDCFs).
· Poor DRM Support for Games/ Executables (e.g. during runtime).
· Lack of DRM Support for Widgets.
· Bad user experience due to missing error handling.

· Remove uncertainties when applying OMA DRM to the PC. Make OMA members aware that OMA DRM is not restricted to the mobile sector but also works in the PC environment.
· Overcome the missing interface between online and offline/home networks.

In general these features are required to keep OMA DRM competitive and in the market.
Market Benefits:
The additional market benefits by introducing the following features to OMA DRM v2.1 are:

· The ability to offer state-of-the art video technologies and blockbuster content to the customers. 
· The ability to offer new charging models for DRM protected Games / Executables, e.g. “pay per game level”. I.e., the ability to support 
· state-of-the art games with new features (buy weapons) and 
· provide/restrict access to certain a game level.
· The ability to offer DRM Widgets to the customer in times of Mobile Application Stores. 
· Improving the customer experience and therewith the acceptance of DRM.
· Enlarge the OMA DRM ecosystem to the PC. Reduce costs in the DRM backends, and thus offer the products cheaper and more attractive to customers. Introduce a commercial DRM to the PC that is standards based and allow competition in multimedia services on the PC.
· Allow the customer to use premium content in his/her home environment, but meet the content provider requirements at the same time.

· Enlarge the content offering into the customer’s home. Support use cases such as “consume the blockbuster on your home screen.”
Expected Market Penetration:
DRM V2.2 penetration is expected to be higher than DRM V2.1 due to important functionality extensions.
Complexity:
Standardized technology for the features named above will certainly decrease the complexity of terminal implementation in the mobile market. DRM V2.2 needs to have additional functionalities, advertisement management, adapted PDCF and streaming support. However, as these works to be implemented in OMA DRM environment and to utilize OMA DRM v2.1 as much as possible, impacts are minimal. 
Time to Market:
2 years (maximum)
Uniqueness:
There is no similar work proposed within OMA. However, similar work is done in Marlin Developer Community for managing advertisements (called Marlin Dynamic Media Zones). Advertisings management is important issue, and must be implemented in OMA DRM to increase enabler competiveness. The ability to support DRM protected streams at variable bit rates will be introduced by Microsoft’s Smooth Streaming and PlayReady. Proprietary solutions to allow charging of single game levels are in the market for quite some time. DRM for Widgets and the integration between OMA DRM and DLNA is currently not offered by any technology.
Existing Specifications or Documents Affected:

The documents that make up the OMA DRM 2.1 Enabler will be affected. A complete list of these documents can be found within the Enabler Release Definitions.
Linked Work Items:

None
Linked Affected OMA Groups and External Fora

OMA ARC
OMA REQ

OMA IOP
OMA GS
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

Existing services will not be upgraded to V2.2. Backward compatibility will be assured through the use of versioning.
Architecture Impacts:

Some architectural impact is expected, and it will be documented in the Architecture Document.
Charging/Billing Impacts:

There are no perceived charging/billing impacts.
Security Impacts:

OMA DRM 2.2 is not expected to provide a heightened level of security over OMA DRM 2.1.
Privacy Impacts:

There are no perceived privacy impacts.
IOT Impacts:

Work with IOP-BRO and IOP working groups to arrange for proper IOT will be required,
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