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1. Scope
(Informative)

The scope of OMA Secure Removable Media version 1.1 (SRM v1.1) is to enable the use of Secure Removable Media by allowing users the ability, for example, to transfer Rights to and from a trusted SRM and to consume Rights from the SRM. This enabler extends the OMA DRM specifications to provide mechanisms for the secure transfer of Rights between a DRM Agent and an SRM Agent including their mutual authentication.
The SRM v1.1 enabler builds on the SRM v1.0 enabler, by adding new technologies. Therefore, this document is written as an addendum to the SRM v1.0 Architecture Document [SRMv1.0-AD]. All text in the SRM v1.0 Architecture Document is also valid for the SRM v1.1 architecture, as long as it is not inconsistent with text in this document. If an inconsistency occurs, the text in this document prevails.
2. References

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[SRM-ADv1.0]
	“OMA Secure Removable Media Architecture”, Version 1.0, Open Mobile Alliance(, OMA-AD-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[OMA-DICT]
	“OMA Dictionary”, Open Mobile Alliance(,  OMA-Dictionary-V1_0-20031014-A,URL:http://www.openmobilealliance.org/

	[OMADRMv2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2.0]
	“DRM Architecture V2.0”, Open Mobile Alliance™. OMA-AD-DRM-V2_0 
URL:http://www.openmobilealliance.org

	[SRM-RDv1.0]
	“OMA Secure Removable Media Requirements”, Version 1.0, Open Mobile Alliance(, OMA-RD-SRM-V1_0, URL:http://www.openmobilealliance.org/ 

	[SRM-RDv1.1]
	“OMA Secure Removable Media Requirements”, Version 1.1, Open Mobile Alliance(, OMA-RD-SRM-V1_1, URL:http://www.openmobilealliance.org/ 

	[SRM-TSv1.1]
	“OMA Secure Removable Media Technical Specification”, Version 1.1, Open Mobile Alliance(, OMA-TS-SRM-V1_1, URL:http://www.openmobilealliance.org/ 


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions
3.3 All definitions from [SRM-v1.0AD] are also valid in this document. This document does not specify any new defitions.
3.4 Change the above text, when a new definition is introduced. Introduction of the new definition is to be done by adding a regular Definitions table to this section, but only with the new definitions.
	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


3.5 Abbreviations
3.6 All abbreviations from [SRM-v1.0AD] are also valid in this document. There are currently no new abbreviations specified.
3.7 Change the above text, when a new abbreviation is introduced. Introduction of the new abbreviation is to be done by adding a regular Abbreviations table to this section, but only with the new abbreviations.
	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


4. Introduction
(Informative)

Secure Removable Media is a removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. Example of Secure Removable Media (referred to as SRM hereinafter) may be the secure memory card and the smart card.

The secure memory card has an embedded microprocessor and is capable of storing Rights or DRM Content in a secure manner (e.g. S-MMC, SD). The smart card also has an embedded microprocessor and is capable of storing access codes, user subscription information, secret keys, DRM Content, Rights etc (e.g. SIM, USIM, R-UIM). If a user uses devices with a physical interface to connect an SRM, the user can use the SRM as a means of increasing storage space for DRM Content and portability of Rights. Differently from the secure memory card, the smart card enables users to make a telephone call by using the devices and is issued by a mobile network operator.

OMA DRM with SRM can provide a mechanism to write, read, delete and update Rights in SRM in a secure manner to realize the use cases defined in the OMA SRM Requirements Document [SRM-RDv1.1]. While OMA DRM version 2.0 provides a general framework for downloading Rights and sharing Rights in the domain, the OMA SRM v1.1 enabler extends OMA DRM version 2.0 to allow users to transfer Rights between the device and the SRM and to consume Rights stored in the SRM without generating and managing complex groups of devices in a domain.
4.1 Use Cases
The OMA SRM Requirements Document [SRM-RDv1.1] defines the following use cases;

· Use Case 1: Upgrade from old Devices to new Devices by using the Secure Removable Media
· Use Case 2: Provisioning of Rights Object in the Smart Card
· Use Case 3: Using Contents in Multiple Devices by using the Secure Removable Media
· Use Case 4: Transfer Contents and Rights Objects among OMA Conformant Devices by using the Secure Removable Media
· Use Case 5: Direct Rendering of DRM Contents by using the Secure Removable Media
· Use Case 6: Backup of Rights Object in the Smart Card
· Use Case 7: Pre-Loading of Rights Objects by using the Smart Card
· Use Case 8: SRM to SRM Rights Move

· Use Case 9: Seamless Service Access from Multiple Devices

· Use Case 10: DRM Service Subscription through the Cards
· Use Case 11: SRM Rights Upgrade

· Use Case 12: SRM extensions for BCAST service support
The use cases 1 to 7 have already been defined in the SRM v1.0 requirements document [SRM-RDv1.0], whereas the use cases 8 to 12 are new for SRM v1.1.
4.2 Requirements

Requirements that satisfy the use cases listed in chapter 4.1 are defined in the OMA SRM v1.1 Requirements Document [SRM-RDv1.1].

4.3 Security Considerations

Apart from the security considerations of the OMA DRM v2.0 and SRM v1.0 enablers, this section does not define any new security issues associated with the OMA SRM v1.1 enabler. Detailed security solutions for the OMA SRM v1.1 enabler are specified by the OMA SRM v1.1 technical specification [SRM-TSv1.1].
Editorial note: remove section 4.3.1 - 4.3.3 if they are not populated:
4.3.1 Overview





No extra security considerations are described on top of what is described in [SRM-ADv1.1].
4.3.2 Trust Model

No additional trust model considerations are described on top of what is described in [SRM-ADv1.1].




4.3.3 Other Considerations
4.3.4 No additional other considerations are described on top of what is described in [SRM-ADv1.1].
4.3.4.1 

4.3.4.2 

4.3.4.3 







5. Architectural Model

5.1 Dependencies

The OMA SRM enabler defines the format and the protection mechanism of the Rights in the SRM and the security model for managing encryption keys in the SRM. It also defines the protection mechanism for transferring Rights and DRM Content between devices and SRM(s) and consuming Rights in the SRM(s). To achieve these functions, the OMA SRM enabler uses OMA DRM version 2.0 [OMADRMv2] as its foundation. The architecture defined in this document takes precedence over those specified by the foundation documents, thus creating the OMA SRM enabler.

The relationship between the enablers is illustrated in Figure 1.


[image: image2]
Figure 1: OMA SRM Enabler Dependencies

5.2 Architectural Diagram
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Figure 2 shows the architectural diagram of OMA SRM.

Figure 2: Architectural Model
Figure 3 shows the functional architecture of OMA SRM.


[image: image3]
Figure 3: Functional Architecture

5.3 Functional Components and Interfaces

5.3.1 Functional Components


· 

· 

· 
The SRM v1.1 enabler does not specify any new functional components. For the descriptions of the Rights Issuer, the DRM Agent and the SRM Agent, please refer to [SRM-ADv1.0].
5.3.2 Interfaces

The OMA SRM interfaces are defined in Table 1.

	Interfaces
	Description

	SRM-1
	This interface supports 
Requests to transfer Rights Objects and associated state information 
Requests to read the list of Rights in the SRM

Requests to transfer Rights in the SRM

Requests to consume Rights 
The use of this interface can involve mutual authentication, confidentiality, and integrity.


Table 1: Interface descriptions
5.4 Flows

Functions between each component which constitutes the functional architecture in Figure 3  are explained in this chapter.

· Move Rights

This function moves a Rights Object and its associated state information (i.e. Rights) from the SRM to the DRM agent (or vice versa). After the move, the Rights Object and its associated state information is present in the destination and deleted from the source and it is guaranteed that duplication or loss of Rights is not possible.
· Read Rights

The DRM agent reads the Rights Object and its associated state information (i.e. Rights) from the SRM and can use it (i.e. locally consume) if and only if the same SRM agent is securely connected to the DRM agent. 
· Update Rights State Information
The DRM agent updates the state information of SRM's Rights that are locally consumed by the DRM agent.
· Get Rights List

The DRM Agent retrieves a list of Rights identifiers from the SRM Agent.  The SRM Agent can provide this list identifying Rights Objects that are associated with a specific DRM Content.
· ROAP

The ROAP (RO Acquisition Protocol) in the OMA DRM version 2.0 provides the format, the protection mechanism and the transport mechanism for the Rights Object and the security model for managing of content encryption keys. The OMA SRM enabler provides the extended mechanisms and security model to enable the Rights Object to be stored in the SRM.

· Download OTA

This is out of the scope of the OMA SRM enabler. It provides the transport mechanism to deliver DRM Content from the content issuer to the DRM Agent.

· S2S Move Rights

This function moves a Rights Object and its associated state information (i.e. Rights) from a SRM to another SRM agent (via host Device). After the move, the Rights Object and its associated state information is present in the destination and deleted from the source and it is guaranteed that duplication or loss of Rights is not possible.

5.5 

5.5.1 





	
	

	
	

	
	



	
	







5.5.2 






	
	

	
	


	
	





5.5.3 
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6. Example Flow of Technical Use Cases (Informative)

The use cases defined in the OMA SRM Requirements Document [SRM-RDv1.1] can be classified into the following technical use cases. This chapter provides the definition of the technical use cases and shows how to achieve the use cases and the requirements in [SRM-RDv1.1]. Figure 8 shows an example implementation of the SRM architecture.
[image: image18.wmf][image: image9]
Figure 8: Example Implementation of SRM Architecture
Note:  The DRM-1 interface in Figure 8 carries transactions and data to the DRM Agent and is shown for reference.   The specification for this interface is contained in OMA DRM v2.0.  

Figure 9 shows an example implementation of the SRM architecture.

[image: image19.wmf][image: image10]
Figure 9: Another Example Implementation of SRM Architecture
6.1 Flow
6.2 In addition to the flows in [SRMv1.0-AD], the SRM v1.1 enabler specifies the following new flows:
6.2.1 


1. 
2. 



6.2.2 


3. 
4. 
5. 



6.2.3 



6. 
7. 
8. 
9. 



6.2.4 Direct Provisioning of Rights to the SRM
The technical use case illustrates Direct Provisioning of Rights to the SRM where the Rights Issuer issues a Rights Object to SRM. For the actions below, the DRM Agent interacts with the SRM Agent and requests the signature of the SRM Agent.  The Rights Object to be downloaded and installed is cryptographically bound to the SRM Agent.

Action on Pull model of RO issuing:

10. Optionally, Rights Issuer sends ROAP Trigger to the DRM Agent, indicating in the Trigger that the Rights Object is to be issued for the SRM Agent.
11. DRM Agent generates body of the RO Request for Rights installation to SRM Agent. At the time the DRM Agent needs a signature of the SRM Agent.
12. DRM Agent sends Signature Request to SRM Agent with message body of RO Request which needs the signature of the SRM Agent.
13. SRM Agent sends Signature Response to DRM Agent with the signature of the SRM Agent.
14. DRM Agent sends RO Request to Rights Issuer with the signature of the SRM Agent which signified that RO is requested by the SRM Agent. 

15. Rights Issuer sends RO Response to the DRM Agent with Rights Object that was bound to SRM Agent.

16. DRM Agent sends Rights Provisioning Request to SRM Agent with the Rights for installation.
17. SRM Agent verifies the Rights. If verification of the Rights is successful, the SRM Agent installs the Rights and sends Rights Provisioning Response to DRM Agent.

It is assumed that the DRM Agent performs necessary authentication and validation procedures prior to communicating with the SRM Agent. It also assumes that the Rights Object is signed by the Rights Issuer.
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Figure 13: Sequence Diagram – Direct Provisioning of Rights to SRM on Pull Model
Action on Push model of RO issuing:
Another scenario for Direct Provision shown in Figure 14 is the subscription based push of rights. In this model, the RI has an established subscription and charging agreement with DRM Agent for the SRM which is bound to that DRM Agent. As a result of this, the Rights Issuer can push both DRM Content and Rights Objects to the clients on a regular interval.
Following is the general description:

18. RO Subscription is made for SRM which is bound to DRM Agent. Optionally, DRM Agent makes subscription via the portal of RI and registers the information of target SRM which is inserted in that DRM Agent.
19. Rights Issuer sends RO Response to the DRM Agent with Rights Object that was bound to SRM Agent.

20. DRM Agent sends Rights Provisioning Request to SRM Agent with the Rights for installation.
21. SRM Agent verifies the Rights. If verification of the Rights is successful, the SRM Agent installs the Rights and sends Rights Provisioning Response to DRM Agent.

It is assumed that the DRM Agent performs necessary authentication and validation procedures prior to communicating with the SRM Agent. It also assumes that the Rights Object is signed by the Rights Issuer.
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Figure 14: Sequence Diagram – Direct Provisioning of Rights to SRM on Push Model
6.2.5 SRM to SRM Move
This technical use case describes the case when Rights is moved from a SRM to another SRM. 
Action:

22. The DRM Agent accesses the SRM-1.
23. The DRM Agent select Rights and requests the SRM Agent to move that selected Rights to another SRM Agent in SRM-2.

24. SRM Agent in SRM-1 sets the selected Rights as disabled.
25. SRM Agent sends the RO and its associated state information to DRM Agent. (Reuse rights retrieval procedure  from  SRM1.0)

26. DRM Agent subtracted the move count in the state information by 1 and sends the updated state information and the RO to SRM Agent in SRM-2. (Reuse rights removal procedure  from  SRM1.0)

27. SRM Agent in SRM-2 installs received rights.
28. SRM Agent in SRM-2 sends move response to DRM Agent. 
29. DRM Agent requests SRM Agent in SRM-1 to do the End Process. (Reuse rights removal procedure  from  SRM1.0)

30. SRM Agent in SRM-1 does the end process. If the right has been successfully installed in SRM-2, than rights is deleted from SRM-1, else rights is re-enabled. (Reuse rights removal procedure  from  SRM1.0)
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Figure 15: Sequence Diagram – SRM to SRM Move 
6.2.6 SRM rights upgrade
This technical use case describes the case that existing rights in SRM is upgraded. 
The basic flow is as follows:
31. The DRM Agent accesses the SRM（Not shown in this diagram）.
32. The DRM Agent selects Rights and requests the SRM Agent to upgrade that existing Rights selected.

33. SRM Agent sets the selected Rights as disabled.
34. SRM Agent sends the existing rights (including the associated state information) to DRM Agent.
35. DRM Agent sends the existing rights information (e.g. RO and its associated state information) to RI and requests for the upgraded rights. Note: this step is out of SRM’s scope.
36. RI sends the upgraded rights to DRM Agent. Note: this step is out of SRM’s scope.
37. SRM Agent upgrades the existing rights with upgraded rights.
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Figure 16: Sequence Diagram – SRM rights upgrade 
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