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1 Reason for Change

This CR is to add the technical part for S2S Move in SRM1.1 TS document.
Concerning there are many serial number of Figures and Tables in this proposal, and these numbers will affect the serial numbers in other parts in the TS draft, so please temporarily allow to assign these numbers in this CR to be as XX with yellow background. These numbers can be fixed later.

For the Recovery Procedure, it will be depicted later also.
2 Impact on Other Specifications

None.

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Huawei recommends that the DRM group approve this CR.

5 Detailed Change Proposal

Change 1:  Add a Section in SRM 1.1 TS to describe “SRM to SRM Rights Move”, Provided that the section number is section 6.10:
6.10 S2S Rights Move
The protocols specified in this section provide necessary functions that are used for SRM to SRM Rights Move.

Rights in one SRM can be directly Moved to another SRM as illustrated in Figure xx. As shown in Figure xx, this transaction is comprised of four request/response message pairs: S2S Move Initiation message pair, Installation Setup message pair, Rights Installation message pair and Rights Removal message pair. Before executing the Installation Setup message, the DRM Agent should update the count value of move permission that is contained in the StateInformation for the Moved Rights. 

The Installation Setup message pair SHOULD be followed by the Rights Installation message pair. If SRM Agent-2 receives any request message other than the RightsInstallationRequest following receipt of the InstallationSetupRequest, SRM Agent-2 SHOULD return Unexpected Request in the Status field of the response message.
Before DRM Agent initiates the S2S Move transaction, DRM Agent should have already set up Secure Authenticated Channels with SRM Agent-1 and SRM Agent-2 respectively simultaneously. It means that if DRM Agent detects that either SRM Agent-1 or SRM Agent-2 is not reliable, this transaction would not by executed by the DRM Agent. Additionally, DRM Agent should select the same Trust Anchor for both SAC channels. So SRM Agent-1 and SRM Agent-2 can negotiate a specific session key to protect the information delivered between these two SRMs once the DRM Agent initiates the S2S Move transaction.
In this section, call the session key between SRM Agent-1 and DRM Agent as S1 session key; call the session key between SRM Agent-2 and DRM Agent as S2 session key; call the session key between SRM Agent-1 and SRM Agent-2 as S2S session key.
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Figure xx:  SRM to SRM Move 
6.10.1 S2S Move Initiation
6.10.1.1 Description of Messages

The DRM Agent sends the S2SMoveInitiationRequest to initiate the Move of Rights from the source SRM(SRM Agent-1) to the target SRM(SRM Agent-2) .Before DRM Agent initiate the S2S Move, DRM Agent can retrieve the Rights installed in SRM Agent-1 through the Rights Retrieval message pair that is defined in the transaction of  “Movement of Rights from SRM to Device” in section 6.6.
The fields of the S2SMoveInitiationRequest are defined in Table xx.

Table xx: Fields of S2SmoveInitiationRequest
	Fields
	Protection Requirement
	Description

	Target SRM Id
	Integrity
	Target SRM Id contains the SRM ID of SRM Agent-2 in the S2S Move transaction.

	SRM Certificate Chain
	Integrity
	SRM Certificate Chain contains the certificate chain of SRM Agent-2 under the selected trust anchor. 

	Handle
	Integrity
	This identifies Rights that will be Moved from  SRM Agent-1 to SRM Agent-2. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Upon receiving the S2SMoveInitiationRequest , SRM Agent-1 MUST perform the following procedure:

1. Verify the integrity of the request fields
2. Verify the secure status of SRM Agent-2 through CRL 

3. If SRM Agent-2 is reliable, find Rights corresponding to the Handle
4. If found, then decrypt the New Handle with the S1 Session Key
5. Check if the SRM already has the same Handle with New Handle. If yes, the SRM Agent sets Status to Duplicate Handle. If no, overwrite the Handle in the SRM with the New Handle, and disable the Rights.  (i.e. the Rights in SRM Agen-1  stay in a disabled state. The disabled Rights cannot be used for the other purposes except the current S2S Move transaction. )
The SRM Agent-1 sends the S2SMoveInitiationResponse to carry the result of the procedure. The fields of the response are defined in Table xx.
Table xx: Fields of S2SMoveInitiationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the S2SMoveInitiationRequest message. The Status values are specified in Table xx.
If Status contains any error, only this field is present in the S2SMoveInitiationResponse.

	S2S Session Key
	Integrity & Confidentiality
	S2S Session Key is 128-bits AES Key used to protect the information delivered between SRM to SRM.
The S2S Session Key is assigned by SRM Agent-1 and is encrypted with the RSA public key of SRM Agent-2.

	Rights Information
	Integrity & Confidentiality
	Encrypted with the S2S Session Key.
Refer to section 5.1.6. 

	REK
	Integrity & Confidentiality
	Encrypted with the S2S Session Key.
Refer to section 5.1.1.4.


Table xx: Status of S2SMoveInitiation Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-1.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent-1.

	Duplicate Handle
	SRM Agent-1 already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	NotReliableTargetSRM
	The trust verification of SRM Agent-2 fails and the Rights Move to SRM Agent-2 is rejected by SRM Agent-1.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of fields in the response
2. Save the information received from the S2SMoveInitiationResponse in local context and set them in the transfer state. The information in transfer state cannot be used or deleted for the other purposes except the current S2S Move transaction. )
If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.10.2.

6.10.1.2 Format of Messages

The message format (MessageBody) of the S2SMoveInitiationRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.
TargetSRMId(){
    Hash()

// Defined in Appendix E.1
}

MessageBody() {

Handle()

// Defined in Appendix E.2.4
TargetSRMID()  
SrmCertificateChain()        
    EncryptedNewHandle()

// Defined in Appendix E.2.9
}

The fields are defined as follows:

· Handle –Handle field in Table xx
· SrmCertificateChain – SRM Certificate Chain field in Table xx
· TargetSRMID– Target SRM ID field in Table xx
· EncryptedNewHandle – New Handle field in 37 encrypted with the current Session Key (SK)



The message format (MessageBody) of the S2SMoveInitiationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
if ( Status == 0 ) {

 EncryptedS2SSessionKey()       //128-bits AES key
        RightsInformation()

// Defined in Appendix E.2.5.4
        EncryptedRek()

// Defined in Appendix E.2.7
    }

}

The fields are defined as follows:

· EncryptedS2SSessionKey– S2S Session Key fields in Table xx,encrypted with the RSA public key of DRM Agent-2
· EncryptedRightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table  xx(Refer to Appendix E.2.5.4), encrypted with the S2S Session Key 
· EncryptedRek – REK field in Table  xx(Rek in Appendix E.2.5.5) encrypted with the S2S Session Key
· Status - Status field in Table xx
6.10.1.3 Exception Handling

There may be unexpected exceptions during the S2SMoveInitiation Message processing as specified in section 5.5.1
. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the S2SMoveInitiationResponse with a Status other than Success.

Case 2: The S2SMoveInitiation Message processing in this section is not completed for any reason other than Case 1.

When the exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

6.10.2 Move Count Decrease
6.10.2.1 Action Description

The DRM Agent performs the following procedure:

1. The DRM Agent verifies whether there is a count constraint for the Move permission. If not, the DRM Agent proceeds to step 4. 
2. Check whether the count constraint for Move permission is less than 1. If not, decreases the value of Move count in StateInformation by 1. 
3. If the Move count equals to 0, DRM Agent remove the move permission from the StateInformation, else update the value of Move count in StateInformation with the new value that equals to the original value minus 1.
4. Check whether SRM Agent-2 is still on the connection. If not, terminate the S2S Move transaction.
After updating the StateInformation and confirming that SRM Agent-2 is on the connection, the DRM Agent continues with section 6.10.3.

6.10.3 Installation Setup

6.10.3.1 Description of Messages

The DRM Agent sends the InstallationSetupRequest to verify whether SRM Agent-2 has enough space to install Moved Rights. The fields of the request are defined in Table xx.

Table xx: Fields of InstallationSetupRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	The Handle identifies the Rights that to be Moved to SRM Agent-2. The Handle is identical to the New Handle in the previous S2SMoveInitiation specified in section 6.10.1.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs SRM Agent-2 the size of Rights that will be installed in SRM Agent-2 as specified in section 6.10.4.

Size of Rights = Length of RightsInformation. RightsInformation is specified in section 6.10.4.2.


Upon receiving the InstallationSetupRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the fields

2. Decrypt the Handle with the S2 Session Key
3. SRM Agent-2 MUST check if SRM Agent-2 already has the same Handle. If yes, the SRM Agent sets Status to Duplicate Handle and the SRM Agent sends the InstallationSetupResponse as described below.

4. The SRM Agent checks if the SRM has space for the new Rights. If not, the SRM Agent sets Status to Not Enough Space. Otherwise, the SRM Agent stores the Handle in the SRM securely. The Handle is not included in the Handle List until the Move transaction is completed.

The SRM Agent sends the InstallationSetupResponse to carry the result of the procedure. The fields of the response are defined in Table xx.

Table xx: Fields of InstallationSetupResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the InstallationSetupRequest message. The Status values are specified in Table xx.


Table xx: Status of Installation Setup Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-2.

	Duplicate Handle
	SRM Agent-2 already has the Handle and its corresponding Rights.

	Not Enough Space
	SRM Agent-2 does not have enough space to store Rights having the same size as the Size of Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.5.2.

6.10.3.2 Format of Messages

The message format (MessageBody) of the InstallationSetupRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

MessageBody() {

    EncryptedHandle()

// Defined in Appendix E.2.8
    sizeOfRights
16
uimsbf

}

The fields are defined as follows:

· Handle –Handle field in TableXX
· sizeOfRights –Size Of Rights field in TableXX
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)

The message format (MessageBody) of the InstallationSetupResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table XX
6.10.3.3 Exception Handling

There may be unexpected exceptions during the Installation Setup Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the InstallationSetupResponse with a Status other than Success. (i.e. the Handle was not stored by the SRM Agent)

Case 2: The Installation Setup Message processing is not completed for any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.
6.10.4 Rights Installation
6.10.4.1 Description of Messages

The DRM Agent sends the RightsInstallationRequest to install the Rights in SRM Agent-2. The fields of the request are defined in Tablexx.
Table XX: Fields of RightsInstallationRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in Table XX. 

	S2S Session Key
	Integrity & Confidentiality
	Same as the S2S Session Key in Table XX.

Session key between SRM Agent-1 and SRM Agent-2.

The S2S Session Key is encrypted with the RSA public key of SRM Agent-2.

	REK
	Integrity & Confidentiality
	Encrypted with the S2S Session Key.
Refer to section 5.1.1.4

	LAID
	Integrity
	Refer to 5.1.7. This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity& Confidentiality
	Encrypted with the S2S Session Key.
Refer to section 5.1.6


Upon receiving the RightsInstallationRequest, SRM Agent-2 installs the Rights in the SRM. For the installation, SRM Agent-2 MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle with the S2 Session Key
3. Decrypt the S2S Session Key with the RSA private key of SRM Agent-2
4. Decrypt the REK  and Rights Information with the decrypted S2S Session Key
5. Compare the Handle with the Handle in the InstallationSetupRequest
6. Install the Rights Information and REK at a space associated with the Handle.
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table xx.

Table XX: Fields of RightsInstallationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsInstallationRequest message. The Status values are specified in Tabel xx.


TableXX: Status of Rights Installation Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-2.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent-2.

	Handles In-consistent
	The Handle in this request is different from the Handle in the InstallationSetupRequest.

	Not Enough Space
	The size of Rights Information exceeds Size of Rights in Table.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent  continues with section 6.10.5.
6.10.4.2 Format of Messages

The message format (MessageBody) of the RightsInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.





Handle()

// Defined in E.2.4

EncryptedHandle() {

    // Contains the encrypted Handle and REK

    EncryptedData()

// Defined in E.1
}

MessageBody() {

    EncryptedHandle()
    EncryptedS2SSessionKey()_


EncryptedRek()

// Defined in E.2.5.5
    Laid()

// Defined in Appendix E.3
    EncryptedRightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· Handle – Handle fields in TableXX
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· EncryptedRek– Encrypted REK with the S2S Session Key (SK)
· EncryptedS2SSessionKey– Encrypted S2SSessionKey with the RSA public key of SRM Agent-2
· Laid – LAID field in Table XX
· EncryptedRightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table XX (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table XX
6.10.4.3 Exception Handling

There may be unexpected exceptions during the Rights Installation Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the RightsInstallationResponse containing a Status of Handle Not Found  (This case will not happen if the Move transaction is properly executed as illustrated in Figure xx)

Case 2: The Rights Installation Message processing in this section is not completed for any reason other than Case 1.

When the exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

6.10.5 Rights Removal
6.10.5.1 Description of Messages

The DRM Agent executes the Rights Removal Message processing as specified in section 6.9.6
 in order to remove the original Rights from the SRM Agent-1. 

The Handle in the RightsRemovalRequest MUST be identical to the New Handle in the previous S2SMoveInitiation specified in section 6.10.1.
When the Rights Removal Message processing is completed (Status = Success), the S2S Move is terminated and the entry for the S2S Move transaction is removed from the Operation Log.
The DRM Agent also removes the information received in S2SMoveInitiation message from local context.

6.10.5.2 Format of Messages

Refer to section 6.9.6.2.

6.10.5.3 Exception Handling

There may be unexpected exceptions during the Rights Removal Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the RightsRemovalResponse containing a Status of Handle Not Found. (This case will not happen if the S2S Move transaction is properly executed as illustrated in Figure xx)

Case 2: The Rights Removal Message processing is not completed for any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.













�SRM Agent-1 verifies the secure status of SRM Agent-2 in case DRM Agent is compromised.


�Section 5.5.1 need to be updated later.


�Section 6.9.6 in OMA-TS-SRM-V1_1-20090507-D; if this CR is agreed, then modify the section number consequently.


�Section 6.9.6.2 in OMA-TS-SRM-V1_1-20090507-D;





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 10)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 9 (of 10)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

_1303582178.vsd
�

�

DRM Agent


SRM Agent-2


S2SMoveInitiationRequest


S2SMoveInitiationResponse


SRM Agent-1


InstallationSetupResponse


InstallationSetupRequest


InstallationSetupInSRM


RightsInstallationRequest


RightsInstallationResponse


RightsDisablementInSRM


RightsInstallationInSRM


RightsRemovalInSRM


RightsRemovalRequest


RightsRemovalResponse


MoveCountDecrease



