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1 Reason for Change

This CR is to update the section 4 of SRM TS1.1 at the TS version of 20090703.
2 Impact on Other Specifications

None.

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Huawei recommends that the DRM group approves this CR.

5 Detailed Change Proposal

Change 1:  modification to section 4:
4. Introduction

Secure Removable Media (SRM) is a removable media that implements the means to protect against unauthorised access to its internal data and includes an SRM Agent. Examples of SRM are the secure memory card and the smart card.

The secure memory card has an embedded microprocessor and is capable of storing Rights and DRM Content in a secure manner (e.g. S-MMC, SD). The smart card also has an embedded microprocessor and is capable of storing access codes, user subscription information, secret keys, DRM Content, Rights etc (e.g. SIM, USIM, R-UIM). Differently from the secure memory card, the smart card enables Users to make a telephone call by using the Devices and is issued by a mobile network operator.

If a User has a Device with a physical interface to an SRM, the User can use the SRM as means of increasing the storage space for DRM Content and for the portability of Rights.

The SRM Enabler provides a mechanism to write, read, delete and update Rights in SRM in a secure manner to realise the use cases defined in the OMA SRM requirements document [SRM-RD1.1]. The architecture, security considerations, and trust model requirements for OMA SRM are specified in the OMA SRM architecture document [SRM-AD1.1]. 


4.9 Version 1.0

While the OMA DRM version 2.0 [OMADRMv2] defines an end-to-end system for DRM Content and Rights Object distribution among the Device, the Rights Issuer and the Content Issuer, SRM TS 1.0 defines mechanisms and protocols to extend OMA DRM version 2.0 to allow Users to Move Rights between the Device and the SRM and to consume Rights stored in the SRM. Especially, the definition of Rights format is compliant to OMA DRM REL 2.0. 
RI and DRM Agent that support SRM1.0 SHALL support OMA DRM2.0.
4.10 Version 1.1

Following the newly absorbed Use Cases in SRM RD 1.1 against SRM RD1.0, SRM TS1.1 has taken some extension based on the SRM TS1.0. Especially the security mechanism is totally consistent to that in SRM TS1.0 and the definition of Rights format is compliant to SCE REL which is the extension of OMA DRM REL 2.1. 
RI and DRM Agent that support SRM1.1 SHALL support OMA DRM2.1. And regarding “SRM Rights Upgrade” transaction they SHALL support also the SCE DRM and SCE REL.
4.11 Component and Interface Deployment
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Figure 1: Secure Removable Media System - Component and Interface

The Secure Removable Media system is a set of three entities: Rights Issuer, DRM Agent and SRM Agent.

The Rights Issuer and DRM Agent communicate with each other by the ROAP protocol as defined in [OMADRMv2, OMA SCE DRM]. The DRM Agent and SRM Agent exchange messages as specified in section 6.
The SRM Agent has an internal secure communication with the secure storage. The implementation of the communication is out of scope of this specification. For the completeness of the security in the Secure Removable Media system, this specification assumes the follows:

· Only the SRM Agent can access the secure storage (i.e. the DRM Agent cannot directly access the secure storage).

· To perform an action on information in the secure storage, the DRM Agent requests the action to the SRM Agent. After performing the action, the SRM Agent passes the result of the action to the DRM Agent (i.e. the DRM Agent cannot receive information from the secure storage, if the information is not produced by the SRM Agent.).
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