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1 Reason for Change

This CR proposes to add Token Move protocols to section 6. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Add new section 6.11
6.11 SRM extensions for BCAST service support

6.11.1 Movement of Tokens from Device to SRM

Tokens are moved from a Device to an SRM via Device to SRM Token Move transaction as illustrated in Figure 1. Transaction is comprised of a single request-response pair: TokenInstallationRequest conveys Token attributes (specified in section 5.1.10) to be installed in the SRM; TokenInstallationResponse contains status of Token Installation in the SRM.
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Figure 1: Sequence Diagram –Token Move from a Device to SRM
Token Move from a Device to SRM transaction is defined as follows:

1. Before sending TokenInstallationRequest, the DRM Agent SHALL perform the following actions:

a. Check if Movable attribute defined in section 5.10 allows Token Move for selected Token. Movable attribute SHALL be processed as defined in [DRMXBS].

b. If Token can be moved then perform Token Disablement in the Device as defined in section 6.11.1.1. Otherwise the DRM Agent MUST NOT perform Token Move.

2. The DRM Agent sends TokenInstallationRequest to the SRM Agent.

3. Upon reception of TokenInstallationRequest, the SRM Agent performs Token Installation in the SRM.

4. The SRM Agent sends TokenInstallationResponse to the DRM Agent.

5. Upon reception of TokenInstallationResponse, the DRM performs Token Removal in the Device.
6.11.1.1 Token Disablement in the Device

6.11.1.1.1 Action Description

The DRM Agent disables the Token. The disabled Token cannot be used for the other purposes except the current Token Move transaction. After disabling the Tokens, the DRM Agent continues with section 6.11.1.2 (Token Installation in the SRM).
6.11.1.1.2 Exception Handling

If Token cannot be disabled, the Device SHALL abandon Token Move.

6.11.1.2 Token Installation in the SRM
6.11.1.2.1 Description of Messages

The DRM Agent sends TokenInstallationRequest to install Token in the SRM. The fields of the request are defined in Table 1.

Table 1: Fields of TokenInstallationRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10

	Token Delivery ID
	Integrity
	Refer to section 5.1.10

	Service ID/Program IDs
	Integrity
	Refer to section 5.1.10

	Movable
	Integrity
	Refer to section 5.1.10

	Domain IDs
	Integrity
	Refer to section 5.1.10

	Reporting Information
	Integrity
	Refer to section 5.1.10

	Token Quantity
	Integrity
	Refer to section 5.1.10


Upon receiving the TokenInstallationRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in TokenInstallationRequest.
2. Install the RI ID, Token Delivery ID and the rest of Token attributes of TokenInstallationRequest in the SRM.
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 2.

Table 2: Fields of TokenInstallationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the TokenInstallationRequest. The Status values are specified in Table 3.


Table 3:Values of Status field of the TokenInstallationResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Enough Space
	There is not enough space to store transferred Token.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response. If no errors (Status = Success) or exceptions occur, the DRM Agent SHALL perform Token Removal in the Device as defined in section 6.11.1.3.
In the case value of the Status field in TokenInstallationResponse message processing differs from “Success”, the DRM Agent MAY generate new TokenInstallationRequest. If Token Installation in the SRM cannot be completed succesfully, the DRM Agent SHALL perform Token Enablement in the Device and abandon Token Move Transaction.

6.11.1.2.2 Format of Messages

The message format (MessageBody) of the TokenInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {
    RiId()

// Defined in Appendix E.2.5
    TokenDeliveryId()

// Defined in Appendix E.2.10.4
    ServiceProgramIds()

// Defined in Appendix E.2.10.1
    Movable()

// Defined in Appendix E.2.10.2

    DomainIds()

// Defined in Appendix E.2.10.3
    ReportingInformation()

// Defined in Appendix E.2.10.5
    TokenQuantity()

// Defined in Appendix E.2.10.6
}

The message format (MessageBody) of the RightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

6.11.1.2.3 Exception Handling

There may be unexpected exceptions during the Token Installation in the SRM. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
 [Recovery Procedure –Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel Token Move transaction. In that case, the DRM Agent SHALL use Token Information Retrieval procedure to check if Token was succesfully installed in the SRM. 
· If Token is not found on the SRM, the DRM Agent MUST enable Token on the Device. 
· Otherwise, the DRM Agent MUST perform Token Removal in the SRM and re-enable Token on the Device.
6.11.1.3 Token Removal in the Device
6.11.1.3.1 Action Description

The DRM Agent removes the Token from the source Device permanently.
6.11.1.3.2 Exception Handling

There may be unexpected exceptions during Token Removal in Device. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed. 
[Recovery Procedure – Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel Token Move transaction. In that case, the DRM Agent MUST perform Token Removal in the SRM and re-enable Token on the Device.

6.11.2 Movement of Tokens from SRM to Device
Tokens are moved from a Device to an SRM via SRM to Device Token Move transaction as illustrated in Figure 2. It is comprised of two protocols: Token Retrieval from the SRM and Token Removal from the SRM. 

Token Retrieval Protocol consists of a message pair: TokenRetrievalRequest identifies Token to be Moved; TokenRetrievalResponse contains Token and status of TokenRetrievalRequest processing.
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Figure 2: Sequence Diagram –Token Move from SRM to Device
Token Move from a SRM to Device transaction is defined as follows:

1. The DRM Agent sends TokenRetrievalRequest to the SRM Agent.

2. Upon reception of TokenRetrievalRequest, the SRM Agent SHALL perform the following actions:

a. Locate Token on the SRM.

b. Disable Token on the SRM (see section 6.11.2.2).

3. The SRM Agent sends TokenRetrievalResponse to the DRM Agent.

4. Upon reception of TokenRetrievalResponse, the DRM Agent SHALL perform the following actions:

a. Check if Movable attribute defined in section 5.1.10 allows Token Move for retrieved Token.

b. If Token can be moved then initiate Token Removal from the SRM protocol (as defined in section 6.11.5). Otherwise restore Token Move transaction as defined in section 5.5.3.

5. If Token Removal in the SRM protocol cannot be completed succesfully (i.e. unexpected exceptions occur), the DRM Agent SHALL rollback Token Move transaction as defined in section 5.5.3.

6.11.2.1 Token Retrieval from the SRM
6.11.2.1.1 Description of Messages

The DRM Agent sends TokenRetrievalRequest to the SRM Agent to request Token Move from SRM to Device. The fields of the request are defined in Table 4.

Table 4: Fields of TokenRetrievalRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10

	Token Delivery ID
	Integrity
	Refer to section 5.1.10


Upon receiving the TokenRetrievalRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in TokenRetrievalRequest.
2. Locate Token on the SRM using RI ID and Token Delivery ID from TokenRetrievalRequest.
3. Disable Token on the SRM as defined in section 6.11.2.2.
The SRM Agent sends the TokenRetrievalResponse to carry the result of the procedure. The fields of the response are defined in Table 5.

Table 5: Fields of TokenRetrievalResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the TokenRetrievalRequest. The Status values are specified in Table 6.

	RI ID
	Integrity
	Refer to section 5.1.10

	Token Delivery ID
	Integrity
	Refer to section 5.1.10

	Service ID/Program IDs
	Integrity
	Refer to section 5.1.10

	Movable
	Integrity
	Refer to section 5.1.10

	Domain IDs
	Integrity
	Refer to section 5.1.10

	Latest Token Consumption Time
	Integrity
	Refer to section 5.1.10

	Reporting Information
	Integrity
	Refer to section 5.1.10

	Token Quantity
	Integrity
	Refer to section 5.1.10


Table 6:Values of Status field of the TokenRetrievalResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Found
	The Token is not found on SRM.

	Disablement Failed
	The SRM Agent failed to disable Token on SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response. If no errors (Status = Success) or exceptions occur, the DRM Agent SHALL perform Token Installation in the Device.

In the case value of the Status field in TokenInstallationResponse message processing differs from “Success”, the DRM Agent MAY generate new TokenInstallationRequest. 

6.11.2.1.2 Format of Messages

The message format (MessageBody) of the TokenRetrievalRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

    RiId()

// Defined in Appendix E.2.5
    TokenDeliveryId()

// Defined in Appendix E.2.10.4
}

The message format (MessageBody) of the TokenRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {
    Status()


// Defined in Appendix E.2.2
if ( Status == 0 ) {

    RiId()


// Defined in Appendix E.2.5
    TokenDeliveryId()


// Defined in Appendix E.2.10.4
    ServiceProgramIds()


// Defined in Appendix E.2.10.1
    Movable()


// Defined in Appendix E.2.10.2

    DomainIds()


// Defined in Appendix E.2.10.3
    ReportingInformation()

// Defined in Appendix E.2.10.5
    TokenQuantity()


// Defined in Appendix E.2.10.6
}

}

6.11.2.1.3 Exception Handling

There may be unexpected exceptions during the Token Retrieval messages processing. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
[Recovery Procedure –Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel Token Move transaction. In that case, the DRM Agent MUST re-enable Token in the SRM (if disabled) using Token Enablement procedure specified in section 6.11.3.3 and abandon Token Move transaction.

6.11.2.2 Token Disablement in the SRM

6.11.2.2.1 Action Description

The SRM Agent disables the Token. The disabled Token cannot be used for the other purposes except the current Token Move from SRM to Device transaction. The disabled Token can only be enabled by the Device which induced Token disablement.
6.11.2.2.2 Exception Handling

If Token cannot be disabled, the SRM Agent SHALL generate relevant error code. 
6.11.2.3 Token Installation in the Device
6.11.2.3.1 Action Description

The DRM Agent installs Token in the Device. Upon completing of Token Installation in the Device, the DRM Agent SHALL perform Token Removal from the SRM.
6.11.2.3.2 Exception Handling

There may be unexpected exceptions during the Token Installation in the Device or Token Removal from the SRM. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
[Recovery Procedure –Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel Token Move transaction. In that case, the DRM Agent MUST re-enable Token in the SRM using Token Enablement procedure specified in section 6.11.3.3 and abandon Token Move transaction.
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