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1 Reason for Change

Since SRM v1.1 allows the Move BCROs, the Move Cache needs to be adjusted to cater for BCROs too. This CR makes that adjustment.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

In XBS, it the time_stamp element must be mandated for BCROs with a move permission.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

6.11.7.4 Post-processing of Broadcast Rights in Device

6.11.7.4.1 Action Description

The DRM Agent MAY remove the Broadcast Rights from the source Device permanently. However, due to a broadcast nature of these rights, they may be delivered to a Device multiple times. Duplication of Broadcast Rights is avoided by application of the Move Cache, as specified in Chapter 9.
In addition, if some of assets in the BCRO were not Moved to the SRM (within BCRO Assets), the DRM Agent SHALL not remove the Broadcast Rights from the Device.
The Assets that have been Moved MUST be removed.
When this action is completed, the Move is terminated and the entry for the Move transaction is removed from the Operation Log.
9. Replay Protection Mechanisms
9.1 General description
To prevent Rights that have been Moved from being re-installed with a replay attack or by restore from off-device storage, the DRM Agent MUST have a Move Cache with a reliable identification (GUID, see [OMADRMv2]) for all Stateless ROs and (both Stateless and Stateful) BCRO assets that have been Moved to an SRM. The format of the GUID for Stateless ROs and BCROs are specified in section 9.1 and 9.2, respectively. The Move Cache also holds the Rights Issuer Timestamp (RITS, see section 9.1 and 9.2).

Immediately after the Rights or BCRO assets are removed during a successful Move of a Stateless RO or BCRO asset from the Device to an SRM, the DRM Agent MUST insert the <GUID, RITS> pair corresponding to the RO in the Move Cache.

If a <GUID, RITS> pair is to be inserted in the Move Cache, but the Move Cache is full and the RITS in the RO is later than the earliest RITS in the Move Cache, then the DRM Agent MUST replace the entry with the earliest RITS in the Move Cache with the new <GUID, RITS> pair. If the RITS in the RO is equal to or earlier than the earliest RITS in the Move Cache, the <GUID, RITS> pair is not inserted.

When receiving a Stateless RO or BCRO in a way other than Move (e.g. when restoring a backup from off-device storage (see [OMADRMv2])), the DRM Agent MUST perform the following procedure:

a) Check if the Move Cache contains the GUID of the received RO. If it does, then a) holds, otherwise a) fails.

b) If a) holds, the RO is rejected.

c) If a) fails and the Move Cache is not full, the RO is installed.

d) If a) fails, the Move Cache is full and the RITS of the RO is after the earliest RITS in the Move Cache, the RO is installed.

e) If a) fails, the Move Cache is full and the RITS of the RO is earlier than or equal to the earliest RITS in the Move Cache, the RO is rejected.

Notice that this procedure corresponds to the procedure for the replay protection mechanism for Stateless ROs uploaded to an RI from [OMADRMv2.1].

Multiple copies of the same RO (i.e. two ROs having the same ROID) SHALL NOT be installed simultaneously on the same Device. Disabled ROs (e.g. during an RO Upload or Move protocol) are considered as installed, i.e. when an RO is disabled, another copy of it MUST not be installed.

The Move Cache MUST have capacity to contain at least 100 entries. It is recommended that the Move Cache has the capacity to contain more entries.

When a Stateless RO is Moved from an SRM to the Device, and its <GUID, RITS> pair is already in the Move Cache, then this <GUID, RITS> pair MUST be removed from the Move Cache. Notice that this happens when a Stateless RO is Moved from the DRM Agent to the SRM, and later returns to the same DRM Agent via a Move operation.
9.2 Move cache for stateless XML ROs
For XML ROs, the GUID can consist of the ROID. However, a reduced size RO identification MAY be used, such as the hash over the Rights Object Container, truncated to a minimum size of 6 bytes.
The RITS consists of the <timeStamp> element in the RO.
9.3 Move cache for BCRO assets

Since a BCRO does not have a content identifier in itself, the GUID is defined as the SHA1 hash over the BroadcastRightsObjectBase() class, as defined in [DRMXBSv1.1]. This hash MAY be truncated to a minimum size of 6 bytes.

The RITS is the bcro_timestamp field in the OMADRMBroadcastRightsObjectBase() class. If this field is not present, the BCRO SHALL NOT be Moved.
Because a BCRO can have multiple assets, which can be Moved separately, it can happen that the associated <GUID,RITS> pair already exists in the Move Cache prior to adding it as a result of a Move operation. In this case, only one copy of the <GUID,RITS> pair is kept in the Move Cache.
9.4 
Alternative dealing with a full Move Cache

When the Move Cache is full, the DRM Agent MAY store a part with the oldest RITS values of the Move Cache on off-device storage. In this case, the DRM Agent MUST provide for integrity protection of the externally stored part. Additionally, the DRM Agent MUST record securely that it stored a part of the Move Cache on external storage and an identification of the latest externally stored part. When an RO with a RITS before the earliest RITS in the Move Cache is delivered out-of-band or re-installed from off-device storage, the DRM Agent MUST request the externally stored part of the Move Cache, verify its integrity, verify that it is the latest externally stored part and verify if the RO has been Moved. If the integrity verification of the externally stored part fails, or if the externally stored part indicates that the RO has been Moved, the RO MUST NOT be installed. Otherwise the RO is installed. If an RO with a RITS equal to the earliest RITS in the Move Cache is delivered out-of-band or restored from a backup, both the Move Cache and the externally stored part MUST be consulted.
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