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   Change Request

	Title:
	ETRs for SRM Extensions for BCAST
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM Group

	Doc to Change:
	OMA-ETR-SRM-V1_1-20091020-D

	Submission Date:
	12 November 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sergey Seleznev, Samsung Electronics, s.sergey@samsung.com

	Replaces:
	n/a


1 Reason for Change

Consistency review comment:
	
	2009.11.12
	T
	5.1.2
	Source: Samsung Electronics
Form: doc #0066
Comment: ETRs for SRM Extensions for BCAST are missing.
Proposed Change: See OMA-DRM-2009-0230
	Status: OPEN


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Change section 5.1.2 as follows
5.1.2 Optional Test Requirements

5.1.2.1 Optional Client Test Requirements

Table 4 specifies client test requirements that are tested in DRM Agents.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	
	SAC07
	Changing Secure Authenticated Channel
	Required to test whether DRM Agent properly changes the Secure Authenticated Channel

	Normal Flow
	OCSP01
	OCSP Nonce transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to generate Nonce and transfers it to Device

	
	OCSP02
	OCSP Response transfer from Device to SRM
	Required to test whether DRM Agent properly requests SRM Agent to generate OCSP Response and transfers it to Device, and whether the response is processed and validated properly

	
	OCSP03
	OCSP Request generation
	Required to test whether OCSP Request is generated properly

	
	RICER02
	RI Certificate Transfer from Device to SRM
	Required to test whether DRM Agent properly requests SRM Agent to store RI Certificate Chain in SRM

	
	RICER03
	RI Certificate Transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to read RI Certificate Chain from SRM

	
	RICER04
	RI Certificate Removal from SRM
	Required to test whether DRM Agent properly requests SRM Agent to remove RI Certificate Chain from SRM

	
	RICER05
	RI Certificate Chain processing and validation for Local Rights Consumption
	Required to test whether RI Certificate Chain is processed and validated properly during Local Rights Consumption transaction

	
	IOP01
	OMA DRM version 2.0 Backward Compatibility
	Requires to verify interoperability between DRM 2.0 RIs and SRM 1.1 enabled DRM 2.0 clients for each of the following cases:

- 4-Pass Registration

- 2-Pass RO Acquisition

	
	UTL11
	Rights Information List Query Request Generation
	Required to test whether DRM Agent requests SRM Agent to generate Rights Information List and transfer it to Device.

	
	BES01
	Movement of Tokens from Device to SRM
	Required to test whether Tokens are moved from Device to SRM properly.

	
	BES02
	Movement of Tokens from SRM to Device
	Required to test whether Tokens are moved from SRM to Device properly.

	
	BES03
	Local Token Consumption by the Device
	Required to test whether local token consumption is properly requested and completed by the DRM Agent.

	
	BES04
	Retrieval of Token Information from the SRM
	Required to test whether the DRM Agent properly requests Token Information from the SRM Agent.

	
	BES05
	Token Removal from the SRM
	Required to test whether the DRM Agent properly requests removal of Token from the SRM.

	
	BES06
	Token Upgrade
	Required to test whether the SRM Agent properly requests upgrade of Token stored in the SRM.

	
	BES07
	Movement of Broadcast Rights from Device to SRM
	Required to test whether Broadcast Rights are moved from Device to SRM properly.

	
	BES08
	Movement of Broadcast Rights from SRM to Device
	Required to test whether Broadcast Rights are moved from SRM to Device properly.

	
	BES09
	Local BCAST Rights Consumption
	Required to test whether the DRM Agent properly requests local consumption of BCAST Rights, performs SRM pinging and completes consumption transaction.

	
	BES10
	BCAST Extensions to Handle List Query
	Required to test whether the DRM Agent properly requests handle list from the SRM Agent.

	
	BES11
	Retrieval of BCRO Information from the SRM
	Required to test whether the DRM Agent properly requests BCRO information from the SRM Agent.

	
	BES12
	Retrieval of BCRO Information List from the SRM
	Required to test whether the DRM Agent properly requests list of BCRO information from the SRM Agent.

	
	BES13
	Operation Log Extensions for BCAST
	Required to test whether the extended Operation Log is maintained properly (including BCRO and Token related entries).

	Error Flow
	SRMRMV
	SRM removal detection
	Required to test whether SRM removal event is reported properly if SRM is disconnected from Device


Table 4: Applicability Table for Enabler Specific Optional Client Test Requirements
5.1.2.2 Optional Server Test Requirements for SRM Agents

Table 5 specifies server test requirements that are tested in SRM Agents.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	
	SAC08
	Changing Secure Authenticated Channel
	Required to test whether SRM Agent properly changes the Secure Authenticated Channel

	Normal Flow
	OCSP04
	OCSP Response processing and validation
	Required to test whether OCSP Response is processed and validated properly in SRM

	
	OCSP05
	CRL issue data validation using OCSP Response
	Required to test whether CRL issue date is validated properly by using OCSP Response in SRM

	
	OCSP06
	Device revocation status checking using OCSP Response
	Required to test whether OCSP Response is utilized properly in SRM

	
	RICER05
	RI Certificate Store
	Required to test whether SRM Agent properly stores RI Certificate Chain in SRM

	
	RICER06
	RI Certificate Query
	Required to test whether SRM Agent properly reads RI Certificate Chain from SRM

	
	RICER07
	RI Certificate Removal
	Required to test whether SRM Agent properly removes RI Certificate Chain from SRM

	
	UTL12
	Rights Information List transfer from SRM to Device
	Required to test whether Rights Information List is generated and transferred to Device properly.

	
	BES14
	Movement of Tokens from Device to SRM
	Required to test whether Tokens are properly stored on the SRM.

	
	BES15
	Movement of Tokens from SRM to Device
	Required to test whether Tokens are read from SRM, disabled on the SRM properly, and whether Tokens are transferred properly to the DRM Agent.

	
	BES16
	Local Token Consumption by the Device
	Required to test whether Tokens are read from the SRM, transferred to the DRM Agent, disabled/enabled on the SRM properly, and whether Token information is properly updated when local consumption is completed.

	
	BES17
	Retrieval of Token Information from the SRM
	Required to test whether Token related information is read from the SRM, and transferred to the DRM Agent properly.

	
	BES18
	Token Removal from the SRM
	Required to test whether the SRM Agent properly removes Token from SRM.

	
	BES19
	Token Upgrade
	Required to test whether the SRM Agent properly upgrades Token on SRM.

	
	BES20
	Movement of Broadcast Rights from Device to SRM
	Required to test whether the SRM Agent properly stores Broadcast Rights on SRM.

	
	BES21
	Movement of Broadcast Rights from SRM to Device
	Required to test whether the SRM Agent reads Broadcast Rights from SRM, transfers Broadcast Rights to the DRM Agent, and removes Broadcast Rights from SRM properly.

	
	BES22
	Local BCAST Rights Consumption
	Required to test whether the SRM Agent provides proper response to the SRM pinging by the SRM Agent.

	
	BES23
	BCAST Extensions to Handle List Query
	Required to test whether the SRM Agent properly reads handle list from SRM.

	
	BES24
	Retrieval of BCRO Information from the SRM
	Required to test whether the SRM Agent properly reads BCRO information from SRM.

	
	BES25
	Retrieval of BCRO Information List from the SRM
	Required to test whether the SRM Agent properly reads list of BCRO information from the SRM.

	Error Flow
	
	n/a
	


Table 5: Applicability Table for Enabler Specific Optional Server Test Requirements for SRM Agents
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